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1. Introduction

' RECON
YY:

RECON LAB is a full Forensic Suite that supports numerous file systems such as
Windows, macOS, Linux, iOS, Android and more. RECON LAB was created to solve
multiple problems inherent in other forensic tools and to expedite processing and
analysis without sacrificing the quality of the exam.

RECON LAB was designed, developed and runs on macOS. MacOS was the only
logical choice for developing a modern forensic tool to support the most common and
largest number of file systems and artifacts without losing data.

The most difficult file system and operating system (OS) for most forensic tools to
support is macOS. Mac understands itself and can interpret its own artifacts. This is
not true of other file systems, operating systems, and other forensic tools as they do
not natively support macOS and its artifacts.

In addition to supporting its own file system and artifacts, macOS supports a multitude
of other file systems and the artifacts of Windows, Linux, Unix and many more.

RECON LAB is the only full Forensic Suite designed natively on macOS to take full
advantage of the power within macOS. Other forensic tools that run on a Mac were
ported from other non-Mac operating systems and experience limitations. Instead of
utilizing native macOS libraries they rely on reverse engineering and third-party
applications which can lead to missed data, improper interpretation of data and slower
processing times.

RECON LAB primarily relies on native macOS libraries so support for new macOS file
systems and/or artifacts is quick or instantaneous.

RECON LAB comes with one full year of free updates and support.

RECON LAB Copyright © 2010-2021 SUMURI LLC 8 of 200



SUMURI

1.1 Why Use a Mac for Forensic Analysis?

Until the release of RECON LAB, no other forensic tool properly processed or utilized
the correct timestamps for macOS.

This is only one example of an extremely important artifact that is improperly
interpreted or missed completely by other forensic tools.

It is imperative to understand the importance of macOS in forensic exams and what
may be missed by other forensic tools.

1.1.1 Apple Extended Attributes

Apple Extended Attributes are special metadata created only within macOS to allow
searches via the macOS search utility - Spotlight.

Apple Extended Attributes contain extremely valuable information for investigations.
This special metadata cannot be seen in Windows. Most Windows forensic tools
ignore or have a limited ability to display Apple Extended Attributes as they are not
natively supported.

Images and data collected by SUMURI's RECON ITR and processed by RECON LAB
provide the most extensive views of Apple Extended Metadata.

Understanding Apple Extended Metadata is critical to investigations.
1.1.2 Viewing Proper Timestamps

Apple’s macOS utilizes Apple Extended Attributes for timestamps in favor of POSIX
(Unix) timestamps.

RECON IMAGER, when used with RECON LAB, is the only solution to properly view
and utilize the correct macOS timestamps.
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1.1.3 Viewing Files Natively

There are many file types and artifacts proprietary to macOS. As RECON LAB is
designed on macOS it supports all macOS files and artifacts natively.

For example, Applications in macOS are actually “bundle” files. Everything needed for
the application to run is found within the bundle file. What looks and appears to a
single file to the Mac user is actually thousands of innocuous files and folders. In
traditional forensic tools, these bundle files are expanded adding unnecessary artifacts
to your case.

RECON LAB also is integrated with macOS’s Quick Look which natively supports
viewing hundreds of file types without needing or using the original application. Unlike
other forensic tools, the files do not have to be exported first to view saving time.

1.1.4 Apple File System (APFS)

Apple File System (APFS) is a proprietary file system from Apple and utilized for
macOS, iOS, watchOS, and tvOS. APFS is natively and fully supported on macOS
High Sierra (10.13) and above. APFS has limited support in macOS Sierra (10.12).
APES has no support within Windows operating systems. Any support for APFS on
Windows and/or Windows forensic tools are using reversed engineered non-native
technologies.

SUMURI's RECON ITR can create forensic images that can be processed and
analyzed with RECON LAB natively.

RECON ITR and RECON LAB also automatically supports the imaging and processing
macOS 10.15 System and user DATA partitions.

1.1.5 Local Time Machine Snapshots (APFS)

Time Machine is a utility in macOS that is used for creating backups. Time Machine
must be activated by the user and requires a local or remote disk to store the backups
(Time Machine disk). If the Time Machine disk is not available the backups are stored
locally. These backups are known as “Local Time Machine Snapshots” in APFS. They
are also sometimes referred to as APFS Snapshots.

RECON IMAGER (included with RECON ITR) along with RECON LAB are the only
solutions that can display, image, hash and analyze Local Time Machine Snapshots in
Macs with T2 Security Chipsets and without.
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Note: An examiner should not expect to find Local Time Machine Snapshots in ever
case. They will only exist when the conditions above have been met.

1.1.6 FileVault

FileVault (version 2) is the macOS full volume encryption of which there are no
backdoors. FileVault is mounted and decrypted with the user’s login password or
Recovery Key which is created when FileVault was originally enabled.

RECON LAB allows the examiner to decrypt the forensic image of a Mac encrypted
with FileVault natively using either the password or Recovery Key.

1.1.7 Support for Other File Systems

RECON LAB was designed to harness the power of macOS. Whatever the Mac can
mount, RECON LAB can process.

MacOS natively supports APFS, macOS Extended (HFS+), MS-DOS FAT, EXFAT and
NTFS (as read-only).

Using freely available open-source FUSE solutions and Paragon Software drivers
(included) just about any file system can be mounted and processed with RECON LAB
such as Linux ext2, ext3, and ext4.

1.2 Hybrid Processing Engine
Unlike any other forensic solution, RECON LAB utilizes a Hybrid Processing Engine.

The Hybrid Processing Engine processes a forensic image both inside RECON LAB
and mounted outside RECON LAB using macOS.

The Hybrid Process Engine maximizes the recovery of artifacts and simultaneously
increases the speed of processing.

Additionally, this approach uniquely allows RECON LAB to utilize the power of macOS
natively.
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1.3 Three Stage Analysis
RECON LAB offers three-stages of analysis.

Stage One - Parse and recovery thousands of artifacts with Automated Analysis of
Windows, macQOS, iOS, AndroidOS, and Google Takeout.

Stage Two — Four Advanced Forensic Viewers assist in parsing and examining
macOS Property Lists (.plist), SQLite Databases, Hex, and the Window’s Registry.

Stage Three - Utilize hundreds of features built into RECON LAB make manual
analysis easier.

1.4 Support for Hundreds of Timestamps

RECON LAB currently supports several hundred individual timestamps. These include
file systems, Apple Extended Metadata and application-specific timestamps.

These timestamps are integrated throughout RECON LAB to provide “one of a kind”
analysis along with exponential reporting options.

Additionally, RECON LAB provides “second to none” chronological analysis and
reporting.

1.5 Advanced Timelines

With such large support for hundreds of timestamps, RECON LAB can generate both
textual and graphical views of events to make analysis easier.

Placing these events in chronological order allows an examiner to see events unfold
minute by minute or even second by second.

Having the ability to see events in order based on time allows an examiner to solve
cases and render opinions faster and more accurately.

1.6 Advanced Data Correlation

In a single day, a person of interest will probably use several devices capable of storing
electronic data. For example, they may use a laptop or tablet at home, a mobile phone
on their way to work and a desktop computer when they arrive. On each of these
devices, our person of interest could use multiple web browsers and messaging apps.
To add even more complexity, our person of interest is moving to different locations
throughout the day and generating different location artifacts.
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To get a clear picture of what our person of interest has done in a day RECON LAB has
developed Advanced Data Correlation to collate all of this information into single views
regardless of device or application.

Advanced Data Correlation (as Redefined Results) along with support for hundreds
of timestamps provides an examiner with amazing investigative insight.

1.7 Advanced Reporting With Full Control

RECON LAB provides you with exponential reporting options from the granular level
(single artifact) to the global level (all artifacts included).

Additionally, RECON LAB includes the first of its kind WYSIWYG (What You See Is
What You Get) reporting mode called Story Board.

Story Board allows the user to have full control over the reporting process and is as
easy to use as a word processor.

The examiner has the ability to add, remove or annotate bookmarks anywhere in the
report at any time.

Story Board also allows you to add your bookmarks and tags in chronological order to
make it easier to understand the timeline of events.

2. Recommended Minimum Requirements

Macs are unique in doing more with less. That being said, RECON LAB will work on
most Macs.

Keep in mind the simple formula: Processor + RAM = Speed

The faster the processor and the more RAM that is installed will determine how fast
you can process data.

Minimum Recommended Specifications for Running RECON LAB

Any Mac with an i7 Quad-core Processor with 16GB of RAM capable of running
macOS 10.13 or above.

An Admin user required.
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To get faster speeds, even with slower Macs, consider using a Thunderbolt 3 External
RAID. Putting both the evidence and case files on the external Thunderbolt 3 RAID will
provide an extra boost in the speed of processing.

SUMURI has tested and offers the ARECA 8-Bay Thunderbolt 3 RAID Storage with
various storage options.

3. Helpful Hints

Before starting a new case with RECON LAB please refer to these helpful tips.

Use macOS Extended for Evidence Drives

The macOS can support a variety of file systems, however, in testing, we have the best
results with macOS Extended (HFS+).

If you want to mount your macOS Extended evidence drive on Windows use the HFS+
for Windows drivers from Paragon Software that are provided to you with your
purchase of RECON LAB.

Additionally, if you are creating logical images of Mac data to any non-Mac file system
you will lose the Apple Extended Metadata.

Use Apple Disk Image Format (.dmg) for Imaging Evidence

The Apple Disk Image that is created with RECON ITR or PALADIN is a RAW image
format that can be loaded into any forensic tool that supports RAW images. The .dmg
image is natively supported by the Mac.

Although RECON LAB supports Expert Witness Formats (.EO1, .Ex01) it is not native to
the Mac and requires the use of FUSE. FUSE acts as an interpreter to mount non-
native file systems. Using FUSE adds an additional unnecessary layer between the
forensic image and RECON LAB and is not recommended.

Avoid Segmentation of Forensic Image Files

RECON LAB supports segmented image files. However, with extremely large disk
sizes found in modern devices, thousands of segments can be created which may
cause issues. If possible, avoid segmenting forensic images and use a single file.
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4. Getting Support

Support for RECON LAB is available via our Online Support site and submitting a ticket
here:

https://helpdesk.sumuri.com

During regular business hours, we strive to respond in less than one hour but no longer
than 24 hours.

SUMURI is based in the state of Delaware, USA (Eastern Time Zone — EST/EDT).

Our office hours are 0900-1700 (9 a.m. — 5 p.m.). SUMURI is closed for US Federal
Holidays.

Law Enforcement Emergency Support

If you are law enforcement, and are in need of immediate emergency assistance with
any of our products, please contact us anytime at +1 302.570.0015.

5. Renewing RECON LAB

RECON LAB comes with one full year of support and updates. Once RECON LAB
expires, its license will need to be renewed in order to continue to receive updates and
support.

RECON LAB can be renewed online via our website here:
https://sumuri.com/product/recon-lab-renewal/

Additionally, RECON LAB can be renewed by contacting our office to be assisted by a
team memober.
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6. Training

SUMURI offers vendor-neutral training on Mac Forensics. SUMURI’s courses teach the
concepts and knowledge to use RECON ITR (or other tools) to process Mac artifacts
and Mac file systems.

e Best Practices In Mac Forensics (MFSC-101)

e Advanced Practices In Mac Forensics (MFSC-201)

If interested in hosting a training course at your location and receiving up to two free
seats please contact us via the link below.

e Hosting SUMURI Training

7. Installation

RECON LAB includes and relies on native libraries, some third-party applications and
utilities to ensure that largest amount of data can be processed and analyzed.

Please install all the recommended applications, in order, and one at a time, using the
instructions below.

Due to Mac’s strict adherence to security, you may be asked to provide your password
various times during the installation.

Periodically check to make sure that all dependent applications are updated: https://
goo.g/wWm2qi

To ensure that our customers are always able to access updates we have alternative
links for all downloads. If you experience any trouble with the main link hosted on
Google Drive try downloading from this alternative: http://gofile.me/5dMCE/cEbjV3kEe

7.1 Installing Xcode and Command Line Tools

Xcode is a free development environment provided by Apple. Xcode and Xcode
Command Line Tools include additional binaries and applications which are used in
RECON LAB.
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Installing Xcode
1.) Apple Xcode is available for free using Apple’s App Store
2.) Click the “Get” button to install Xcode on your Mac via the Apple App Store.

3.) Be sure to open and fully install the application before going forward.
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Installing Xcode Command Line Tools

To install or check to see if Xcode Command Line Tools are installed follow the
instructions below.

1.) Open the Terminal Application — /Applications/Utilities/Terminal
2.) Type the following command and hit return: xcode-select --install
3.) Follow the instructions provided by the application.

7.2 Installing FUSE for macOS

FUSE for macOS is a free open-source application that acts as an interpreter for non-
native file systems. FUSE for macOS assists in loading Expert Witness Format (EWF)
forensic images such as .E01 and .ExO1. FUSE for macOS must be installed to mount
and process EWF images.

Installing FUSE for macOS

1.) Navigate to the FUSE for macOS website and download the version that matches
your macOS from here: https://osxfuse.qgithub.io/

2.) Double-click on the .dmg file downloaded.

3.) Double-click on the “FUSE for macOS” icon to install.

4.) Follow the application instructions for completing the installation.
7.3 Installing Paragon Drivers

SUMURI has partnered with Paragon Software to include helpful file system drivers for
both Mac and Windows. You will receive a license code for downloading and
activating Paragon Software applications when you purchase a full version of RECON
LAB.
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To download and install Paragon Software applications follow the instructions below.

Accessing Paragon Software Applications

1.) Navigate to Paragon Software’s website and create an account if you do not already
have one here: https://my.paragon-software.com/#/login

2.) Navigate to “Register New Product” and enter the code provided to you when you
purchased RECON LAB.

3.) Navigate to “My Products” after entering the code to access and download your
applications.

Installing extFS for Mac by Paragon Software

1.) Download extFS for Mac following the instructions above.

2.) Double-click on the .dmg downloaded from Paragon.

3.) Double-click on “Install extFS for Mac” to install drivers for Linux file systems.
4.) Complete the installation by following the instructions provided.

7.4 Installing RECON LAB

Make sure that you have downloaded the most current version of RECON LAB and
follow the instructions below to install. Go to Section 7.7 for more information.

RECON_LAB_INSTALLER

Move the RECON LAB installer .dmg to your Desktop and double-click to mount the
installer.
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“RECON_LAB_INSTALLER" is an app downloaded from the
9 Internet, Are you sure you want to open it?

Don't warn me whean opening apphications on this disk image

Cancel Show Disk image Open

A notification window will appear to ask if you want to open the application. Choose
“Open!l.

The RECON LAB Installer window will now appear.

s RECON LAB Installer - 1.3.4

D
3:) RCECON /B

FORENSIC SUITE

Find thousands of artifacts from
Windows, Mac, i0S, Google and morel

Install Clean Install Uninstall

Choose one of the following options:

Install — Updates existing RECON LAB installations preserving your settings, examiner
and agency information.
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Clean Install — Use this for first time installs or to reset RECON LAB to its original

settings.

Uninstall — Use this option to remove RECON LAB from your Mac.

When the installation reports Done, quit the installer and eject the RECON LAB

Installer disk image (right-click “Eject”).

7.5 Granting Privileges

Before launching RECON LAB for the first time, RECON LAB will need to be given Full
Disk Access. This allows RECON LAB to gain access to areas and files restricted by

standard permissions.

7.5.1 Full Disk Access

About This Mac

System Preferences... 1 update
App Store...

Recent Items »>

Force Quit System Preferences X 038D

Sleep

Restart...

Shut Down...

Lock Screen ~3%Q
Log QOut Steve Whalen... 43¥Q

To give RECON LAB Full Disk Access navigate to System Preferences using the Apple

Menu found in the top left corner.

Apple Menu - System Preferences

Security
& Privacy

RECON LAB Copyright © 2010-2021 SUMURI LLC
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From System Preferences select the “Security & Privacy” icon.

Now follow the steps below to add RECON LAB to “Full Disk Access”.

® < i Security & Privacy Q Sear

General  FileVault  Firewall

(= Faw

@ Accessibility Allow the apps below to access data like Mail,
Messages, Safarl, Home, Time Machine backups, and
certain administrative settings for all users on this

Input Monitoring

== Mac.
~ Full Disk Access
— v RECON_LAB
~ Files and Folders
— ﬁ Xcode
- Screen Recording
2 . RECON_ITR
§ k Automation
E DB Browser for SQLite
ﬁ Developer Tools
: b=
w Analytics & Improvements —
G&‘ Advertising
p
[. Click the lock ta prevent further changes. Advanced... ?

1.) Click on the lock icon and enter your password to unlock to change settings.
2.) Select the “Privacy” tab and then “Full Disk Access” in the sidebar.

3.) Click the “+” symbol to navigate to RECON LAB which is found in your Applications
directory.

4.) Highlight RECON LAB and select it to give Full Disk Access permissions.
5.) Click the lock icon one more time to “lock” the settings.
7.6 Energy and Sleep Settings

Allowing your Mac to go to sleep in the middle of processing a case will most likely
cause issues. Make sure that you disable any settings which “Put hard disks to sleep
when possible” or allows the computer to sleep when working with RECON LAB.

These settings can be changed in System Preferences (Apple Menu — System
Preferences).
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\ Y
v
Energy
Saver
Look for the Energy Saver icon.
© < i Energy Savie a © < i Energy Savie
B8 Automatic graptics switching B8 Automatic graptics switching
Vour cemaiter wil sutomatically vitch between grapkic modus for battar battary Ho Vour cemaiter wil sutomatically vitch between grapkico modus for battar battary Ho
LR Poner Adaoter Batrery
Tumn display off after: . — Tumn display off aftes:
lllll : T ‘ EU V;Ow L Naver wiing VXW‘I IS0y GO L0 SN0 My ShOMBn (s 1¥e ‘ EU V;Ow
Put hard cisks to aleeo when possibie 1 Prov from sloeping when the disolay is oft

13 SEghily dim the displey while 0 battery powes Put hard cisks to skeed when possibis
Enabla Powar Nap whila on battery power {83 Waka for Wi-Fi network sccess
Whie sieaping, your Mo can pestodicaty chech lor new emadl calendar, and ofrer Cloud updates Enable Poer Noo while phugged Into & power adapter

Whie SIBanNG, yOUr S €4n Back U LEIG Time MACNIG aed Daniadeally snece for naw small,
calendar, and other icud epdatas

Eariery is chargan. Restore Defaults Eatiery 15 chargas Restore Defaults

£ Show battery status n menu bar Schedue. ? £ Show battery status n menu bar Schedue.

Then check both of the settings for Battery and Power Adapter.
7.7 Updating RECON LAB
Before using RECON LAB, please make sure that you have the latest update.

RECON LAB updates can be found here: https://goo.gl/wWm2qi

Download the latest version (highest-numbered) and move the .dmg to your Desktop.

Notifications for new updates will be sent out to the email address that we have on file.
If you are not sure if you are on the RECON LAB update list and would like to be
notified when updates are released please let us know at hello@sumuri.com.

Updating with a Renewed License

When updating RECON LAB, you have the option to point to a new license file. Click
“Clean Install” in the Installer window, and you will see the option to replace your
License file. Check the box and you can change your license file without losing
configuration settings in RECON LAB.
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Do you want to replace License file ?

Updating with a Renewed License

Click “Install” in the Installer window, and you will see the option to replace your
License file. Make sure it is unchecked, and RECON LAB will update without the need
to point to the license file.

8. Starting RECON LAB

Once installed, RECON LAB can be found in your Applications directory.

For quick access, you can grab the RECON LAB icon and drag it to your dock to
create a shortcut.

RECON_LAB
To start RECON LAB, double-click the icon in the Applications folder or single-click if

you created a shortcut within the dock.

8.1 Adding Your License

When you run RECON LAB for the first time after installation you will be prompted to
add your license.
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Your license can be found on the RECON LAB USB which also acts as your security
dongle. The RECON LAB USB will need to be attached to your Mac in order to run.

If a demo was requested or if RECON LAB was recently renewed the license will be
sent by email. Please keep your license some place safe.

Please click 'Browse' and locate RECON LAB license file.

Cancel Browse

If you are prompted to add your license choose “Browse” and navigate to your license
file.

Select your license file and choose “Open”.
RECON LAB will add your license and restart.
8.2 Installing Python

Python, which is a common scripting language used in forensics, is utilized for some
features in RECON LAB and should be installed. Make sure that Xcode and its
Command Line Tools have been previously installed.

Installing Python

1. Download and install the latest version of Python3 for macOS from this link:
https://www.python.org/downloads/

2. Open Finder then go to the Applications folder, find the Python application, on
the left side of the Python app you will see a dropdown arrow, expand it and
double click on "Install Certificates.command”.

3. After installing the certificates open your terminal and run the following command
to install additional required libraries: python3 -m pip install 1z4 enum34

4. Messages regarding updating “pip” can be ignored.
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8.3 Admin Password

Upon the first run of RECON LAB you will be prompted to enter your admin password
one time. Enter your admin password and click “OK”.

8.4 Access Warning Messages

@ @ RECON LAB

When adding a source that contains Apple Calendar, Reminder or Contact files your system will ask you to allow
RECON LAB to access "your” Calendar, Reminders or Contact files.

You must give permission for RECON LAB to continue.

RECON LAB is accessing the source files only and not your Calendar, Reminder or Contact files. This prompt
occurs when macOS detects any Calendar, Reminder or Contact files.

If you are using macOS 10.14 or above, make sure you give full disk access to RECON LAB. (Apple Menu~->System
Preferences->Security & Privacy->Privacy->Full Disk Access).

Please check "About RECON' -> 'Requirement’ section for installation of open source libraries required.

Don't show this message again

When starting RECON LAB a message window will appear with some important
information. This information may change so please review from time to time.

If you do not want the message to appear when you start RECON LAB select “Don’t
show this message again”.
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8.5 RECON LAB Welcome Screen

RCCON [ AB

FORENSIC SUITE

Find thousands of artifacts from
Windows, Mac, iOS, Google and more!

Licensed to : Steve Whalen
Purchase Date : Thu Jan 23 2020

Expiration Date : Tue Feb 2 2021
SUMUIU

About RECON RECON Config Disk Manager Acquire i0S Device

Upon starting RECON LAB you will be presented with the Welcome Screen.

The Version of RECON LAB will be found in the title bar.

In the bottom right corner, the Licensee, Purchase Date and Expiration Date are
displayed for your reference.

The buttons along the bottom of the Welcome Screen are:

About RECON - Access to RECON LAB’s EULA, change logs, exceptions and/or
known issues, special requirements, support and updates information.

RECON Config — Allows the examiner to create persistent settings.
Acquire iOS Device — Opens the RECON LAB iOS Imager interface.
New Case - Starts the New Case Wizard.

Load Case — Allow an examiner to select a RECON LAB Case Folder.
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9. Configuration

Every examiner will have a unique approach to an examination.

RECON LAB allows an examiner to configure a variety of settings prior to starting a
case. Configuration settings are persistent and will automatically be set for each new
case.

This approach saves a lot of time. Configuration settings can be overridden at any
time if required.

9.1 Examiner Details

. ExaminerDetails

2% Artifacts Agency Name SUMURI

[) UserDefined Extensions Examiner Steve Whalen, CFCE

W UserDefinedFileSignature g = g—=qPId  Examiner Phone  +1 302.570.0015

= Keyword List

i= TextIndexingFilters LAB = Emall l.com

@ AppleMetadataFilters Agency Address  gyMyRI LLC
P.O. Box 252

(R Exif Mecadat Fiare Camden, Delaware 19934

M Volatility Path USA

B System Password

T! TextView

@ External Applications

Back

The Examiner Details settings allow entry of the following information:
Agency Name — Name of the examination agency.

Examiner — Name of the examiner.

Examiner Phone — Phone number for the examiner.

Agency Address — Agency address.
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The agency logo can be changed by selecting the three dots under the current logo.

9 -] Open
Look In: | [Users/macboy/Pictures /SUMURI Logo ol © 0B &E (=]
Volumes Name A Size

-
-/

“> macboy

- Downloads

~ Desktop
File name;  SUMURI Logo.001.png m
Files of type:  *.png *.jpg *.jpeg Cancel

Any graphic can be selected for the agency logo. RECON LAB supports adding PNG

or JPEG image formats.

All information entered in the Examiner Details will automatically be added to any

reports generated by RECON LAB.
9.2 Artifacts and Plugins

RECON LAB includes hundreds of plugins that recover thousands of artifacts

automatically from Windows, macOS, iOS, Android and Google Takeout.

RECON LAB allows an examiner to enable plugins to run on every case and/or create

templates for specific investigations.
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LR RECON LAB-1.2.7
A ExaminerDetalls
H m <Plugin Selection> B Plugin Searct
prr— rian “mucs
maLos Pligin » [ & Google Photos °
B User Defined File Signature macds P p o9
= Keyword List | » [ & Google Takeout Drive °
- O le YouT °
i= TextIndexingFilters » ] & Google YouTube
@ AppleMetadataFilters » ] W HFS+ Devices Logs ©
[1] ExifMetadataFilters > 3 Installed Hardware °
I Volatility Path Advanced Analysis » [ & Internet Explorer °
& System Password Apple Apps » [0 % Jump List .
Tl TextView Apple Logs » [ ' Keyboard Shortcuts e o
@ External Applications Backups » O une B
Device > @ Launchpad ° o
Download Manager > H & UnkFies °
Emall Artifacts v [J @ unkedin °
Email Client [] Linkedin Messages
FTP Client [ Artachments
Fanala Takanut [7] Contact List
Save Template Add

Above is the interface for RECON LAB’s Plugin and Artifact selection. Columns and
dots were added to the interface to help you quickly see if a plugin is supported within
a specific platform.

Each plugin can have multiple artifacts. Activating a checkbox will enable the plugin.

On the left side, there are filters at the top for “All Plugins” and specific operating
systems (i.e. “winOS”) and platforms (i.e. “Google Takeout”). Selecting any filter on the
left-side removes all plugins from the Plugin Window on the right-side except for what
is relevant to the operating system or platform selected. For example, if you select the
“iOS Plugins” filter on the left you will only see plugins relating to iOS on the right.
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® @ RECON LAB-1.2.7
; Exan}lfierDetllls <Plugin Selection> B x photo (]
5] Qserbeﬁned Extensions Pgins ¢ B=GCC#H
I User Defined File Signature macOs Plug : : : g;ﬂd:«:xos . =
= Keyword List jos s
= TextIndexing Filters ! gl > B @ Phioto focth o
& AppleMetadata Fiters o
5] ExifMetadataFilters le Takeout Plus > B & Photo ®
4 Volatility Path Advanced Analysis
£ System Password Apple Apps
Tl TextView Apple Logs
@ External Applications Backups
Device
Download Manager
Email Artifacts
Email Client
FTP Client
B save Template Photo Search Add

Back

Similarly, there is a Plugin Search box in the upper right corner that can be used to
quickly filter all plugins. In the example above, the keyword “photo” was used to show
all plugins that contained the word “photo” (i.e. Android Photos, Photo Booth).

At the bottom of the window, there is a “Save Template” button. Checking this box
and providing a name will make a permanent template that can be used again.

Saving a Template for Plugins and Artifacts

<Plugin Selection>
Select All
Remove All

v Photo Search

1. Using the example above, the Plugin Search was used to find all plugins with the
word “photo”.

2. Each of these plugins was selected using the checkboxes.
3. The “Save Template” box was checked and the name “Photo Search” was given

to the template.
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4. To save the new template the “Add” button was clicked.

5. The new template can now be selected and applied in the dropdown box at the
top of the window.

Remember, settings can always be changed at any time within the case.

9.3 User Defined Extensions

User Defined Extension settings allow the examiner to create “buckets” (categories) for
various file extensions. These categories will appear in the RECON LAB Sidebar. Any
files with a matching file extension included in a Category will automatically be filtered
and appear in the “bucket” in RECON LAB’s Sidebar.

® @ RECON LAB-1.2.7
i il
i icOstus Category Extenslon
2% Artifacts
| UserDefined Extensions. > ==
B UserDefined File Signature Audio Ao
= Keyword List Video ico
I= TextIndexingFilters Document .gif
@ Apple MetadataFilters ——
5] ExifMetadataFilters
H Volatility Path
B System Password
T] TextView
@ External Applications
+ - + - 0

Back

In the example above, the category Image contains the file extensions .png, .jpg, .jpeg,
ico and .gif. When a new case is started, any files matching these extensions will
automatically be found in the Sidebar in a “bucket” named “Image”.
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Adding or Removing Categories and Extensions

+ - 0

To create a new Category or to add an Extension simply click the “+” button. Enter the
text and hit return.

To remove a Category or Extension select the item and click the “-” button.

To add multiple extensions at the same time use the “paste” or clipboard button. Make
sure that your text is entered as on item per line with a single carriage return. Copy all
the text to your Clipboard and then use the “paste” (clipboard) button to add multiple
items at the same time.

9.4 User Defined File Signatures

User Defined File Signature settings allow the examiner to create “buckets” (categories)
using a file’s signature. File signatures help identify files in the absence of extensions or
if the file extension is incorrect.

The categories created will appear in the RECON LAB Sidebar. Any files with a
matching a file’s signature included in a Category will automatically be filtered and
appear in the “bucket” in RECON LAB’s sidebar.

e ® RECON LAB-1.2.7
& Examiner Details -
o Artifacts Active Category Active Signature Header
] Office Documents = Quickbooks Backup (QBB) 0x458600000600
(&) Usr Defined Exiensions W PDFFiles M Quicken Data File (ABD, QSD) Ox5157205665722¢20
\ UserDefinedFileSignature o Ajjje Diskimage Files | Quicken Data File (QDF) 0xac9ebd8f0000
i= Keyword List i Image Files
= TextIndexingFilters k) Video Files

(2] ExifMetadataFilters m SQLite Database Files
1l Volatility Path [ Property List Files

£ System Password

T] TextView

& External Applications

Back
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In the example above, the category “Financial Database Files” contains the file
signatures for Quicken backup and database files. When a new case is started, any
files matching these signatures will automatically be found in the Sidebar in a “bucket”
named “Financial Database Files”.

Adding or Removing File Signatures

+ - 7

To create a new Category or to add a new File Signature simply click the “+” button.

1. Use the “Label” field to provide a name.
Add the signature as HEX or ASCII and select the appropriate button.

If the file signature begins at a specific offset add the value in the “Offset” field.

> W N

Click “Add”.
To remove a Category or File Signature select the time and then click the “-” button.

Editing a File Signature

To edit a previously stored File Signature click the “Edit” (pencil icon) button. Make the
required changes and click “Add” to save.

9.5 Keyword Lists

The Keyword List settings allow the examiner to create lists ahead of time for content-
based searches. Various search options will be explained later in this manual.

Keywords can be grouped into categories. Content keywords can be plain text or
regular expressions (REGEX) that conform to dtSearch rules.

dtSearch’s Quick Reference Guide can be found here: http://support.dtsearch.com/
Support/forms/iframes _advanced/default.ntml
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@ -] RECON LAB~1.2.7
& ExaminerDetalls
= Category Keyword Regex
95 Artitncts Identity Theft 302-670-0015
[7) UserDefined Extensions 305-555-1212
I UserDefined File Signature 1-302-570-0015
= Kepwordis

= TextIndexingFilters
@ AppleMetadataFilters
[1] ExifMetadataFilters
[ Volatility Path

£ System Password

T] TextView

@ External Applications

In the example above a category was created for “Phone Numbers”. Four phone
numbers were entered as keywords. The first three are standard text. The last one

number where we know the first six numbers but we do not know the last five. We
checked the “Regex” checkbox to let RECON LAB know that the text entered should
be treated as a regular expression.

Adding or Removing Categories or Keywords

+ - 0 4

To create a new Category or Keyword simply click the “+” button. Enter the text and
hit return.

If the Keyword is to be treated as a regular expression click the “Regex” box.
To remove a Category or Keyword select the entry and click the “-” button.

To add multiple keywords at the same time use the “paste” or clipboard button. Make
sure that your text is entered as on item per line with a single carriage return. Copy all
the text to your Clipboard and then use the “paste” (clipboard) button to add multiple
items at the same time.

RECON LAB Copyright © 2010-2021 SUMURI LLC 35 of 200



SUMURI

Editing a Keyword

+91987677777

Cancel Add
[ Cancel |

To edit a previously entered keyword click the “Edit” (pencil icon) button. Make the
required changes and click “Add” to save.

9.6 Text Indexing Filters
RECON LAB has included features to speed up your examination.

Text Indexing Filter settings allow you to set files to index or not index during a case
ahead of time.

Default Index — No Filter

The default setting for indexing is “No Filter”. Leave this setting if you want to index all
files.

@ L) RECON LAB-1.2.7
A Examiner Detalls
= Artifacts © NoFilter  Index these files Do not Index these files
[7) UserDefined Extensions Caegosy Extensions
I UserDefined File Signature
= Keyword List
'~ TextindexingFilters
@ Apple MetadataFilters
[1] ExifMetadataFilters
[ Volatility Path
£ System Password
T| TextView
@ External Applications
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Indexing Specific Files Only

To speed up processing you can have RECON LAB index only certain file types (based
on extension) by selecting “Index these files”.

In the example below, a category was created for “Documents”. In the “Documents”
category three file types were added (.rtf, .doc, .pdf). With these settings, RECON LAB
will only index RTF, Word Document and PDF files and ignore all other file types.

& Examiner Details

= Artifacts No Filter » Index these files Do not Index these files

[7] UserDefined Extensions Category T
e
.doc

= Keyword List
o .pdf

 TextIndexingFilters
@ AppleMetadataFilters
ExifMetadataFilters
1 Volatility Path

& System Password

T TextView

@ External Applications

Back
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Eliminating Files From Indexing

Also, to speed up processing, RECON LAB can ignore indexing specific file types
(based on extension) by selecting “Do not index these files”.

@ D RECON LAB~1.2.7
& ExaminerDetalls
= Artifacts No Filter Index these files ) Do not Index these files
[7) UserDefined Extensions Category Extensions
B UserDefinedFilesignarure Al
s rdList Apple Disk Images ~di
= vhd
 TextIndexingFilters e

@ AppleMetadataFilters
[1] ExifMetadataFilters
i Volatility Path

£ System Password

T TextView

@ External Applications

In the example above, a category for “Virtual Disk” was created. Within the category
the extensions of .iso, .vdi, .vhd, and .vmdk were added. This category will reduce our
processing time dramatically as RECON LAB will index all files except for those added
to the lists below.

Adding or Removing Categories and Extensions

To create a new Category or to add an Extension simply click the “+” button. Enter the
text and hit return.

To remove a Category or Extension select the item and click the “-” button.

To add multiple extensions at the same time use the “paste” or clipboard button. Make
sure that your text is entered as on item per line with a single carriage return. Copy all
the text to your Clipboard and then use the “paste” (clipboard) button to add multiple
items at the same time.
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9.7 Apple Metadata Filters

RECON LAB is the only forensic suite that is developed on a Mac to utilize macOS
libraries natively. This allows RECON LAB to see and fully utilize Apple Extended
Metadata. Other solutions do not natively support Apple Extended Metadata and rely
on third-party and reversed engineered solutions that may not see or support all the
metadata that exists which can lead to missed evidence.

Within the main RECON LAB interface, all Apple Extended Metadata is visible.

For the Apple Metadata Filter settings, we have selected some of the most common
and important Apple Extended Metadata attributes which can be set to always show in
the RECON LAB sidebar or within reports.
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® @ RECON LAB-1.2.7
A Examiner Detalls
22 Artifacts areh
|) UserDefined Extensions D R Title Attribute Description
¥ UserDefined File Signature B W latitude kMDItemLatitude Latitude of the item,
= Keyword List B W longitude kMDItemLongitude Longitude of the item.
I= Text IndexingFilters B W \Where From kMDIitemWhereFroms Describes where the item was obtained
‘ Apple MetadataFilters B W Date Added kMDItemDateAdded Added date of the item,
El. ExifMeta daﬁ Filters B W Device Make kMDItemAcquisitionMake Manufacturer of the device used to acqt
B W Device Model kMDltemAcquisitionModef Model of the device used to acquire the
H Volatility Path S =
1 [ Titke kMDltemTitle Title of the item.
P Srtnbemon [ [ Kind kMDItemKind Description of the kind of item this file
Tl TextView ] [ FileSize kMDitemFSSize Size, in bytes, of the file on disk.
@& External Applications 1 [] File System File Name kMDItemFSName File Name of the item.
|| Created kMDitemFSCreationDate Date that the contents of the file were ¢
1 ] Modified kMDItemFSContentChangeDate Date the file contents last changed.
7 [l Duration kMDItemDurationSeconds The duration, in seconds, of the conten
[ Name kMDItemDisplayName Localized version of the file name.
[]  Last Modified Date kMDItemContentModificationDate  Date and time when the contents of thit
1 [1] Created Date kMDItemContentCreationDate The date and time that the content was
1 [l Comment kMDIitemComment Comments about the item
1 ] Album kMDitemAlbum Title for the collection containing this it

Back

1
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Apple Metadata Filter Column Descriptions

D - Check this box to add this Apple Extended Attribute to the RECON LAB Sidebar.
Any files matching selected attributes will automatically be filtered and placed in the
Sidebar.

R - Checking this box will include the selected attribute’s metadata automatically to
reports.

Title — The common name of the Apple Extended Attribute.
Attribute — The specific name of the Apple Extended Attribute.

Description — The official description of the Apple Extended Attribute.
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9.8 EXIF Metadata Filters

RECON LAB also parses EXIF metadata. The EXIF Metadata Filters allows an examiner
to automatically filter out files with specific EXIF attributes to the RECON LAB Sidebar
and/or always include select attributes in reports.

@ 3 RECON LAB-1.2.7
& ExaminerDetails
= Artifacts Search..
[ UserDefined Extensions D R Title Description
W UserDefined File Signature W W Author Parse author of file
‘= Keyword List W W GPs Parse GPS of file
B W Make/Model Parse make and model of file

= TextIndexingFilters
@ AppleMetadataFilters
[7] ExifMetadataFilters
Il Volatility Path

B System Password

T] TextView

& External Applications

Back

EXIF Metadata Filter Column Descriptions

D - Check this box to add the EXIF Metadata to the RECON LAB Sidebar. Any files
matching selected metadata will automatically be filtered and placed in the Sidebar.

R - Checking this box will include the selected EXIF metadata automatically to reports.
Title — The common name of the EXIF Metadata.

Description — The official description of the Apple Extended Attribute.
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9.9 Volatility Path

RECON LAB supports Volatility for RAM analysis. Volatility can be downloaded from
https://www.volatilityfoundation.org/

Once downloaded, Volatility can be configured to work with RECON LAB.

@ & RECON LAB-1.2.7
A& ExaminerDetails Please download the latest version of Volatility-Master, and point the tool towards the vol.py file
%5 Artifacts
[ UserDefined Extensions /Applications/Utilities /volatility-master

I UserDefined File Signature
= Keyword List

i= TextIndexingFilters

@ Apple MetadataFilters

[1] ExifMetadataFilters

| Volatility Path

£ System Password

T] TextView

& External Applications

Back

To use Volatility within RECON LAB select the three dots in the Volatility Path settings.
Navigate to and select the “vol.py” file to save the path.

Please refer to Volatility documentation for downloading and setting up Volatility profiles
and plugins here: https://github.com/volatilityfoundation/volatility/wiki
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9.10 System Password

When you start RECON LAB for the first time or if you reset RECON LAB you will be
prompted to enter your Admin password. If you change your password after installing
RECON LAB you wil have to update it using the System Password settings.

(N RECON LAB-1.2.7
& Examiner Details
=% Artifacts
[ UserDefined Extensions
I UserDefined File Signature
= Keyword List
i= TextIndexingFilters
@ AppleMetadataFilters
(5] ExifMetadataFilters
1l Volatility Path
1 System Password
T] TextView
& External Applications

System Password

Back

To update, click the pencil icon and enter your new password.
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To speed up processing RECON LAB allows you to set the Maximum File Size for the
Text View. The default setting is 20 MB.

e e
& Examiner Details

RECON LAB-1.2.7

Maximum File size for loading text view is 20 MB

=% Artifacts

[ UserDefined Extensions
I UserDefined File Signature
= Keyword List

= TextIndexingFilters

@ AppleMetadataFilters
(2] ExifMetadataFilters

1l Volatility Path

B System Password

11 TextView

& External Applications

Back

To increase or decrease the size, enter any value.

interpreted as megabytes.

RECON LAB

Copyright © 2010-2021 SUMURI LLC
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9.12 External Applications

RECON LAB allows files to be sent to and opened in external applications.

@ & RECON LAB-1.2.7
& ExaminerDetails List of External Applications
== Artifacts Application Path
[ UserDefined Extensions 1 @ File Juicer.app /Applications/File Juicer.app
i UserDefined File Signature 2 | 2 DB Browser for SQLite.app /Applications/DB Browser for SQLite.app
= Keyword List 3 = Preview.app /Applications/Preview.app
i= TextIndexingFilters 4 & TextWrangler.app /Applications/TextWrangler.app
@ AppleMetadataFilters
[ ExifMetadataFilters
1l Volatility Path
B System Password
T TextView
. External Applications
Add Remove

Back

To add an application select the “Add” button. Navigate to and select the application
that you would like to add.

To remove an application, highlight the application to remove and select the “Remove”
button.

9.13 Highlight User Opened Files

RECON LAB gives examiners the option to highlight files that were opened by a user
on the source device. In the configuration menu navigate to Preferences and select
“Highlight User Opened Files.” This can be done in the configuration menu before you
start a case or after a case has already been started.
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® & RECON LAB-1.3.9 (A4)
& ExaminerDetails
Highlight User Opened Files
28 Artifacts

[} UserDefined Extensions

¥ UserDefinedFileSignature

= Keyword List

[E= TextIndexingFilters

@ AppleMetadataFilters

[T ExifMetadataFilters

0 Volatility Path

£ SystemPassword

Tl TextView

@ External Applications
Preferences

Back

Files will be highlighted yellow if they have an entry in the use count in their Apple
Extended Attributes metadata.

—
RECON LAB-1.39 (A4)

bRAOTYSD RO m g #

¢ 3 source sx| SHERMAN_SPARSE (SHERMAN_SPARSE. sparseimage) .

{ search | Filters [  Show Al

o - Record No, Inode No./File ID File Name Extension File Size Date Modified Date Change Date
233 [] 583803 DS _Store 10244 2020/04/14 16:50:56 -4:00 2020/04 /07 14:46:43 -4:00 2020/06/29 19
2 [0 [ 583804 Jocalized 0 2020/03/18 14:20:26 -4:00 2019/06/04 19:44:56 -4:00 2020/03/18 14
3 [ 583805 mp.drivedownload drivedow... == 2020/04/14 17:03:40 -4:00 2020/04/14 17:03:39 -4:00 2020/04/16 1§
4 [ O 583806 ¥ Nothing to See Here =~ 2020/04/14 17.03:40 ~4:.00 2020/04/09 16:52:43 ~4:00 2020/04/14 17
5 [ (I 583818 +| Photos Library.photoslibrary photaslib.. == 2020/03/18 14:21:08 -4:00 2020/03/18 14:21:07 -4:00 2020/04/07 14

To remove the highlights open RECON Config from the menu bar and deselect
“Highlight User Opened Files” then click “Apply.”
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® © Configuration
User Defined Extensions 7
B User Defined File Signature HRIgRReer peEtFles
= Keyword List
= Text Indexing Filters
@ Apple Metadata Filters
[E] Exif Metadata Filters
|# Volatility Path
8 System Password
T] Text View
@ External Applications
¢ Time Zone

Preferences

Apply
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10. Starting A New Case

To start a case with RECON LAB select “New Case” from the Welcome Screen.

10.1 Case Info

When you start a new case with RECON LAB the Case Wizard starts with the Case
Info screen. If any information was added previously in the RECON Configuration
settings that info will automatically be included. The information entered here will be
included in RECON LAB reports. Certain fields are mandatory and must be entered to
proceed to the next screen. These fields are marked with an asterisk.

® @ RECON LAB-1.2.7
© Caselnfo Case No.* 03-19-00848

Case Name* Person of Interest
Location SUMURI HQ
Case Notes i of multiple devices and sources - Windows, iOS, Mac, Android, Google.
Examiner* Steve Whalen, CFCE
Examiner Phone +1 302.570.0015
Examiner Email swhalen@sumuri.com
Agency SUMURI

Agency Address  symyRI LLC
P.0. Box 252
Camden, Delaware 19934
USA

Next

The following information can be entered into the Case Info window.
Case No. (mandatory) — A unique case number.

Case Name (mandatory) — Name for your case.
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Location — Location of the incident or the exam.
Case Notes - free form to add any notes required.
Examiner (mandatory) — Examiner name.

Examiner Phone — Phone number for the examiner.
Examiner Email — Email for the examiner.

Agency — Agency name.

Agency Address — Address for the agency.

After you have entered the mandatory information and any additional information that
you want then click “Next”.

10.2 Adding Source Data to Process

RECON LAB can accept a variety of sources to process.

o0 e RECON LAB-1.2.7
© Case Info
I Source I

Add Source v I

Mounted Volumes
Forensics Image

File Vault Image

Fusion Image

Optical Disc Image

RAM Image

iOS Backup

Time Machine Backup
Google Takeout

macOS Home Directory
Folder

File

ADB Android Backup »
RECON Logical Image »

Back Next

To select a source to process use the “Add Source” dropdown and select a source to
Process.
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10.2.1 Mounted Volumes

Selecting Mounted Volumes presents you with a selection box. Any currently mounted
volumes with be displayed.

B /Volumes/BOOTCAMP

/Volumes/DEST
/Volumes/RECON LAB

Cancel Add

To add, check the box next to the volume path and then click “Add”.
10.2.2 Forensics Images

RECON LAB supports just about any forensic image format.

v *.dd *.DD *.E01 *.¢01 *.dmg *.DMGC *.sparsebundle *.sparseimage *.Ex01 *.ex01 *.S01 *.s01 *.000 *.00001 *.raw *.RAW *.vmdk *I01 *LO1 *vhd *VHD

Currently accepted formats are:

RAW Images - .dd, .000, .00001, .raw

Apple Disk Images — .dmg, .sparsebundle, .sparseimage
Expert Witness Format (EWF) — .EO1, .ExO1, .LO1, .SO1

To select a supported forensic image use the dropdown in “Add Source” and select
“Forensic Image”. Navigate to the forensic image and click “Open”.
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10.2.3 FileVault Image

RECON LAB supports forensic images of macOS FileVault and allows for decryption
using the Admin password or Recovery Key.

v *.dd *.0D *.E01 *.¢01 *.dmg *.DMG *.sparsebundle *.sparseimage *.Ex01 *.ex01 *.S01 *.s01 *.000 *.00001 *.raw *.RAW *.vmdk *I01 *LO1 *vhd *VHD

Currently accepted formats are:

RAW Images - .dd, .000, .00001, .raw

Apple Disk Images — .dmg, .sparsebundle, .sparseimage
Expert Witness Format (EWF) — .EO1, .Ex01, .S0O1

To select a supported FileVault forensic image use the dropdown in “Add Source” and
select “Forensic Image”. Navigate to the forensic image and click “Open”.

o

Password/Recovery Key )P,

Cancel Add

After selecting the FileVault forensic image a popup window will appear allowing you to
enter the Password or Recovery Key. You can use the “eye” icon to show the
password if necessary.

10.2.4 Fusion Image

Fusion drives are two separate physical disks that are seen as one in a Mac
environment.

RECON LAB supports adding physical images for each disk of the Fusion drive to
allow the processing of its file system.

RECON LAB supports a variety of physical forensic image formats for the Fusion drive
disks.
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v *.dd *.0D *.E01 *.e01 *.dmg *.DMG *.sparsebundle *.sparseimage *.Ex01 *.ex01 *.S01 *.s01 *.000 *.00001 *.raw *.RAW *.vmdk *I01 *LO1 *vhd *VHD

Currently accepted physical formats for Fusion drive disks are:
RAW Images - .dd, .000, .00001, .raw
Apple Disk Images — .dmg

Expert Witness Format (EWF) — .EO1, .Ex01, .SO1

/Volumes/DEST/Forensic Images/FusionDrivelmage/SSD/SSD.dmg

'olumes/DEST/Forensic Images/FusionDrivelmage/PLATTER/PLATTER.dmg

Cancel Add

To select a supported forensic image of a Fusion drive disk use the dropdown in “Add
Source” and select “Fusion Image”. Navigate to the forensic image and click “Open”.

Do this for both disk images (“SSD” and “Platter”).
Make sure that the smallest image is linked to the “SSD”.

Once both images are selected click “Add”.
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10.2.5 Optical Disc Image

v *.iso *.I1SO *.cdr *.CDR

RECON LAB can support Optical Disc image formats as a source.
RECON LAB currently supports .ISO and .cdr Optical Disc formats.

To select an Optical Disc image use the dropdown in “Add Source” and select “Optical
Disc Image”. Navigate to the image and click “Open”.

10.2.6 RAM Image
RECON LAB supports loading RAM images which are usually in raw format.

To load a RAM image use the dropdown in “Add Source” and select “RAM Image”.
Navigate to the RAM image and click “Open”.

10.2.7 iOS Backup
RECON LAB supports the analysis of Apple iOS backups.

Most forensic tools that image iOS devices utilize the iTunes engine to create an iTunes
backup to process.

RECON LAB also has the ability to image and iOS device and create an iOS backup
which is discussed later in this manual.
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e o Open

Look in: " /Users/macboy/Library/Applicati...ackup/00008020-000660823669002E [ & o © i

Volu | | Name A'Sze Kind ~ Date Modified

E / | ff -- Folder  6/2/196:10 PM

Info.plist 1.4 MB plist File 6/2/196:10 PM

2 mad| - B Manifest.db 6.7MB dbFile 6/2/196:10 PM

' Dow Manifest.plist 90 KB plist File 6/2/19 6:10 PM

o Status.plist 189...tes plistFile 6/2/196:10 PM
File name:  Manifest.db m

Files of type:  Manifest.db Manifest.mbdb Cancel

To add an iOS backup as a source navigate to the iOS backup directory and select the
Manifest.db or Manifest.mbdb file. Once selected, click “Open”.

10.2.8 Time Machine Backup

RECON LAB supports the processing and automated analysis of individual macOS
Time Machine Backups.

® o Find Directory
Look-in: " /Volumes/Macbook 2012 Backup/Bac...backupdb/Steve's MacBook Pro (2) 0] O 0] i
vora | [ Name A Sze  Kind  Date Modified

5T [ 2018-04-22-223306 == Folder 4/22/1...:33 PM

- / 2018-04-29-130655 ~= Folder 4/29/1...:06 PM

A.?\ Pl B 2018-06-25-160201 == Folder 6/25/1....02 PM

————  2018-06-25-162329 == Folder 6/25/1...:23 PM

© 2018-06-26-220733 —= Folder 6/26/1...:.07 PM

— | Latest == Folder 6/26/1....07 PM
Directory:  2018-06-25-160201

Files of type:  Directories > Cancel
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To load a Time Machine backup for analysis select “Time Machine Backup” from the
“Add Source” dropdown. Navigate to the directory of the backup in which you would
like to process. Select “Choose” to add the backup directory as a source.

10.2.9 Google Takeout

RECON LAB supports data downloaded from Google Takeout: https://
takeout.google.com

RECON LAB has numerous plugins to automate the analysis of Google Takeout data.

® © Find Directory
Look in: " /Volumes/DEST/Forensic Images B (IR W) 5& Eﬂ @
Vo || Name s Sze  Kind  Date Modified
= | FusionDrivelmage == Folder 9/9/15 4:34 PM
-/ HP_Stream -= Folder  6/23/1..:17 PM
/l?\ Pl B Takeout == Folder 10/9/1...:33 PM
Windows Image from NIST == Folder 6/27/1....47 AM
~ Dow
—_— ™St
Directory:  Takeout

Files of type:  Directories Cancel

To load data from Google Takeout select “Google Takeout” from the “Add Source”

dropdown.  Navigate to the directory with the Google Takeout data and select
“Choose”.
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10.2.10 macOS Home Directory

There are many situations in Mac investigations where only a single user’s home

directory can be acquired. RECON LAB supports adding and automatically processing
a macOS Home Directory.

User Name macboy|

Cancel Add

To load a Mac user’s home directory as a source select “macOS Home Directory” from
the “Add Source” dropdown list. Type in a name for the user and click “Add”.

Navigate to the Mac user’s home directory and click “Choose”.

10.2.11 Folder

Individual folders can be added as a source to process.

e o Find Directory
Look in: I [Users/machoy/Downloads Boo O &EM=
Volu Name 4 Size Kind Date Modified
- 1 -~ Folder  10/6/1....50 PM
-/ o 1.0.9.zip.download -~ Folder  11/15/...:54 PM
’." macl © 7.7M2 drivers not Support XP.zip.download == Folder 12/10/..:13 AM
o Gow ¢ 7.7M2 driversf®not Support XPLD == Folder 3/2771...21 AM

BB AmazonPhotos
Al

- .

.- mona acne i N

Directory:  AmazonPnotos

Files of type:  Directones Cancel

To add a folder as a source select “Folder” from the “Add Source” dropdown list.
Select the directory to add and click “Choose”.
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10.2.12 File

Individual files can be added as a source to process.

9 @ Open

Look in: W [Users/macboy/Downloads (YIS M) @ @ @

Vol Name 4 Size Kind Date Modifi¢

= B limetorrents.infolBirds.of Prey.12.2012.0C.Comics.torrent 14 KB torr, Flle 9/28/1..:2

-/ 1 == Folder  10/6/1...:5¢

/;\ macl # 1.0.9.zip.download == Foider 11/15/...:5¢
File name: [timetorrents.info]Birds.of Prey.12.2012.DC.Comics.torrent m

Files of type:  * Cancel

To add a file as a source select “File” from the “Add Source” dropdown list. Select the
file to add and click “Open”.

10.2.13 ADB Android Backup

RECON LAB supports processing Android Debug Bridge (ADB) files and backups of
Android Devices.

' ADB Android Backup » ADB - .ab File
RECON Logical Image » ADB - Backup Folder

To add an ADB file (.ab) or backup folder as a source, select “ADB Android Backup”
from the “Add Source” dropdown list. Select the “.ab File” or “Backup Folder” option.
Navigate to the ADB file or backup directory and select “Add” or “Choose”.

10.2.14 RECON Logical Image

When creating a logical image, timestamps can change as files are sent from the
source to the destination file or container. Some forensic programs address this issue
by not showing any timestamps for the files in the logical extraction or image.

This scenario is common when imaging Macs with T2 Security Chipsets as they can
only be imaged logically.
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RECON IMAGER, when used with RECON LAB, is able to preserve the original
timestamps.

In order to display the proper timestamps from a logical image select “RECON Logical
Image” from the “Add Source” dropdown list.

RECON Logical Image > RECON-Sparseimage
~ RECON-DMG
RECON-Folder

Select “RECON-Sparseimage,” “RECON-DMG,” or “RECON-Folder” depending on
what was chosen when using RECON IMAGER.

10.3 Adding Source Information

Once a Source has been selected the Source Information window will appear.

Please fill the info for source '/Volumes/DEST/CATALINA/CATALINA.sparseimage’
Evidence No. 001

Description :  RECON Logical image using RECON IMAGER to preserve original
timestamps from a Mac with T2 Chipset running macOS 10.15.

Here you can add a unique evidence number (“Evidence No.”) and a description of the
evidence.

After entering the information click “Ok”.
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10.4 Adding Multiple Sources

RECON LAB can process multiple sources at the same time.

© Case Info

o sei Add Source v

RECON-Sparseimage

IVolumes /DEST/CATALINA JCATALINA sparseimage ®

Google Takeowt

[Volumes /DEST [Forensic images /Takeaut @
Back Next

To add more than one source use the “Add Source” button. Additional sources will be
listed once added. To remove a source before processing begins click the “X” button.

10.5 Case Directory

After adding your sources to process you have to select the location for your RECON
LAB Case Directory. This directory is used to store everything and can become quite
large in size depending on the amount of data to be processed. Make sure that there
is enough space on the media where the Case Directory is placed.

It is recommended to use a macOS Extended (HFS+) formatted drive for the location of
the Case Directory.
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‘ 3 Source

NVolumas /OEST

To select the location for the Case Directory click the three dots. Navigate to the
desired location and click “Choose”.
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10.6 Date and Time Settings

RECON LAB has several options for setting time zones.

e o RECON LAB-1.2.7
© Case Info
=3 Source
¥ Case Directory
| Date & Time
uTe UTC +0000

Machine Time Zone America/Chicago-COT-CMT-5 00

£ Other Time Zone America/New_York-EDT-GMT-4:00 %)
Dute Format [
MMM -dd-yyyy
dd-MMM -yyyy
Back Next

UTC - Coordinated Universal Time or +00:00
Machine Time Zone - This is the time zone of your examination system if detected.

Other Time Zone - This dropdown menu will allow you to pick any time zone in the
world.

RECON LAB also has several options for the Date Format. Whatever Date Format is
chosen here will take effect globally in RECON LAB.
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10.7 File System Modules Selection

) =] RECON LAB-1.2.7
© Case Info

£ Source
W Case Directory Apple Metadata Extract Apple Metadata

Filesystem Modules

) Date & Time
File System

Mime Types
Signature Analysis
Exif Metadata

Hashes

Back Next

RECON LAB was designed to give an examiner as much control as possible. This
control can help an examiner complete investigations and analysis faster.

The examiner has the option of enabling or disabling individual File System Modules.

For example, if your case does not require the need for signature analysis then you do
not have to activate this module which will save processing time.
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10.7.1 Apple Metadata Module

© Case Info Filesystem Modules
£ Source
# Case Directory Apple Metadata Ml Extract Apple Metadata
o Date & Time Mime Types Search
m :
PR Signature Analysis D R Title Attribute
B W Latitude kMDitemLatitude Latitude of the itel
Exif Metadata B W longitude kMDitemLongitude Longitude of the it
Hashes B W Where From kMDIitemWherefroms Describes where t!
B W Date Added kMDitemDateAdded Added date of the
B W Device Make kMDitemAcquisitionMake Manufacturer of tt
B W Device Model kMDitemAcquisitionModel Model of the devic
1 [ Kind kMDItemKind Description of the
1 [7] FileSize kMDitemFSSize Size, In bytes, of t
Back Next

To activate the Apple Metadata module for macOS sources, check the box next to
“Extract Apple Metadata”.

If you have previously configured this module your selections will be present. At this
time you can add or remove attributes.

Apple Metadata Filter Column Descriptions

D - Check this box to add this Apple Extended Attribute to the RECON LAB Sidebar.
Any files matching selected attributes will automatically be filtered and placed in the
Sidebar.

R - Checking this box will include the selected attribute’s metadata automatically to
reports.

Title — The common name of the Apple Extended Attribute.
Attribute — The specific name of the Apple Extended Attribute.

Description — The official description of the Apple Extended Attribute.

RECON LAB Copyright © 2010-2021 SUMURI LLC 63 of 200



SUMURI

10.7.2 MIME Types Module

e e RECON LAB-1.2.7
HSEZE Filesystem Modules
£ Source
W Case Directory Apple Metadata B Extract Mime Type
e [ MimeTypes |
" File System

Signature Analysis
Exif Metadata

Hashes

Back Next

MIME Types are used to identify and categorize files and are similar to file signature
analysis. Selecting “Extract MIME Type” will tell RECON LAB to identity and document

files based on their MIME type.
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10.7.3 Signature Analysis Module

@ & 7 RECON LAB-1.2.7
© Case Info Filesystem Modules
£ Source
W Case Directory Apple Metadata B Analyse User Defined File Signatures
 Date & Time Mime Types Active Category Active
i Flesystem [0 ofcedocumems |5 Ofce e
Signature Analysis =4 PDF Files Fy)
Apple Disk Image Files
Exif Metadata - g 2
H Image Files
Hashes [} Video Files
o Financial Database Files
g SQLite Database Files
m Property List Files
+ - +

OxdOcflle0albllael

Selecting “Analyse User Defined File Signatures” run a module to identify files based on
the file’s headers (or signature). The file signatures can be added in the Case Wizard or

previously in RECON LAB Configuration.

To learn how to enter or remove a file signature please refer to the previous instruction

in the “Configuration” section of this manual.
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10.7.4 EXIF Metadata Module

ene RECON LAB-1.2.7

© Case Info

£ Source

¥ Case Directory
 Date & Time

©** File System

Filesystem Modules
Apple Metadata I Extract Exif Metadata
Mime Types

Signature Analysis Title

D R
L B

Exif Metadata B B Gprs
"N

Search...

Description
Parse author of file
Parse GPS of file
Parse make and model of file

Hashes

Back Next

Selecting “Extract Exif Metadata” tells RECON LAB to recover any EXIF metadata
selected in this module.

EXIF Metadata Filter Column Descriptions

D - Check this box to add the EXIF Metadata to the RECON LAB Sidebar. Any files
matching selected metadata will automatically be filtered and placed in the Sidebar.

R - Checking this box will include the selected EXIF metadata automatically to reports.
Title — The common name of the EXIF Metadata.

Description — The official description of the Apple Extended Attribute.
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10.7.5 Hashes Module

@ ® RECON LAB-1.2.7
HSEZE Filesystem Modules
£ Source
W Case Directory Apple Metadata Il Analyse Hashes
g Dats & Ll Mime Types
' File System

Signature Analysis

Exif Metadata

Hashes

Back Next

If you will be utilizing pre-configured hash sets in your investigation or analysis choose
“Analyze Hashes”.

RECON LAB will create hashes of all files within the case.
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10.8 Artifact Plugin Selection Module

As described previously in the “Configuration” part of this manual, RECON LAB
automatically processes and analyzes thousands of artifacts using hundreds of plugins
for Windows, macQOS, iOS, Android and Google.

Select any plugins or artifacts that you want to run.

o e RECON LAB-1.2.7
Case Info
(i} SelectAll 5 T
1 Source )
i - -
= e e ¢mac
<05 Pug
o Date & Time 0S P
( > o le Activities °
il File System 05 Pl = Goog i
> le Calendar P
iI Artifacts fugin B MW Goog
< Pl » M © Google Contacts o
Advanced Analysis » W & Google Photos .
Apple Apps » B & Google Takeout Drive °
Apple Logs » B &3 Google YouTube °
Backups
Device
Back Start

To begin processing of all sources with the selected Filesystem Modules and Automatic
Artifact Analysis, click “Start”.
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11. Reloading a Case

To open a previously created case, select Load Case from the initial splash screen.

Acquire iOS Device v

Other Case

The popup window instructs the examiner to navigate to the desired case folder and
click Open.

The naming structure of the folder will consist of the:
Case Name-YYYY-MTH-DYTHH-MM-SC
(i.e. Fraud_Investigation_2018-SEP-19T13-25-44)

The following screen will ask the examiner if they want the original sources re-mounted.

Want to mount/locate sources which are not
accessible?

NO YES

The sources must be re-mounted in order for RECON LAB to function properly.

If the sources have moved RECON LAB will prompt you to locate them.
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12. RECON LAB Interface

Top Menu

o Ofl= 2%

,,,,,,,

s
P R R R R R
Case Owalls i
o P ot s i s Main Columns
Case Nime - Ferson of Interest
» @ fource Lacation | SUMURS Q)
» 1) Mobile backup Cave Notes - Cxamination of muitiple devicer and sources - Windows, 108, Mac, Androik, Goegle.
o Case Croated Time - Oct=17-2010 23 AB:26 +00 00
* Ok images RASUIE PAth | Users/mactoy/Deskion Peesas_of_interest_2019-0ct-17T10-48-26/
. ) Cramioms Detats
® Asole Metadan Examions  Stve Whalen, CFCE
Framiner Fhose | 41 302 570 018 .
oo Eiamiowt £ swhalengsumir com Case View
C M Type Agency Nama - SUNURI
AQency Address - SUMURILLE O, Box 252 Camden, Dewware 19934 USA
0 fie Extension User Sencted Time Zone | Amenca/New, Yok~ E0T-GMT-4 00
B Uver Detned File Signaturm Sources
N e Sine
& smoie CATALINA S parwimage
# rane
o omal ey 6w .
» I A
BL Amifacts Keywoed Search

Y FieSeaxn
N Contem Saarcy
D Anifact Timeine

o Mkt
& T
o .
S o Case Sidebar
- aved Radefined et
o~ Sreenihots
B swory board
- Carved Password Catraitvng Aifacty
oL Corved Mhew @w:mnum- ———
w Carved Data Mime Type
" - - @;A‘mmm o »
paec oS Processing Status Window o ]
CATAUNA (40800
st = ’

The RECON LAB Main Interface is designed to be intuitive and simple to use. The
views in the main window will change depending on what is selected.
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12.1 Processing Status Window
RECON LAB will let you begin working in minutes.

RECON LAB automatically and intelligently runs multiple tasks and processes at the
same time. RECON LAB adjusts the different tasks based on the available resources
to complete processing as quickly as possible.

RECON LAB first process is to “Add source to case”. This must be completed before
you can manually review the evidence.

However, almost simultaneously, the automated analysis of artifacts begins (“Extracting
Artifacts) and starts populating the Sidebar. As soon as a plugin is complete you can
immediately begin reviewing the results.

@ Adding source to case
_——
Extracting Spotlight Database ~-CATALINA

Extracting Artifacts
e— _
Collecting Logs - 241.75 MB

Next, if selected Apple Extended Timestamps are extracted for macOS file systems.
Apple Extended Attributes are the timestamps utilized by macOS.

Other forensic tools extract and display macOS POSIX (Unix) timestamps. Favoring
POSIX timestamps over Apple Extended Attribute timestamps will cause you to miss
important evidentiary information and can lead to incorrect conclusions. RECON LAB
along with RECON IMAGER is the only solution that allows you to properly capture,
analyze and utilize Apple Extended Metadata timestamps within a forensic tool.

Extracting Apple Timestamps
D L B
=== CATALINA (527000)

#IT. Mime Type
m x

i CATALINA (0)

After the Apple Extended Attribute Timestamps module has started the identification
and categorization of files based on MIME types begins.
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This is followed by the Apple Metadata, Signature Analysis, and EXIF Metadata
modules.

Apple Metadata

] 6% X
CATALINA (76400)
Signature Analysis
CATALINA (23000)

N, Exif Metadata
I 1% X
&8 CATALINA (16500)

Finally, the Hashes module is run.

Hashes
CATALINA (20000)

The information generated by each module is available as soon as it completes and
can be reviewed immediately.

Modules can be canceled by clicking the “X” button. Keep in mind it may take some
time before the module quits completely after the “X” button is pressed.

Hashes
AE— 26% X
CATALINA (337000)

The Processing Status Window can be minimized by clicking the triangle icon in the
bottom right corner.
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v () Case: Person of Interest
v £J Source
3 CATALINA.sparseimage
v {5 Takeout
» (5 Takeout (26)

The Case View can be activated by selecting the “briefcase” icon at the top of the

Sidebar.

Case Details

Case No. : 03-19-00848

Case Name : Person of Interest
Location : SUMURI HQ

Examiner Details

Examiner : Steve Whalen, CFCE
Examiner Phone : +1 302.570.0015
Examiner Email : swhalen@sumuri.com
Agency Name : SUMURI

Sources

CATAUNA . sparseimage

Case Notes : Examination of multiple devices and sources - Windows, 10S, Mac, Androld, Google.
Case Created Time : Oct-17-2019 23:48:26 +00:00
Result Path : fUsers/macboy/Desktop/Person_of_Interest_2019-0ct-17T19-48-26/

Agency Address : SUMURI LLC P.O. Box 252 Camden, Delaware 19934 USA
User Selected Time Zone : America/New_York-EDT-GMT-4:00

Source Details

Source Name : /CATALINA.sparseimage/CATALINA
Evidence No. : 001

0S Type : macOS

File System : hfs

Product Type : MacBookAir8,1

User(s) : macboy,sandy

Build Version : 19A573a

OS Version - 10.15

Country :

City

Latitude :

Longitude :

System Time Zone : Not Found

Description : RECON Logical image using RECON IMACGER to preserve original timestamps from a Mac with T2 Chipset running macOS 10.15.

In Main Window you will find the Case Details, Examiner Details and Source

information.

If multiple partitions exist they can be seen by clicking on the main source item (i.e.

“Catalina.sparseimage”).

Clicking any of the partitions will display additional information for the source (i.e. “OS

Version”).

The information found in the Case Details is almost always added automatically to any

generated reports.
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12.3 Top Menu

Top Menu - Left

HOYSo ROm & #

-
fd ]
o | i
o[-)

7. 8 9. 10. 11. 12. 13. 14. 15. 16.

Top Menu - Right
e OH=E 25

18. 19. 20. 21. 22.

RECON LAB’s Top Menu is broken into a right side and a left side. There are a total of
twenty-one (21) icons.

1.
2.

Add Source — Used to add additional sources after the case has begun.
Run Artifacts — Calls the Artifacts and Plugins module for automated analysis.

RAM Analysis — Opens the RAM Analysis module which is a GUI for Volatility
and may include a “Carve Password” feature (vetted agencies only).

. Artifacts Timeline — Opens the Artifacts Timeline module used for generating

timelines and graphs for timestamps recovered from the Artifacts and Plugin
module.

Global Report — Automatic Report generation.

Tagged File Export — Allows the export of files that have been tagged or
bookmarked.

Artifacts Keyword Search - Allows the examiner to conduct a single keyword
search quickly within all recovered artifacts.

. Content Search - Calls the Content Search configuration window to allow

searching with keywords.

File Search — Allows for locating files based on a combination of timestamps,
file names, extensions, file sizes and more.
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10.Apple Metadata Search — Allows for locating files based on Apple Extended
Metadata.

11. EXIF Metadata Search - Allows the examiner to conduct a search using EXIF
Metadata.

12.Text Indexing — Allows the indexing of files and directories.

13.Super Timeline — Creates an enhanced timeline using all timestamps available
from file and file artifacts.

14.Processing Status — Displays all added sources and the status of modules run
against the sources. Sources can be removed as well.

15.Configuration — Allows changes to configuration settings.
16.Hash Sets — Allows creation or importing of hash sets.

17.Screenshot — Allows the user to create a screenshot that can be added to
reports.

18.Quick Look — Activates the native macOS file viewer supporting hundreds of file
types.

19.Story Board — Creates a new report in a WYSIWYG report editor.
20.Show/Hide Sidebar — Pressing this button will show or hide the Sidebar.

21.Show Detailed Information — Pressing this button will show or hide the
Detailed Information Window

12.4 Main Columns

| All Features HEEY| MIME Type x| application/x-salite3 (1345) |

There are three main columns at the top of the Main Window for RECON LAB. These
columns can be used for quick navigation.

When you navigate to different modules or views these columns will keep a history of
these. Clicking on the columns will allow you to return to a previous module or view.

Views or modules can be removed by selecting the “X” button.
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Sidebar Column

IAII Features

il Case: Person of Interest
e
[T Mobile Backup

wu Disk Images

I RAM Images

@ Apple Metadata

= Exif

() MIME Type

[} File Extensions

I User Defined File Signatures
L4l File Size

& Snapshots

H Hashset

& Email Files

I Artifacts

3 Artifacts Keyword Search

Y File Search

«» Content Search

[Z) Artifacts Timeline

The Sidebar Column allows quick access to the modules and views located in the
Sidebar.
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Select Category Column

<Select Category>
Case:

Artifacts

Email Files

Source

Mobile Backup
MIME Type

The Select Category Column keeps a history of modules and sources previously
viewed. Clicking the title of the column will show previous items. Select any item to
return to the module or source.

Select Feature Column

<Select Feature>

Device Model (3)

The Select Feature Column keeps a history of different windows viewed. Clicking the
title of the column will show previous items. Select any item to return to a previous

window.
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12.5 Case Sidebar

( ]
v (W Case: Person of Interest
> Source
» [[) Mobile Backup
» = Disk Images
» [ RAM Images
» @ Apple Metadata
> @ Exif
> MIME Type
e File Extensions
» 8 User Defined File Signatures
= File Size
Snapshots
# Hashset

The Sidebar is used to quickly access data recovered from processing, analysis, and
reporting. It is also used for manually navigating through the source data.

v MIME Type
v application
application/x-zerosize (1148)
application/octet-stream (670167)
application/gzip (1839)
application/xml (39283)
application/x-bzip (14)

application/x-executable (5)

Clicking the triangle next to a category or feature will expand the category.

RECON LAB Copyright © 2010-2021 SUMURI LLC 78 of 200



SUMURI

" sqlite] 0)

v |l Case: Person of Interest
v MIME Type
v application

application/x-sqlite3 (1345)
v B User Defined File Signatures
SQlite (version 3) (1345)
v o Bucket
{1/ SQLite Viewer

The Quick Search field can be used to quickly find a plugin or module.
12.6 Main Viewer Window

The Main Viewer window has a Table View and a Gallery View.  The following is an
example of the Table View when a source is selected in the Sidebar. Specifically, this is
a user’s Download folder.

n o Record No.  Inode No. [File ID File Name Extension File Path File Size
1] ] 1208592 .DS Store /Usersmacboy/Downloads/.DS_Store 6148
210 1 1208593 Jocalized /Users/macboy/Downloads/.localized (1]
3] 8 1208594 & DB.Browser.for.5QLite~3.11.2.dmg dmg JUsers/macboy/Downloads /D8.8rowser for.SQlite-3.11.2. dmg 16857319
4] | 1208595 & googlechrome.dmg dmg /Users/macboy/Downloads /googlechrome.dmg 80845370
5 O 1208596 @ I0S_tPadOS_13_Beta_Profile.moblleconfig moblleco... /jUsers/macboy/Downloads/I0S_|PadOS_13_Beta_Profile.mobilec. .. 7348
6 ] & 1208597 & macOSD P y.dmg dmg JUsers/macboy, D fmacOSDx P A d... 92222

The first column with the checkbox is to bookmark the file.

The second column with the checkbox is for marking a file as “seen” by the examiner.
Call it the “been there, done that” tag.

Record No. - This is a unique number assigned to a record by RECON LAB.
Inode No./File ID — Shows the Inode, FileID or CNID number of a file.

File Name - The name of the file.

Extension — The extension of the file.

File Path — The path of the file in relation to the source.

File Size - Size of the file in bytes.

RECON LAB Copyright © 2010-2021 SUMURI LLC 79 of 200



SUMURI

Hashset Name MDS SHA1 Decompression Status

194577a7e20bdcc7afbb718f502¢c134c df2fbeb1400acda0909a32c1cf6bf492f1121e07

Mime Type
application/octet-stream
application/x-zerosize

application/octet-stream 512f321a50d268c7b3acc9c6246b196b5a2a4cde

ece2el07fb8e25dca689416056c6961ab05dbffs
dd74f361beBdad45246016094292adB8ddf1f05173
0126db627fc6685194e001d74f2c1c54b0a662a6

e1a6b6b80ccabe9c16f526fffbc7ef64
7c11c1fd6958bc6b1877bed01426b435
2e60c27fa3d936fb3f1b182f63e04b1f
c0a3d022ba1f2f731a94029e404847b

application/x-bzip
application/octet-stream

application/octet-stream

Mime Type - Shows the type of file as identified by MIME Types.

HashSet Name - If the file hash matches a hash found within a HashSet the name of
the HashSet is shown.

MD5 - The calculated MD5 hash of a file.
SHA1 - The calculated SHA-1 hash of a file.

Decompression Status — Shows if a file (i.e. zip file) has been expanded. If
expanded, the word “Decompressed” will show.

Date Accessed

Date Modified
2019/08/22 22:25:15 GMT-4:00
2019/08/22 10:07:53 GMT-4:00
2019/08/22 20:57:42 GMT-4:00
2019/08/23 09:27:13 GMT-4:00
2019/08/22 21:50:25 GMT-4:00
2019/08/22 10:13:15 GMT-4:00

Date Change
2019/08/22 22:25:15 GMT-4:00
2019/08/22 10:07:53 GMT-4:00
2019/08/22 20:59:22 GMT-4:00
2019/08/23 09:27:35 GMT-4:00
2019/08/23 14:22:02 GMT-4:00
2019/08/22 10:13:23 GMT-4:00

2019/08/23 09:27:24 GMT-4:00
2019/08/22 10:07:53 GMT-4:00
2019/08/22 20:57:42 GMT-4:00
2019/08/23 09:27:15 GMT-4:00
2019/08/23 14:22:01 GMT-4:00
2019/08/22 10:13:20 GMT-4:00

Date Modified — Standard timestamp for Date Modified.

Date Change - Standard timestamp for Date Changed.

Date Accessed - Standard timestamp for Date Accessed.
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Date Added Content Creation Date Content Modification Date Last Used Date Use Count

2019/08/23 00:57:42 GMT-4:00 2019/08/23 00:57:26 GMT-4:00 2019/08/23 00:57:42 CMT-4:00 2019/08/23 00:57:42 GMT-4:00
2019/08/23 13:27:15 GMT-4:00
2019/08/23 01:50:26 GMT-4:00 2019/08/23 01:50:25 GMT-4.00 2019/08/23 01:50:25 CMT-4:00 2019/08/23 18:22:02 GMT-4:00
2019/08/22 14:13:16 GMT-4.00

= oo = wn

Date Added — macOS Apple Extended Attribute for when a file was added to the
volume or directory.

Content Creation Date — macOS Apple Extended Attribute for when the content of
the file was created.

Content Modification Date — macOS Apple Extended Attribute for when the content
of the file was modified.

Last Used Date — macOS Apple Extended Attribute for when the file was last opened
by a human (double-click to open).

Use Count — macOS Apple Extended Attribute that approximates how many times a
file was opened by a human (double-click to open).
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12.6.1.1 Recursive View

The Recursive View feature will recursively expand any subdirectories in the current
view. This is frequently done prior do creating a full file listing.

(4 >| Source

{

a o Record No.
10 | 1241500
2 | | 1241501

2 ¢ | CATALINA (CATAUINA sparseimage) & * |
Search Filters n Show All

AUV Gallery View
Inode No./File ID File Name

Google Chrome Brand.plist
GoogleSoftwareUpdate

Extension

plist

Export as CSV I |

File Path
/Users/macboy/Library/Google/Coogle Chrome
/Users/macboy/Library/Google/GoogleSoftwarel]

To expand all directories recursively, click the Recursive View button.

¢ 2| Source $ | CATALINA (CATALINA.sparseimage) 3 |
4 Search Filters Show All Export as CSV .
Gallery View
n o Record No.  Inode No./File ID File Name Extension File Path

1 ] 1241500 Google Chrome Brand.plist plist /Users/macboy/Library/Google/Google Chron
2 " | 1241501 GoogleSoftwareUpdate /Users/macboy/Library/Google/GoogleSoftwal
3 0O O 1241502 Actives [Users/macboy/Library/Google/GoogleSoftwa|
4 8 O 1241503 CountingMetrics.plist plist /Users/macboy/Library/Coogle/GoogleSoftwal
5 ] 1241504 Crashes /Users/macboy/Library/Google/GoogleSoftwal
6 | 1241505 completed /Users/macboy/Library/Google/GoogleSoftwa|
7 (| 1241506 new /Users/macboy/Library/Google/GoogleSoftwa|
8 O O 1241507 pending /Users/macboy/Library/Coogle/GoogleSoftwal
9 C ] 1241508 settings.dat dat /Users/macboy/Library/Google/GoogleSoftwal
10 ] 1241509 GoogleSoftwareUpdate.bundle bundle /Users/macboy/Library/Google/GoogleSoftwa
1 [ O 1241510 Contents /Users/macboy/Library/Google/GoogleSoftwaj
12 B | 1241511 _CodeSignature /Users/macboy/Library/Google/GoogleSoftwa|
13 [ | 1241512 CodeResources /Users/macboy/Library/Google/GoogleSoftwa|
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2] Source. CATALINA (CATALINA sparseimage) sl _

g Search Filters ‘ Show All Export a3 C5V I

Gallery View

) < Record No.  Inode No./File ID File Name Extension File Path File Size Mime Type Hashset Name
10 [ 1208592 .D5_Store Users/macboy/Downloads/.DS_Store 6148 application/octet-st...
20 o 1208593 localized [Users/macboy/Downloads localized 0 application/x-zeros.
3] | 1208594 & DBBrowserforSQUte-3.11.2.... dmg [Users/macboy/Downloads | DB.3rowser.for.SQLite-3,11.2.dmg 16857319 application/octet-st... q
A O 1208595 & googlechrome.dmg dmg dmg 80845370 application/x-tzip
5[] 1 | 1208596 i 10S_|Pad0S_13_Bata Profilem... mobileco... [Users/macboy/Downloads/iOS_#$adCS_13_Bata_Profile.mobilec... 7348 application/octet-st. . 4
6 [ O 1208597 - | Uti...  dmg Users ds/macOSOeveloperBeteAccessUtility.d. 92222 epplication/octet-st.., q

The “Export as CSV” feature allows an examiner to create a file listing of the current

Screen Items or Current Directory.
including all files recursively by checking the “Recursive” button.

© Screen Items

File Name

Current Directory

/Users/machoy/Desktop

Export AS CSV

Recursive

Downloads File Listing|

Export

If you select a directory you have the option of

Provide a File Name for the report and choose the location for the report. When done,

click “Export”.
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A folder will be created in the location you chose and RECON LAB will ask you if you
would like to open the CSV file created.
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12.6.1.3 Table View Filter and Search

Table View includes a search feature with filters.

IMG_ Search Filters n Show All
n Record No. File Name File Size Mime Type

86 [ ] 261973 = IMG_0001JPG 1896240 image/jpeg
87 [ 261974 = IMG_0002JPG 2604768 image/jpeg
88 ] 261975 = IMG_0003,JPG 2505426 image/jpeg
89 [ 261976 = IMG_0004)PG 1268382 image/jpeg
90 ] 261977 = IMG_0005.JPG 1852262 image/jpeg
219 [] 686545 = IMG_0001JPG 1896240 image/jpeg
220 [] 686546 = IMG_0002)PG 2604768 image/jpeg

In the example above the keyword, “IMG_" was entered. Clicking the “Search” button
showed all files with “IMG_" in the File Name.

To reset the view click the “Show All” button.

Record No.
v File Name
File Size
Mime Type
Signature Name
Signature Value
Hashset Name
MD5
SHAL
Date Modified
Date Change
Date Accessed
Date Added
Content Creation Date
Content Modification Date
Last Used Date
Use Count
Source Name
File Path
Decompression Status

Additional filters can be selected and used in the “Filters” dropdown box.
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12.6.1.4 Navigation Buttons

4 D Search Filters n Show All

The Main Viewer window includes backward and forward navigation buttons that work
similarly to web browser navigation buttons.

12.6.2 Gallery View

€ 3] UserDefined fie Sigratures  $ 1 | JVEG Standard (4307) ozl
IMC_D002 J9C IMC_0003 JPC MG_0005 JPC MC_0001JPC IMC_DO02 3P0 IMG_D003 JPC
r
. r b v
- .
IMC_0005 J#C IMG_0001 JPC IMG_0002 JPC MG _0003JPC ﬂ(_:_DOOQJPC IMC_DO0S J#C IMC_0001,9C IMG_0002 JPG
3 [~
r . r
- 4 =
IMC_0003 J#C IME_OOMJPC IMC_0005 JPG MG_0001 JPC IMNG_0002 3PC IMC_D003 #C IME_OONJK. IMG_0005 JPC
i
‘." by
-
f 20N ' &
JUsers 555F9-53EE-4E20-58E1 di di IM/ 100APPLE/IMG_D005 JPG

If any pictures exist within the items listed in the Main Viewer the Gallery View tab can
be selected.

Pictures will be displayed as a thumbnail. Selecting the checkbox next to the image
name will bookmark the file.

Right-clicking on the picture file will present additional options (discussed later in this
manual).
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12.7 Multimedia Preview Pane

4171 [

4172 || 1244736 = IMC_0058.jpg B4SBO Image/jpeq JPEG Standard OxHdaf 48c1929bf70b397824803b55671d6¢9b  2b7
4173 [ 1244738 = IMC_0059 Jpg 92411 Image/ipeg JHEG Standard Ox T8 597441bcdBF10732044c3abb7664a08C  Oda
4174 [] 1244740 & IMG_0060.pg 93652 Imege/ipeg JPEG Standard OxiTd8T

Source Name: [CATALINA sparseimage /CATALINA

Record No.: 1244734

File Name: IMG_0077.jpg

File Path: JUsers/ y yiMai/ 20A2-4F82-9218-A )1DE/Sent b DB4-34E9-4E57-90FD-CA15 D8 1206C 1 /Data/2/
Attachments/2305/2.22/IMG_0077 jpg

Inode No./File ID:
Flle Size: 116.15 K8 (118935 bytes)
Mime Type: image/jpeq

Hashset Name:
MDS: 9115b981d509de6760b1d(1 822543510
SHAL: 17d017f58cd17¢ble6b5afo2be 7b3b10a156cf75

Date Modified: 2019-Aua-23 20:26:59 CMT-4.00 . - - —
4 Owaledinformaton | Bl HexView | 7] TestView 'S gt w BfMexan @ ApleNemdam b Naps

The bottom right corner of the RECON LAB interface contains the Multimedia Preview
Pane. The Preview Pane supports a variety of images, audio and video files.

Any file selected in the Main Viewer window that is supported by the Preview Pane will
be displayed.

12.8 Viewer Panes

RECON LAB has multiple viewer panes to assist with presenting additional information
or views of files.

| 2 Detailed Information E) Hex View Tl Text View S Strings o Exif Metadata @ Apple Metadata # Maps |

Detailed Information — Shows the location of a file within the source, dates and times,
examiner’s notes and more.

Hex View — Shows the file in Hex View.

Text View — Shows the file text view.

Strings View — Shows the text view of a file with binary data removed.

Exif Metadata — Interprets and shows special metadata contained in specific files.
Apple Metadata — Shows all of the Apple Extended Metadata of a macOS file.

Maps - Shows both online and offline maps for files that contain location data.
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12.8.1 Detailed Information Pane

Source Name: /CATALINA.sparseimage /CATALINA
Record No.: 1353

File Name: Google Chrome.app
File Path: /Applications/Google Chrome.app

Inode No./File ID:
File Size:
Mime Type:

Date Modified: 2019-Sep-17 18:21:54 GMT-4:00
Date Change: 2019-Sep-27 11:08:55 CMT-4:00
Date Accessed: 2019-Sep-27 11:08:53 GMT-4:00

Date Added(Apple): 2019-Sep-24 14:06:08 GMT~4:00

Content Creation Date(Apple); 2019-Aug-06 00:29:55 GMT-4:00
Content Modification Date(Apple): 2019-Sep~17 22:21:54 GMT-4:00
Last Used Date{Apple): 2019-Aug-26 21:31:19 GMT-4:00

Used Dates(Apple):

2019-Aug-23 04:00:00 GMT-4:00

2019-Aug~-26 04:00:00 CMT-4:00

Use Count: 3

Tag: Red

Examiner Notes: Browser used by person of interest.

% Detalled Information Bl Hex View Tl Text View | S Stings

& Exd Metadata @ Apple Metadata & Maps

When a file or item is highlighted in the Main Viewer the Detailed Information pane will
show as much information as possible. The content will change depending on what is

selected in the Main Viewer.

In the example above, the Google Chrome application was selected.

The application’s name, path, dates and times, tags and examiner notes are displayed.
Additionally, some useful Apple Extended Attributes are shown (Use Count and Used

Dates).
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12.8.2 Hex View Pane

Offset 0 1 2 3 4 5 6 7 8 9 1011 1213 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

000000000 ff d8 ff 0 00 1OJEFNETEEIEET] 00 01 01 01 00 48 00 48 00 00 ff el 26 a7 45 78 69 66 00 00 4d 4d | ...... HE . .. HH. . &Exif.. MW
000000032 00 2a 00 00 00 08 00 Od 01 Of 00 02 00 00 00 12 00 00 00 aa 01 10 00 02 00 00 00 Oc 00 00 00 bc  .*

000000064 01 12 00 03 00 00 00 O1 00 O1 OO 00 O1 1a 00 05 00 00 00 Ol 00 00 00 c8 O1 1b 00 OS 00 00 00 O1 |...

000000096 00 00 00 d0 01 28 00 03 00 00 00 O1 00 02 00 0O O1 31 00 02 00 00 00 Of 00 00 00 d8 01 32 00 02 |...

000000128 00 00 00 14 00 00 00 ¢8 01 3b 00 02 00D 00 00 Of 00 00 00 fc 02 13 00 03 00 00 00O 01 OO O1 00 00 ...

000000160 82 98 00 02 00 00 00 Of 00 00 O1 Oc 87 69 00 04 00 00 00 O1 00 00 O1 1c 88 25 00 04 00 00 00 O1

000000192 00 00 03 62 00 00 04 3c 4e 49 4b 4f 4e 20 43 4f 52 50 4f 52 41 54 49 4f 4e 00 4e 49 4b 4f 4e 20

000000224 44 38 30 30 45 00 00 00 00 48 00 OD O0 Ol OO OD 00 48 00 00 00 O1 41 70 65 72 74 75 72 65 20 33 D800E....H....... H ...Aperture 3
000000256 2e 34 2e 35 00 00 32 30 31 32 3a 30 38 3a 30 38 20 31 34 3a 35 35 3a 33 30 00 4e 69 63 6f 6c 61 | .4.5..2012:08:08 14:55:30.Nicola
000000285 73 20 43 6f 72 Ge 65 74 00 00 4e 69 63 6f 6¢c 61 73 20 43 6f 72 6e 65 74 00 00 00 26 82 9a 00 05 ' s Cornet..Nicolas Cornet...&...
000000320 00 00 00 01 00 00 02 ea 82 9d 00 OS5 00 00 00 01 00 00 02 f2 88 22 00 03 00 00 00 01 00 01 00 00 | ........oovvvnunnanaa Siessasnmians
000000352 88 27 00 03 00 00 00 01 00 ¢8 00 00 90 00 00 O7 00 00 00 04 30 32 33 30 90 03 00 02 00 00 00 14 | .'........ccvvuvinnn 0230........
000000384 00 00 02 fa 90 04 00 02 00 00 00 14 00 OO0 03 Oe 91 01 00 07 00 00 00 04 01 02 03 00 92 01 00 08 | .....covuurnnranrariorsononnnnns
000000416 00 00 01 00 00 03 22 92 02 00 05 00 00 00 01 00 00 03 2a 92 04 00 0a 00 00 00 01 00 00 03 32 ....... OO A il adies 2
000000448 92 05 00 05 00 00 00 01 0D 00 03 3a 92 07 00 03 00 00 00 01 00 OS5 00 00 92 08 00 03 00 00 00 Ol |......covviivvnnrnnnonannnnnsnns
000000480 00 00 00 00 92 09 00 03 00 00 00 01 00 10 00 00 92 Oa 00 05 00 00 00 01 00 00 03 42 92 91 00 02 | ........covvevuniannnnaanas B,
000000512 00 00 00 02 34 00 00 92 92 00 02 00 00 00 02 34 00 00 00 a0 00 00 07 00 00 04 30 31 30 30 |....4........... R 0100
N 00 )0 01 00 01 00 00 a0 02 Of 00 00 00 01 00 00 Ob b8 30 03 O )0_00 00 01

When a file is highlighted in the Main Viewer the Hex View pane will show its hex view.
Both hex and ASCII will be shown.

In the example above an image file was selected.

6 7 ‘& 8§ 1011121314 :15:16:17 1819

" ... ") 48 00 48 00 00
00 0d o1 'agSelectedbytes , ;5 o5 05 00 aa

00 01 oo StartBlock ) 05 00 00 00 O1
00 03 o0 End Block ) 00 01 31 00 02
00 e8 OLETINN sclected Bytes ©
00 Of 00 vu vur vc &7 By U( selected ASCII 1
04 3c 4e 49 4b 4f 4e 20 43 . __ 2

Hex or text can be highlighted and additional options for tagging, bookmarking or
copying data can be applied with a right-click.
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12.8.3 Text View Pane

adobe ©  search ' ASCH

0T Precrierseersesen' s WAL e imrae DL W o3 XS e @enar s P Ly XWe 7D 190 5. SCNL > X |59 Wi 71 T ™ S ORI W J SOOI ¥ § > F VI WY e s W
w.C..GV..{> 0e0.2... o cea—ja DK oMW, ..J]........ [40 -) R - TR SYATAGN AR tr 1 e T SIS .P.IG. o 1 'ro X sE e 20 X.@)...|

pp’...m0.... o W.Uok e mEzs 3....eXIfMM. i N SM....pHYs,..%..%.IR

$... I‘n(lxML(om.ndobc.xmp ...... x xminy:x =",

k="XMP Core 5.4.0">
<r¢mos xmins:rdf="http:/ /www.w3.0rg/1999/02/ 22~ rdl-svmax nsr>
<rdf:Description rdf:about=""
xmins:exif="hutp.//ns.acdobe.com/exif/ 1.0/°>
<exif:PixelXDimension> 2236</(xif Plnl!DlmensIon)

<exif:UserC >S¢ </ >
<exif:PixelYDimension> 1336 </ex|f:PixelYDimension>
YT

When a file or item is highlighted in the Main Viewer the Text View pane will show the

file as text (ASCII) or Unicode. This can be changed with the dropdown box in the
upper right corner.

The Text View pane also includes a quick search feature.

In the example above the keyword, “adobe” was entered and the “Search” button was
clicked.

All instances of “adobe” are now highlighted in red.

12.8.4 Strings View Pane

adobe Q Search
Screenshot

pHYs
ITXEXML: comdobe xmp

I k="XMP Core 5.4.0">
<rdf:RDF xmins:rdf="http: !Iwww w3. org/1999102122-rdf-svmax -ns#”>
<rdf:Description rdf:about="
xmins:exif="http //ns.adobe.com/exif/1.0/*>
<exif:PixelXDimension>2236 < /exif:Pixe XDimension >
<exif.UserComment > Screenshot </ exif:UserComment>
<exif:PixelYDimension> 1336 </exif:PixelYDimension>
</rdf Description>

When a file or item is highlighted in the Main Viewer the Strings View pane will show
the file with binary data removed (non-human readable characters).

The Strings View pane also includes a quick search feature.

In the example above the keyword, “adobe” was entered and the “Search” button was
clicked.

All instances of “adobe” are now highlighted in red.
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12.8.5 EXIF Metadata View Pane

Key Value
Model Phone X
Make Apple
DateTimeOriginal 2018:03:30 12:14:19
MeteringMode s
BrightnessValue 8.45529
Focallenin35mmFilm 52
LensMake Apple
FNumber 2.4
Focallength 6
ShutterSpeedvalue 7.70425
ApertureValue 2.52607
SceneType 1
SceneCaptureType 0
ColorSpace 65535
LensMode! Phone X back dual camera 6mm f/2.4
4 Detiled Information | @ Hexview | T Textview S Sirings = Exif Metadata @ Apple Metadata Tk Maps

When a file or item is highlighted in the Main Viewer the Exif View pane will show any
Exif metadata of the file.

Clicking the checkbox next to the Exif metadata will add that information to reports.

12.8.6 Apple Metadata View Pane

Attribute Value
¥ 10S_IPadOS_13_Beta_Profile.moblileconfig
v kMDItemWhereFroms https:/ /di load.developer.apple.com/WWDC_2019/10S_iPadOS_13_beta_Configuration_Profile/IOS_iPadOS_13_Beta_Profile.mobileconfig
htps:// per.apple.c /
kMDitemDateAdded 2019-Aug-23 01:50:26 GMT~4.00
kMDItemKind Configuration Profile
kMDItemDisplayName i0S_iPadOS_13_Beta_Profile. mobileconfig
kMDitemContentModificationDate 2019-Aug-23 01:50:25 GMT-4:00
kMDitemContentCreationDate 2019-Aug-23 01:50:25 GMT-4:00
kMDitemLastUsedDate 2019-Aug-23 18:22:02 CMT-4:00
kMDitemContentType com.apple.mobileconfig
v KkMDItemContentTypeTree com.apple.mobileconfig
public.xml
public.text
public.data
public.item
public.content
kMDItemUseCount 6
v kMDItemUsedDates 2019-Aug-22 04:00:00 GMT-4.00
2019-Aug-23 04:00:00 CMT-4:00
4 Deuiled Information [l HexView Tl Textview | S strings | @ Exif Metadata | @ Apple Metadata & Maps

When a file or item is highlighted in the Main Viewer has Apple Extended Metadata the
Apple Metadata pane will show the attributes.

Clicking the checkbox next to an Extended Attribute will add that information to
reports.
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12.8.7 Maps Preview Pane

Use online Maps

© OpensireetMap contributors

Latiude : 63.5314
longitude - ~19.5112
Google Maps * Opan with Google
Reykjavik
Save
% Deallad iformation [ HexView T Twaview S Sungs & B Meadaa @ Al Menadass & Mags

When a file or item is highlighted in the Main Viewer contains the location information
the Maps Preview Pane will show the location in offline maps.

If the examination system is connected to the Internet there is the option to “Open with
Google”.

v & Saved Maps
Saved Maps (1)

Clicking the “Save” button will bookmark the location and add the information to
“Saved Maps” in the Sidebar.
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13. Removing a Source

If necessary, it is possible to remove a source after the case has been processed.

L J Processing Status

Source No. Source Name Apple Metadata  Exif Metadata Mime Type  Signature Analysis Hashes Verification
1 Sourcel /CATALINA s parseimage/EF| Not Supported | Remaove.
2 Source2 ‘ICATAI.W /CATALINA O ot a d Completed {[)Gornel d i Remove
3 Sources . [Takeout Not i c c =im Remave
& Souresd 'l.lawr\.kn-ne-dmlkmwu_m' | Completed | Completed Completed Completed .. !e_tﬁ_ Remove
[reren cance san

To remove a source, open the Processing Status window. Identify the source to
remove from the case and then click the “Remove” button.

LN RECON LAB

Once a source is removed its result items can
not be recovered. We strongly recommend you
to restart RECON LAB after removing source.'/
Takeout’ will be removed Do you want to
proceed?

NO YES

Once you choose to “Remove” a source a warning message will appear.

Make sure you quit and restart RECON LAB if you choose to remove a source.
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14. Right-Click Options

Right-clicking on a file in the Main Viewer provides a host of options and features. The
menus will change depending on the current window or item selected.

Bookmark
Remove Bookmarks

Add Note
Remove Note

Bookmark
Remove Bookmarks

Add Note
Remove Note
Go to Source

Quick Look

Open With > Export as KML

Send To Bucket > Quick Look

Export Open With B

Add 1o Text Indexing Queus 0 ith External Application »

Carve Files ki PP

o Dot Send To Bucket B
Run Filesystem Modules B

Add file to hashset database > Export

Search file with same hash > Export Hashes As VIC >

Tags > Add To Text Indexing Queue

Run Filesystem Modules > Carve Files

Export Hashes As VIC > Carve Data

Open Detailed Information

Open with External Application p Add file to hashset database B

Copy to Clipboard Search file with same hash =

Mark As Seen Tags >

Mark As Unseen Open Detailed Information

Hide Seen Files
Show Seen Files

Decompress File

Copy to Clipboard
Mark As Seen
Mark As Unseen
Decompress File

Add file to hash set database — Add selected file to a pre-configured hash set
database.

Add Note - Allows the examiner to enter notes for a file or item.

Add to Text Indexing Queue — Adds selected files or folders to the queue as an item
to be indexed.
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Bookmark — Adds a basic bookmark to a file or item.
Remove Bookmarks — Removes a file’'s bookmark.

Carve Data - Files are searched for data such as URLs, credit card numbers, phone
numbers and more.

Carve Files — Activates the built-in data carver to recover files.

Copy to Clipboard — Copies the detailed information about the file to the clipboard.
Decompress File — Expands compressed files and adds them to the case.

Export — Provides options for exporting files or directories to a .zip file or folder.
Export as KML - Creates a file in KML (Keyhole Markup Language) is supported.
Export Hashes As Vic — Option to create Project Vic hashes from selected files.

Go to Source — Opens the location where the selected file or artifact exists in the
source.

Hide Seen Files — Hide files from the case marked as “Seen”.
Mark as Seen — Mark files seen by the examiner.
Mark as Unseen — Remove the “Seen” tag.

Open Detailed Information — Opens a floating window with the file or artifact’s
detailed information.

Open with External Application — Open file in an external application (does not
require exporting).

Open With — Opens the file in RECON LAB’s built-in Plist, Hex, SQLite or Registry
Viewer.

Quick Look — Activates the macOS file viewer to preview a file or show additional
information.

Remove Bookmarks — Remove the bookmark tag.

Remove Note — Removes examiner’s notes for a file or item.
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Run Filesystem Modules — Run file system modules against individual files or
directories.

Search file with the same hash - Finds any files with the same hash in pre-
configured hash sets.

Send to Bucket - Sends the file to RECON LAB’s built-in Plist, Hex, SQLite or
Registry Viewer in the Sidebar in the “Bucket” category.

Show Seen Files — Unhide files marked as “Seen” and hidden.

Tags — Allows the examiner to “tag” a file with a color or custom name.

15. Previewing Files

NECON LAS-12 )
DRl DELAHOYS DOm0 & w[o]@m = 4
A Feasires 8 €3] UserOotned Rl sqnanes 3| OF Docameres (51091 (R
search  Fers [ Swowa
B ‘.r::us:":ewo'mm m Gatkery View
by AR ] Tecord No. File Nare File Sze Mime Tyze Sinatece Name Signature vabse Hashser Name NDS

g vw 1243533 ¢ Scanjun 21, 2018 2t 20 30 pdf 444809 sppiication/pal TOF D umens 0323304444 1160200 54 180200 1546 0 Latand bl 04a7a0

* @ CATALINA (1767290
» G Taksow

1
2
3 536570 ¢ jewaMencxirsicos, pdf
[ 1h Pres! g

4 ©a27¢ 4 AbounDowsicatsplt O O Siper e tebes R Sommnrmee_| 0
v Bl jarmym image.dmg 531 252822 % AertTriangle sl w—-ml

[ ]

7

.

+ @ Jermyn 01 (843447 243848+ ThadustSize.pdf

» [ Mokie Backus SHLASS 5 Paghupaf
b Disk iemages 266840 & Documentation pat
s 206846+ Docementation pdf

v RAM g

o 0 266861 % Docementation paf

" o 1n o 268848+ Docsmentation pe
S > M2 S Mmoo CHINA CUSTOMS
»- 0 B 265881+ Docsmartation pal .
* L MIME Type " 266856 o
» [0 File Extensions 150 28881
* b User Detiied Fie Signanaes 39 26691

Propeny Lt - Sandarg (43561) L N

W 266911 4
Apple Disk tmage Flke (7] v

9 268018~
Portabrie Network Ceapitic ONGI 8535 5, 266923 %
Propeety Livt - Sary (730521) TR 266030 +
Office XNL Furrmans (473} 2 266540
PO Documeres (5100 3 208043 »

¥ (9820)

PEG Stunderd (16350

AV (299 © OpenSirentMap coresitutors
S0Ure (version 3 (1841) atkude
MPEC-4 MO trarious formats} 16611 w% S,
Office Standad Formars (%

Wi ST (T

RECOMN AL

A gudsde 1o Onina npert Custome.
i Ocisher 2011 —_—

e e

R nﬁ! |
L E Py

RECON LAB supports previewing hundreds of file types even if the parent applications
are not installed. For example, if MS Word is not installed, RECON LAB can still
preview the MS Word document file.
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o O =

As RECON LAB is designed on a Mac it takes advantage of macOS’s Quick Look. To
activate Quick Look to preview a file right-click and select “Quick Look” or tap your

spacebar.

Additionally, you can highlight a file and click the Quick Look in the Top Menu.

16. Automated Ana

lysis

RECON LAB includes hundreds of plugins that recover thousands of artifacts
automatically from Windows, macOS, iOS, Android and Google Takeout.

Ol DA HBOY S EO0Om B &

To have RECON LAB automatically recover artifacts click the “Run Artifacts” button to
bring up the configuration window. Refer to the “Artifact and Plugin” section of this
manual found under “Configuration” for information on using this module.

Al Plugins Plugins

Advanced Analysis
Apple Apps

Apple Logs
Backups

Device

Download Manager
Emall Artifacts

Email Client

RECON LAB - Plugin Selector

Select All B

> W 8§ Adium
¥ W F Airport WirelessNetwork

W Wireless Networks

W Preferences

W Networks List

W Wireless Network Information
» W B Android Contacts
» M B8 Android Installed Applications
» W & Android Photos
L App Compatibility Cache
» W & Apple Dock
» W B Apple Instalied Applications
» W & Apple Mall Extractor

Start

Select the artifacts of interest and click “Start”.
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v s Artifacts
» Network

» System

v

Native Apps

Apple Apps
Coogle Takeout

v

v

<4

Web Browsers
& Google Chrome (1345)
@ Mozilla Firefox (1056)
@ Safari (11948)

Once completed the recovered artifacts will populate in the sidebar under the
“Artifacts” category.

Each artifact group can be expanded by clicking its triangle icon.

LR ) RECON LAS-1.2.7
DR PDEAROGY G HO=Q # o= 2
A el Antus. 24l Googe Crome 1345) &l
! Kapwarc wareh Tmeune  seath  SwwAl FEmn KM B
v B Avtxs
i Dowrdoscs Topahtes Bookmarks Search Roms  Logina  Shertevts  Adtefll  Autefll Prefiles  CradkCards  Favicons SesrchEngres  Extsntiana  SyncedData  Cookias  Chrowe Settinge »
e " Kecond N, System ACOUNt Tile iSIt Count Last Vs ed Dice [
n 0O 78 jemyn Orvine Vacation Seochures from Trawvel krgresi ., 1 2013/03)06 154613 GMT-400 Wit/ fww.travimg.comy brochures index
ooy » 79 jemayn T1- Cavitbesn 2013 1 2013/03/06 154640 OMT-A.0C  Mita /Iviewar. s-digitaledtions com/i/ 101443
* Apple Acps » & Jemyn Where can | get Caribbean wavel brochures? 1 201300306 1547 13 GMT-4:00  Wra//gacanbbaan aboue.com)od Befareyuge) 1/
+ Gosgle Taksout 81 &1 Jemyn Carlbiein Tourtst Boards ane Horel Associ o 1 201370806 1547 9 CMT-4.00 WUy /) @ocaribbean abou com/ od /belonynugo &t
* Web Browiers 82 g| 8 jemyn Absut.com. hto /e, Sermodstoarism, e/, . 1 2013/03/06 154725 GMT-4.00  Wiip.//goceribbewn abuut,com/gifo himPei= /408
 Govsle Ciure (145 U o 83 jemyn Reitish Virgin Wands Travel Cuide - Travel, Vae... 1 2013/03/06 154744 OMT-406  Mt> abss.
@ Manila pirefor (1056 e 84 Jormyn Trawel Guice - Offars. L 2013/03)06 15°47.53 CMT-800  w1p//gacaribboan about.cam(2(Jo/o. nmiketrav.
B a5 £ Jomyn Frew Travel Guides | Free Tramel Brochures | Viy 1 2013/03/06 1S47.57 GUT-4.00 W3/ woen. 0081#. COM/ATIKPsare L A2k =C194XA20
PR 6 85 jeman Tree Travel Guides | Tree Travel Brachures | Ves, 1 2013/03/06 154757 GMT-4.00  Wip.//aed enduwacher ret /6 136/1/5 7213686377,
LS 87 jerayn Free Traval Cuides | Trea Travel Brochures | Vis... 1 2013/03/06 154757 MT-4.00  Mitay//wwan.travelguidasirac.com/Tuem_campaign...
b Eniall Arithacld 28 88 jomyn Fre Traval Culdes | Frem Travel Brachures | Vi 1 2013/03)06 15:4820 CMT-4:00  hitp / 'www.iravalguickosires com/
+ Messenger ™ 0 59 Jemyn Oregon Frme Travel Casses | Vsitors Gude 1 2013/03/06 15:4526 GMT-80C W13 /) wwen.raweiguichaseee com) FreeTraveiEroch
» Advenced Analysin 2 O 90 jemyn Oregon Free Travel Gubdes | Visitors Guide 1 2013/03)00 154826 GVT-4.00  Wip //wwww.iravelguicies iree comy Beochures/West. ..
» Device OO 91 jemyn Ovegon Fres Travel Cubdes | Visitors Guide 1 2013/03/06 154826 GMT-4.00  tp:/ fwwn.travelguidesivee.comy FreeTravelBroch. .
» OMas orie a 82 Jemyn Oregon Fres Travel Cusdes | Visitors Guide 1 2013/03/06 15:4836 CMT-4:00  Wito/ fwwwwn.travelguickastrae comy Beochures/Paclfi
. 2P . o 93 jermyn ‘Oregon Froe Travel Cusges | Yisitors Guide 1 2013703)08 1548 26 LMT-200 "ty
et 2 94 jemyn FREE Trawe! beochares end Tourism Information... 1 2013/03/06 15:4833 GVT-4.00  ita.(/ww.iravelgquides ree comy checkaur.oha
95 95 Jemyn Download Our Vacevion Guide (pdf) | The Officl... 7 2013/03/06 16:23. 58 GUT-4.00 i ol pa...
g e 05 jemyn Dowrdcad Our Vacation Culde (9 | The OfFc. 2 2013/03/06 16:22.41 CMT-400  hitp:/fwiww.nitchitoches net/roauest- vacaten. gu
B Avifacts Keywerd Search 97 O 97 jemyn 1 2013/03)06 16:21:38 CMT-200  bta/ wwwn. nitchitaches net/wp-cortent/ upioads .
T e Search 95 m 95 Jermyn 1 2003/05/00 16:22 30 GMT-A:00 Wit/ /www.princess.core /downlosds/ o3/ /fag_sms...
& Conrent Seach 2 99 Jemyn 1 201370300 16:23.18 GMT-4.00 Wit/ /woww.ncpcong/ resources/ files/ pdffwarelin...
D Aifacs Timelne 100 109 jemyn vacation pef - Google Search 1 2013/03)06 16:24:68 CMT-4:00  tpsi/ (wwwigooglecom/ searchiq=vacation + pdf. .
i Algd Plugin: Coogle Chrome
L ¥ g Category: Wistery
- & Notes Source Name: fjarmyr_image. dmg/iermn_o1
b e Redefined Result

= Seved Redefned Resut

Record No. 77
Syatem Account: Jermyn

i S Tie: Where can | gat Carlbbean iravel Erochares) No Preview Avatatle
RECON| /5 Vetcot s
Last Visked Die 2013-War-06 1547 13 GV T-400
URL. = 5702.1
URL (Uaix Notiion. z 2 = =B ,
—— S owmidwemaen W dexvew T owewver [ S wem | S o & & e |

The number listed next to the plugin is the number of artifacts recovered. Double-
clicking on the plugin opens the data in the Main Viewer window.
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Plugins can have multiple artifacts that are usually separated into tabs. In the previous
example, the Google Chrome plugin is selected and the “History” tab is highlighted.
The “History” tab is showing all of the Google Chrome history recovered from the
sources.

Filtering Data with Keyword Searches

There is the ability to search within this plugin to filter the data using the Keyword
Search box.

Google Search o Time Line Search Show All G Export  HTML Tags B Repot

m Downloads  Topsites Bookmarks Searchltems Logins  Shortcuts  Autofif  Autofill Profiles  Credit Cards  Favicons  Search Engines  Extensions  SyncedData  Cookies  Chrome Settingse »
n Record No. System Account Title Visit Count Last Visited Date URL

] 100 jermyn vacation paf - Google Search 1 2013/03/06 16:24:08 CMT-4:00 hetps:/ /www google com/searchig=vacation+pdf...
109 jermyn slg saver - Google Search 1 2013/03/07 14:03:.07 CMT-4:00  hetps://wwwv.google com/search?g=sig +sauer&aq ..
116 Jermyn shipping to japan - Google Search 1 2013/03/09 08:56:47 CMT-4:00 hetps:/ /v ogh rch?g=shipping+1o+|

Using the Keyword Search box the keyword “Google Search” was entered. RECON
LAB quickly filters the data to show any Google Chrome history with the keyword
“Google Search”.
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Setting a Timeline to Filter Data

An examiner can refine the results of a data query to a specific date range by clicking
the “TimeLine” button.

® & RECON - Timeline
Start Time 2013/03/01 05:00
End Time 12013/03/18 19:35 |

Data can be filtered by setting a Start Time and an End Time and clicking the Set

button.

sig [x] Time Line Search Show All [*Exgot HTML Tags Report
Dowrdoads  Topsites Bookmarks Searchitems Logins  Shortcuts  Autofill  Autofill Profiles Credt Cards  Favicons SearchEngires  Extarsions Synced Dsta Cookles  Chrome Settings« o

B Record No. System Account Title Visit Count Last Visited Date URL

1 121 Jermyn International Business Practices - Google Books 1 2013/03/11 12:41:12 GMT-4:00  http://books.google. b 7id =PRY:

2 122 jermyn 1 2013703/11 12°41:12 GMT-4:00 http:/ | books.google.com/books?id =PRIVZO9KGQO

3 112 jermyn Sig P226 Suppressed? - AR15.Com Archive 3 2013/03/07 14.11:59 GMT-4.00  https:{ 'www.google.com/search?qe=sig+226+sup...

4 | 115 jermyn Sig P226 Suppressed? - AR1S.Com Archive 1 2013/03/07 14:11:59 GMT-4:00 http:/ fwww.arls.com farchive ) topic. NtmiZo=6&f= ..

5 = 113 jermyn P226 Suppressor Series 2 2013/03/07 141053 GMT-4.00  httos:/ /'www.google.com/search?q=sig+226 +sup..

L 118 mrmyn P226€ Suppressor Series 1 2013/03/07 14:10:53 GMT-4:00 http:/ www.sigsauer.com/CatalogProductDetails/p.

Z 3 111 Jermyn Firearms Accessories 1 2013/03/07 14:10.02 GMT-4.:00  http:/ /www.sigsauer com/StoreProductlise/firear

8 110 jermyn 1 2013/03/07 14:09:08 GMT-4:00 http:/ 'www.sigsauer.com/

9 O 109 jrmyn sig saver - Google Search 1 2013/03/07 140907 GMT-4:00  hutps: | /www.google.com/search?q=sig+sauerfag.

10 85 jermyn Free Travel Guides | Free Travel Brochures | Vis. .. 1 2013/03/06 15:47:57 GMT-4:00  http:/ /'www.google.com/aclk?sa=L8ai=C194Xaz20. .

Activate the set timeline by checking the box next to the “Time Line” button and click

Search.

RECON LAB

Copyright © 2010-2021 SUMURI LLC

99 of 200



SUMURI

Generating Reports from Plugin Window

G Export [N Taos Repor

PDF

les Extensic CSV :a Cookies Chrome Settings« »|
-~ XML '

KML

Reports in various formats can easily be generated from the plugin window. Reports
can be in HTML, PDF, CSV, XML or KML formats.

Goeot HML  EIVEFTRNNNNNNN  Repor
Full -
es Extensions Synced Data  Screenitems  ne Settingse »f

Reporting options include Tags (bookmarks), the Full module or just the items on the
screen.

If interested in exporting associated files the examiner can click the “Export” button.

< ® < in] @ e Volumes/DEST/Parson. of_Interest, 2019-0ct-17T19-48-26Report & 0 th o &

Contents : Google Chrome

Hatory
Tonsaes @
| Bookmurks
| Saarch nems
| Logem
‘ Shorguts
Awsofil
| Augufll Profiies HiStOI’Y
Favteons
Saarch Engines : - r,'-’fa
Eatemalons Se.Nn. }mw

Synied Dund

Source Name : JCATALINA s parsesmage / CATALINA

Gokix
‘(' - Record No, - |

| Chrume Settings .
= s System Account : matboy
| Pacsons

Sesson
| Titte : Sign In - Goagle Accouns

Visit Count : §

Last Visited Date : 2019-Aug-23 09:24 31 CMT-4.00

URL : bty | faccomnts. google com/ signin chrnme ) sync?s spe | Scontinse s hitpy S IAN2 P2 Farmw googhe. comtils
Typed Count : 0

Person Name : Parson |

Person Source Folder : Default
Hidden : NO

Artifacts Source : /Users/macboy/Uibrary/Application Support/Google/Chrame/Default Hstory

05 Scheme : macOs
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Once you have bookmarked items of interest and you have chosen your reporting
settings click “Report”. RECON LAB will ask if you want to open the report once it is

generated.

17. Bookmarks and Tagging Evidence

17.1 Bookmarks

Bookmarks are the simplest way to mark items of interest in RECON LAB.
every area of RECON LAB there will be a checkbox next to any item that can be
bookmarked. To bookmark a file just check the box with the “bookmark” icon in the

In almost

column.
4 o Record No.  Inode No./File ID File Name Extension

6 |[] O 611450 718630 Bitcoin Research

7R Cl 611456 606983 Black Mail & More

8 |[] ] 611459 606986 Booklet_FinancialTruth_Spread.... pdf
91N ] 611460 606987 Cell_Phone_technology.pdf pdf

100 m ] 611461 606988 = CGAP-Focus-Note-Nonbank-E... pdf
1141 | ] 611462 606989 E-money-+Niche+market+tha... pdf

Files can also be bookmarked via the right-click options or by using the “B” key.
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Tags are custom bookmarks. Tags can be colored markers, custom names or both.

Microso
% NNEDV.
Parallels
Persona
Presenti
“ RepTyp.
Russia
Secure
Shippinj
Side But
Spreads
Vacatiol
Yemen

| 05_9.pdf

. Bookmark |

Remove Bookmarks

Add Note
Remove Note

Quick Look
Open With
Send To Bucket
Export

Add To Text Indexing Queue

Carve Files
Carve Data

Add file to hashset database

Search file with same hash
Tags

Run Filesystem Modules
Export Hashes As VIC
Open Detailed Information

YYRAY Y

Open with External Application »

Copy to Clipboard
Mark As Seen
Mark As Unseen

Hide Seen Files
Show Seen Files

Decompress Flle

/Users/jermyn/Documen
{Users/jermyn/Documen)|
/Users/jermyn/Documen
/Users/jermyn/Documen
/Users/jermyn/Documen)
/Users/jermyn/Documen
/Users/jermyn/Documen
{Users/jermyn/Documen
/Users/jermyn/Documen)|
/Users/jermyn/Documen)
/Users/jermyn/Documen)
(3) Create New Tag Y
(©) Remove Tag !
@ Red
@ Blue

Yellow
@ CGreen

Tags are created by right-clicking on the item of interest and selecting “Tags”. An

examiner can select one of the four colors to tag the file or “Create New Tag”.
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= (& Create Tags

Spy_Software
Fuchsia

Selecting “Create New Tag” allows the examiner to create a new Tag Category and
assign a color (optional).

20 [] ® [ 611724 607033 = MagicSpySuite_symbian_0s_9.... pdf

Tag: Spy_Software

Examiner Notes:

Clicking “Save” will tag the file with the new tag name and color in the Table View and
in the Detailed Information.

17.3 Finding Tags and Bookmarks in Sidebar

v & Tags
|+/| Bookmarks (4)
@ Red (1)
@® spy_Software (1)
» [ Notes
» > Redefined Result

Tags and bookmarks can always be located, accessed and sorted in the Sidebar.

17.3.1 Exporting Tags

Tags can be exported as CSV or SQLite files when opened in the Sidebar pane.
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Search Show All Export As
Tag Search CSV,
SQLite |
Record No. Plugin TAB Name Item 1 Item 2

1 4 Brave Browser History CMC Zoo | Cape May County, NJ -... 2020-Jul-22 09:48:44 -4:00
2 105 Brave Browser History tv girl album cover - Google Search  2020-Jul-31 12:53:33 -4:00
3 104 Brave Browser History how to disable applications on ... 2020-Jul-28 16:04:09 -4:00
4 125 Brave Browser History whatsapp dekstop macos - Googl... 2020-Aug-06 09:26:40 -4:00

17.5 Removing Tags and Bookmarks

To remove a Tag or Bookmark from any item of interest simply right-click and select
“Remove Bookmark” or “Tags -> Remove Tag”.

18. Indexing

With the increased size of media and the number of sources seized RECON LAB takes
a different approach to indexing.

Traditionally, forensic tools gave the examiner the option of indexing everything or not at
all. Examiner dreaded the thought of a full index due to long processing times.

RECON LAB handles index at a granular level using the leading indexing and search
solution — dtSearch.

With RECON LAB an examiner has the ability to index a single file, the entire source or
any combination in-between. Additionally, with the ability to white-list or black-list files
RECON LAB’s indexing is intelligent and useful.

The goal is to perform surgical indexing and searches to find the information needed in
less time.

Indexing Example with RECON LAB

Let’s use this as an example. You are tasked with finding any emails containing
information about a company named “SUMURI” and we know the person of interest
uses the Apple Mail client. You had the ability to image his company MacBook and are
now performing the analysis.

The caveman approach is to index everything and wait days for the indexing to finish.

Or, we can use RECON LAB’s indexing in a more intelligent way.
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6 o Configuration
[} User Defined Extensions

. User Defined File Slgnatune No Filter ° Index these files Do not Index these files

‘= Keyword List Category Extenslons

= ooy, R -

@ Apple Metadata Filters eiddiaci

] Exif Metadata Filters _

I§ Volatility Path

£ System Password

T Text View 4 — + — n
@ External Apolications

We start by setting up a white-list in the Configuration Text Indexing Filters. Here we
create a category for “Mail” and add Apple Mail file formats (.eml, .emlIx. .mbox), select
“Index these files”, then “Apply”.

Record No. Inode No./File ID File Name Extension
617115 635069 Logs
618048 610994 fm Mess bookmark
Remove Bookmarks
618118 611054 Meta
618119 611055 Mobi Add Note
Remove Note
618306 611128 Mozi
618308 689272 paral Quick Look
Open With
618401 611130 Prefe send To Bucket
618402 611131 Prefé  Export
618747 611449 Jffil{ Add To Text Indexing Queue

We now navigate to the folders where the Apple Mail client stores emails and “Add to
Text Indexing Queue” using the right-click option.
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Show Processed Flies
File Path
[Users/jermyn/Library/Mail
/Users/macboy/Library/Mail

Remove

SUMURI

Text Indexing

Status
Not Processed
Not Processed

Source Name
Jermyn_01
CATALINA

Start Indexing

We now select Text Indexing from the Top Menu and confirm that the files or directories
that we want to parse are there. We now click “Start Indexing”.

L] Record No. File Name
120 [ 1244917 2150.partial.emix
121 ] 1244919 2152.emix
122 ] 1244921 2154.emix
123§ | 1244938 @ 2171.emix
124 [ 1244941 2174 partial.emlix
125 ] 1244960 2193.partial.emix
126 [ 1244963 2196.partial.emlix
127 [ 1245271 402.emlix
128 | 1245272 403.emlx

File Size
3424 text/plain
2122 text/plain
1112 text/plain
869 text/plain
1334 text/plain
1282 text/plain
7717 text/plain
1910 text/plain
1910 text/plain

Mime Type

Extension Number of hits Keyword Hit
emix 5 SUMURI
emix 5 SUMUR!
emix 5 SUMURI
emix 5 SUMURI
emix 5 SUMURI
emix 5 SUMURI
emix 5 SUMURI
emix S SUMURI
emix 5 SUMURI

After indexing is complete we can now perform a Content Search for the keyword

“SUMURI” and review the results.

I

Steve Whalen

No sleep again! Give me a call if you get this before 0600.

Steve Whalen, CFCE
Managing Director, SUMURI
www.sumuri.com

We can preview the email hits using Quick Look or any of RECON LAB’s other viewers.
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19. Search Options

RECON LAB has many different ways to search for files and data. They can be broken
into two categories. The first are “local” searches that relate to individual Plugin results
and Viewers. The second are “global” searches that search across all sources and
their data.

Local Search Options

e Keyword search and filters within the Plugin results view.
e Keyword search and filters within viewers (Hex, Text, Strings, etc.)

Global Search Options

e Artifact Keyword Search

File Search

Content Search

Apple Extended Metadata Search

EXIF Metadata Search
19.1 Artifacts Keyword Search

As mentioned earlier, RECON LAB can automatically parse and recovery thousands of
artifacts from Windows, macQOS, iOS, Android and Google Takeout. An examiner can
quickly search through these results using the Artifacts Keyword Search.

The Artifacts Keyword Search can be used to create custom searches by selecting any
combination of artifacts.

BEEALRGY @ ROm & #

To start a search of the recovered artifacts click the Artifacts Keyword Search icon in
the Top Menu.
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Enter a keyword and select the plugins of interest for the search.

SUMURI

Keywords  bitcain

Select
EIET
3 " r B

. ! - i
Advanced Analysis >
Apple Apps .
Apple Logs .

»
Device o
Email Artifacts > u

& N |

Email Client
Google Takeout r .
Massenger > u
Native Apps > n

» n

-

Network

Search Name Search for Bitcoin Evidence

z

by N B e §E mE o

Artifacts Keyword Search

Airport WirelessNetwork
Apple Dock

Apple Installed Applications
Bash History

Bluetooth

Calendar

Connected i0S Devices
Contacts

Data Destruction
Deleted Users

Disk Utility

Disk Utility Saved List

A atems

Start

Plugin Search

) & @ o @ o o & o o 0o o 0o

-
.

@

#

If you would like to

enter more than one keyword at a time separate the keywords with a comma and no

space.

bananas” enter the keywords as:

apples,oranges,bananas

After entering your keywords, provided a name for the search than click “Start”.

For example, if you want to search for the keywords “apples, oranges and

In the example above the examiner is searching for the keyword “bitcoin”.  All Plugins
were selected using the dropdown box and the name for the search was “Search for
Bitcoin Evidence”.

RECON LAB
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RECON LAB

*Search for Bitcoin Evidence’ search has been

processed. Do you want to open it?

NO YES

Once the search is complete you will have the option of reviewing the results.

R Artifacts Keyword Search &+ | ‘Search for Bitcain Evidence 23
Searched Keywords
[ ttams |
Record No. Pugin Category Timestamp Item 1 Item 2 Keyword Hit

267 2201 Safari Cache 2013/04/30 15:01:12 CMT-4...  http://www.google,com/urifsa~i&rct=jdq~&esrc... -1276759637 bitcoin

268 [ 2202 Safart Cache 2013/04/30 15:01:13 CMT-4. hitp: / /www. wired com /images_blogs /threatievel/ . -457383945 bitcoin

269 2216 Safari Cache 2013/04/30 15:10:41 GMT-4...  http://www.google-analytics.com/_utm.giffutm... 2014548638 bitcoin

270 2225 Safan Cache 2013/04(30 15:10:41 CMT-4..  http://search twitter.com/search jsonl&qebitcol . 2014677305 bitcoin

271 2227 Safari Cache 2013/04/30 15:10:41 CMT-4...  http; i i licon_bitcoin.... -1373841041 bitcoin

272 [ 2512 Safari Cache 2013/04/30 15:24:20 CMT-4 http: / fwww.google-analytics.com/__utm olffutm. 334TROBSS bitcoin

273 2647 Safari Cache 2013/04/30 18:31:15 CMT-4... http://www.google-analytics.com/_utm.giffutm... 2144439858 bitcoin

274 2649 safan Cache 2013/04/30 18:31:15 CMT-4. http://search twitter.com/saarch, soni&q=2bitcol 1397185848 bitcoin

275 1 2668 Safarl Cache 2013/04/30 18:39:15 GMT-4...  http://www.google-analytics.com/_utm.giffutm... 934402780 bitcoin

276 2781 Safani Cache 2013/06/07 10:26:07 CMT-4...  http://www.google-analytics.com/_utm.giffutm... 1486910859 bitcoin

277 2784 Safarl Cache 2013/06/07 10:26:08 GMT-4..  http://search. twitter.com/search.Json?&qg=#bitcol . -370790754 bitcoin

278 2 Safari URLs hittps:// wwWw.googie.com/se afardrls...  https/ /v fa ico bitcoin

279 [ 16 Safarl URLs htp: / fwww.tilecool com/post /9635180215 /avol. http //24 media tumbl com /avatar_757.. bitcoin

280 17 Safani URLs https://walletbit. https:/jwallotbit.com/favicon.ico bitcoin

2013/02/21 20:25:568 CMT-4 | found this thing called Bitcoin- some s bitcoin

alfred jermyn

Skype

282 14 Spotiight Settings Shortcuts 2013/02/13 12:38:28 CMT-4,..  Bitcoin-Qt.app bit bitcoin
283 [ 3 Trash RecycleBin Items bitcoln paper alias hitcoin
284 4 Trash RecycleBin Items bitcoin paper.pdf bitcoin
285 [ 5 Trash Recyclein Itans Bitcoin Tax Evaders : Bitcoln alas hitcoin
286 6 Trash RecycleBin Items Bitcoin Tax Evaders : Bitcoin alas 2 bitcoin
287 [ 7 Trash RecycleBin Itams. Bitcoin Tax Evaders : Ritcoin pdf bitcoin
288 B Trash RecycleBin Items Bitcoin-FBi alias bitcoin
289 9 Trash RecycleRin items. Bitcoin-FRi. paf bitcon
290 [ 16 Trash RecycleBin Items IntroductiontoBitcolnMiningDavIdRSterry alias bitcoln
291 17 Trash RecycleBin Items = pdf bitcoin
Chatname: #samaxemercl/Salfred jermyn;1cd5462382b6307a
Dialog Partner: samaxemercl
Message: | found this thing called Bitcoin- some sort of decentrallzed banking program- anonymous tool
Timestamp: 2013 -Feb-21 20:25:58 GMT-4.00 No Preview Available
Anrtifacts Source; /Users/j fLb Support/Sk lfred.j db
Tag:
Examiner Notes:

£ Detaledinformaton | Hl MexVien I Texview S _swinas = il Menadata B Aopie Netadets b Gl previen

If you select “Yes” the results will appear in the Main Viewer.

Any plugin with a keyword hit will be displayed in a table view for review. As you can
see above the keyword “bitcoin” was found in many plugins (i.e. Safari, Skype,
Spotlight, Trash).

The results can now be reviewed, examined in more detailed or bookmarked.
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v ¥4 Artifacts Keyword Search
Search for Bitcoin Evidence (291)

All Artifacts Keyword Searches are saved to the Sidebar for review at any time.
19.2 File Search

RECON LAB’s File Search can be used to search by file and folder names along with
file size and their dates and times. This is not a content search.

DuE BDEEAHRG TS TOm & 1

To start a File Search click the “File Search” icon found in the Top Menu.

e @ File Search
File Name TrueCrypt Contains i
Flle Size Creater than B Bytes B
Date Change Between > 01/01/2018 1:30:00 31/12/2018 1:30:00
Date Modified Between 01/01/2018 1:30:00 31/12/2018 1:30:00
Date Accessed Between 01/01/2018 1:30:00 31/12/2018 1:30:00
@ Date Added Between S 01/01/2018 1:30:00 S 31/12/2018 1:30:00
@ Date Content Creation  Setween > 01/01/2018 1:30:00 31/12/2018 1:30:00
@ Date Content Modification  Betwezn > 01/01/2018 1:30:00 31/12/2018 1:30:00
@ Date Last Used Between 01/01/2018 1:30:00 S 31/12/2018 1:30:00

All Source ) Select Source  i= Select

© All Filters Any Filter

TrueCrypt File Search| Search

The File Search configuration window will appear.
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File Name TrueCrypt
Matches

. Starts with ps
File Size Greater than B Ends with

Use the File Name field to enter the keyword to be searched. Options for the file name
can be “Contains, Matches, Starts with, Ends with”.

File Size Greater than B
KB

MB
Date Change Between C 01/01/2018 1:30:00 > 31/12/2018 GB

File Size can be used as a parameter for the search.

P/ Greater than .

Less than

Exact
Date Ch  Between :

To activate File Size filters, check the box next to File Size. Options for the File Size
filter can be “Greater than, Less than, Exact, Between”. Also, as seen above, the unit
of measure for the file size can also be adjusted.
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Date Change Between ¢ 01/01/2018 1:30:00 - 31/12/2018 1:30:00
Date Modified Between C 01/01/2018 1:30:00 ° 31/12/2018 1:30:00
Date Accessed Between C 01/01/2018 1:30:00 C  31/12/2018 1:30:00
‘DateAdded Between C 01/01/2018 1:30:00 - 31/12/2018 1:30:00
‘ Date Content Creation Between S 01/01/2018 1:30:00 S 31/12/2018 1:30:00
‘ Date Content Modification EBetween ¢ 01/01/2018 1:30:00 S 31/12/2018 1:30:00
tDate Last Used Between C 01/01/2018 1:30:00 . 31/12/2018 1:30:00

Both standard date attributes and Apple Extended Attributes can be used as filters for
a File Search as well.

To activate any Date filter just check the box next to the date attribute to be used.
Additional options for the date filter are “Between, Before, After”.

© All Source Select Source '~ Select

© All Filters Any Filter

TrueCrypt File Search Search

A File Search can be conducted using all sources or a combination of sources.
Additionally, there is the option for using All Filters or Any Filter.
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All
Source Source Name
1 Sourcel J/CATALINA. sparseimage/EFI
2 Source2 JCATALINA.sparseimage/CATALINA
3 Source3 [Takeout
4 v Sourced [lermyn_Image.dmg/jermyn_01

cancel oK

To select more than one source check “Select Source” then the “Select Source”
button.

Select any source by checking the box next to the Source of interest then click “OK”.

TrueCrypt File Search Search

When ready, provide the search for a unique name and click “Search”.

[0} 0] RECON LAB
TrueCrypt File Search’ search has been
processed. Do you want to open it?
NO YES

Once the search is complete you will be provided the option of reviewing the search.
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| Record No. File Name
116 261203 F TrueCryptapp
2 [ 261207 W TrueCrypt
3: 15 261213 = TrueCrypt User Guide.pdf
4 [] 261214 = TrueCrypt.icns
505 384653 org.TrueCryptFoundation, TrueCrypt.bom
6 384654 org.TrueCryptFoundation.TrueCrypt.plist
7113 612364 & TrueCrypt 7.1a Mac OS X.dmg
8 O 614283 TrueCrypt
9 [ 615545 @ http:%2F%2Fwww.google.com¥2Fsearch?client=safari&rls=end&...
10 ] 615685 @ http:%2F%2Fwww.truecrypt.org%2F.webhistory
11 | 615686 @ http%2FX%2Fwww.truecrypt.org¥%2Fdownloads.webhistory
12 618734 org.TrueCryptFoundation.TrueCrypt.plist
13 | 618975 org.TrueCryptFoundation. TrueCrypt.savedState

File Size
10941620
923969
60982
35763
260
9526318
169
197
218
353

Mime Type

application/x-java
application/pdf
image/x-icns

application/octet-st...
application/octet-st...

application/x-bzip

application/octet-st...
application/octet-st...
application/octet-st...
application/octet-st...

Extension
app

pdf

icns
bom
plist
dmg

webhistory
webhistory
webhistory
plist

savedState

If you click “YES," any search results will appear in the Main
additional analysis and bookmarking.

19.3 Content Search

Viewer window for

There are several steps required before conducting a search by content in RECON
LAB. Some of these steps have been explained in the previous sections of this

manual.

1. Create your list of keywords (Top Menu — Configuration — Keyword Lists).

2. Create and apply any Text Indexing Filters (Top Menu — Configuration — Text

Indexing Filters).

3. Selected data from the source (Right-click on a source and “Add to Text
Indexing Queue”).

4. Indexed selected data (Top Menu — Text Indexing).

Reminder: RECON LAB utilizes dtSearch for indexing and content searches.

dtSearch’s Quick Reference Guide can be found here: http://support.dtsearch.com/
Support/forms/iframes_advanced/default.html

DRnE DEARNGDTYTE TOm & H

Once you have prepared and configured RECON LAB with the steps above select
“Content Search” from the Top Menu.
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® @ Content Search
Category Keyword
Phone Numbers

SUMURI Investigation

s = 4 o - ) 4

Search for the Keyword SUMURI Cancel Start

The Content Search selection window will appear allowing the examiner to select pre-
configured categories and/or edit keywords prior to the content search. To begin the
search enter a label for the search than click “Start”.

n Record No. File Name File Size Mime Type Extension Number of hits Keyword Hit
1 [ 1241966 1009.emix B4855 text/plain emix 21 SUMURI
2 | 1241983 1026.emix 114343 text/plain emix 1 SUMURI
3 1243271 1087.partial.emix 1396 text/plain emlix 3 SUMURI
4 M 1243273 1089.emix 2976 text/plain emlix & SUMURI
S 1E3 1243274 1090.emix 1069 text/plain emix 6 SUMURI

After the Content Search is complete the results will be available in the Main Viewer
window and the search will be added to the Sidebar.
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19.4 Apple Metadata Search

If a source in RECON LAB is macQOS, it is possible to search for files using Apple
Extended Metadata.

Before using this feature make sure that you have:

1. Selected Apple Extended Metadata using the “D” or “Display” option (Top Menu
— Configuration — Apple Metadata Filters).

2. Processed the Apple Extended Metadata in the Source (Top Menu — Processing
Status).

B AHOY @G TOm B &

To begin a search for files using Apple Extended Metadata click the Apple Metadata
Search icon in the Top Menu.

2] ® File Search - Apple Metadata

Apple Metadata
Device Make contain B w -+
Device Model [ matches i vme70 - [+

© All Filters Any Filter
Search Label Photo Search Cancel Search

The Apple Metadata File Search window will appear with the ability to select, add,
remove or configure filters for Apple Extended Metadata.

Use the dropdown boxes to select available Apple Extended Attributes and conditions
and then enter a keyword.

1 ”

Use the “+” and “-” buttons to add or remove filters.
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Next, choose “All Filters” or “Any Filters”. Provide a Search Label and click “Search” to
find files.

In the previous example, we used the “Device Make” extended attribute with the
keyword “LG” and the “Device Model” extended attribute using the keyword “VM670”
for the filters.

m Gallery View
R Record No. File Name File Size Mime Type Extension Hashset Name

1 O 612378 = 2012-08-26 12.02.24.jpg 726622 Image/jpeg ipg
2 | & 612379 = 2012-08-26 12.09.03.jpg 788715 image/jpeg jpg
3 {3 612380 = 2012-08-26 12.34.38.jpg 964273 image/jpeg jpg
4 15 612381 = 2012-08-26 12.34.45.jpg 867309 Image/jpeg Jpg
S [ 612382 = 2012-08-26 12.52.44.jpg 1040153 image/jpeg ipg
6 ] =
r | 612384 = 2012-08-26 12.57.34.jpg 999564 Image/jpeg Jrg
8 O 612385 = 2012-08-26 14.44.38.jpg 897284 Iimage/jpeg jpg
9 | 612386 = 2012-08-26 14.52.01.jpg 880673 image/jpeg irg
10 ] 612387 = 2012-08-26 14.54.33.jpg 874261 image/jpeg Jrg
11 ] 612388 = 2012-08-26 14.58.58.Jpg 954659 Image/jpeg Jrg
12 [ 612389 = 2012-08-26 14.59.05.jpg 930774 image/jpeq ipg
13 7] 612390 = 2012-08-26 14.59.13.jpg 879356 image/jpeg Jpg
Attribute Value

kMDItemPixelCount 3.14573e+6

kMDitemOrientation 1

kMDItemResolutionWidthDPI 72

kMDItemBitsPerSample 32

kMDitemResolutionHeightDPI 72

kMDItemHasAlphaChannel 0

kMDIitemColorSpace RGB

kMDitemPixelWidth 1536

kMDIitemPixelHeight 2048

kMDItemLogicalSize 980533

kMDitemProfileName sRGB IEC61966-2.1

kMDIitemEXIFVersion 2.2

kMDItemAcquisitionMake LG Electronics

kMDitemLatitude 43.6428

kMDItemLongitude ~70.2465

kMDitemAltitude 0.05

kMDItemTimestamp 16:56:57

kMDItemGPSDateStamp 2012:08:26

Once the search is completed you will have the option to review the results which will
appear in the Main Viewer window.
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19.5 EXIF Metadata Search

EXIF metadata is contained in many file types. RECON LAB includes the ability to find
or filter files by Latitude, Longitude, Author, Make and Model EXIF metadata.

Y &

To open the EXIF Metadata Search window click the EXIF icon in the Top Menu.

® @ Exif Metadata Search

Latitude  From 40.0000 Z To 50.0000

Longitude From -70.2450 . To -70.0000

Author Contains
Make Contains
Model Contains

o All Source Select Source

Any Filter @ Al Filters

Location Search| Search

Enter information for any of the following filters:

e Latitude - In Decimal Degrees (DD) notation from lowest to highest

¢ Longitude - In Decimal Degrees (DD) notation from lowest to the highest
¢ Author - Author of a file

e Make - Make of the device creating the file

¢ Model - Model of the device creating the file

Note: Using both Latitude and Longitude filters will allow filtering data to a known
geographical area.
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© Al Source Select Source

Any Filter € All Filters

The examiner has the option to search all sources or select individual sources as well
as applying all filters or any filter.

Location Search| Search

Click Search after entering a name for the query to complete the search and to see
the results.

< 3| Exif Metadata Search &x| Location Search (14) =
Search  Filters [  Show Al
SH Gallery View
t Record No. File Name File Size Author Make Model Latitude Longitude Da
1 [ 612879 = 2012-08-26 12.34.38jpg 964273 LG Blectronics VME70 43,6709 ~70.1578 2012/08/26 1
2 O 612884 & 2012-08-26 14.44.38 jpg 897284 LG Electronics VME70 43.6549 -70.2426 2012/08/26 1
3815 612885 = 2012-08-26 14.52.01)pg 880673 LG Electronics VME70 43.6557 -70.2285 2012/08/261
4 O 612886 = 2012-08-26 14.54.33jpg 874261 LG Blectronics VM670 43.6542 ~70.2239 2012/08/26 1
5 [0 512887 & 2012-08-26 14.58.58.)pg 954659 LG Electronics VME70 43.6522 -70.2149 2012/08/26 1
6 ] 612888 = 2012-08-26 14.59.05jpg 930774 LG Electronics VM6 70 43.6521 -70.2149 2012/08/26 1
72 [ 612889 = 2012-08-26 14.59.13jpg 879356 LG Blectronics VME70 43,652 ~70.214% 2012/08/26 1
s L1 L.
3 ] 612891 2012-08-26 15.01.28.jpg 964206 LC Electronics VME70 43,6518 -70.2196 2012/08/26 ]
10 ] 612892 = 2012-08-26 15.06.21.jpg 924163 LG Blectronics VM670 43,6501 ~70.2159 2012/08/26 1
1 7 612893 & 2012-08-26 15.07.45.jpg 975282 LG Electronics VMB70 43.6497 -70.2174 2012/08/26 1
12 ] 612834 = 2012-08-26 15.56.24.jpg 1092847 LG Blectronics VM6 70 43.6506 ~70.2037 2012/08/26 1
13 ] 612895 = 2012-08-26 16,10.01.jpg 953250 LG Electronics VME70 43,6576 70.2171 2012/08/26 1
14 [ 612896 & 2012-08-26 16.10.07.jpg 957537 LG Electronics VME70 43.6577 -70.2174 2012/08/26 1
MY iromension e
Latitude 436518
AltitudeRef 1
DateStamp 2012:08:26
Altitude 0.019
Longitude 70.2194
LongitudeRef w
TimeStamp 19:01:06
LatitudeRef N
Pixe/Width 1536
4 Deuiled Information | E) HexView | Tl TextView | S suings o Exif Metadota | @ Apple Metadana s < > Preview
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20. Advanced Viewers

Integrated into RECON LAB are four advanced viewers.
e Property List Viewer — for Apple binary and standard plist files.

e HEX Viewer - a full
investigations.

Hex viewer with advanced functions for forensic

e SAQLite Viewer — a forensic SQLite viewer with the ability to create custom
SQLite queries.

e Registry Viewer — for analysis and documentation of Windows Registry files.
20.1 Plist Viewer

The Property List Viewer (Plist Viewer) works with both standard and binary macOS
Property Lists (.plist files). Property List files are one of two common storage formats
for Mac data.

Record No. File Name Extension File Path

n o

Inode No./File ID

26§ | 618457 874079 [ com.apple.finder.plist 5 L . P gais ces /com.apple. finder.plist
Bookmar
Remove Bookmarks
Add Note
Remove Note
Quick Look
Open With » Plist Viewer
Send To Bucket > Hex Viewer
Export SQLite Viewer
Add To Text Indexing Queue Registry Viewer
Carve Files

To examine a file using the Property List Viewer, right-click on a property list file and
select “Open With — Plist Viewer”.

Open With I=

Send To Bucket > Plist Viewer
Export Hex Viewer
Add To Text Indexing Queue SQLite Viewer
Carve Files Registry Viewer
Carve Data

If you would like to add the file to review later in the Sidebar Bucket select “Send to
Bucket — Plist Viewer”.
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¢ 2| Plist Viewer 2« | com.apple.finder.plist [File System 618457]3 «
Desktop [x] Search Refresh Match Found: 7 HTML B Tags B Report
Key Type Value
v Root Dictionary (52 Items)

NSNavBrowserPreferedColumnContentWidth Number 186

» SearchViewSettings Dictionary (1 items)

» FXDesktopVelumePositions Dictionary (69 Items)

» FK_StandardViewSettings Dictionary (4 items)

» NSToolbar Configuration Browser Dictionary (6 items)
NSNaviastRootDirectory String ~/Dropbox
FXArrangeGroupViewBy String Name
SidebarPlacesSectionDisclosedState Boolean YES
FXLastSearchScope String SCcf
NSNavPanelExpandedSizeForOpenMode String {765, 448}
ShowPathbar Boolean YES
FXSavePBFAfterTrash Boolean YES
FlowViewHeight Number 505

> FXinfoPanesExpanded Dictionary (4 items)
FK_SavedViewStyle String clmv

> TrashViewSettings Dictionary (4 items)
SidebarSharedSectionDisclosedState Boolean YES

> ComputerViewSettings Dictionary (2 items)
ShowMountedServersOnDesktop Boolean YES
BackupProgressWindowlLocation String {1023, 36}
ShowHardDrivesOnDesktop Boolean YES

> FXRecentFolders Array (7 items)
SidebarDevicesSectionDisclosedState Boolean YES
ShowR bl )nDesktop Boolean YES

The Property List Viewer opens the plist in the Main Viewer window. Search options
and reporting options are available.

In the example above, the “com.apple.finder.plist” was opened in the Property List
Viewer. The keyword “Desktop” was entered for a search term. All hits are highlighted

in yellow.
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The Advanced Hex Viewer within RECON LAB is extremely powerful and full of helpful

features.

Open File in Hex Viewer

5 O 612382 =
6 || 612383
7 |0 612384 =
8 [ 612385 =
9 [ 612386 =
10 [ 612387 =
11 [ 612388 =
12 ] 612389 =
13 [ 612390 =
14 [ 612391 =
15 O 612392 =
|16 1 £12393 5

2012-08-26 12.52.44.jpg
2012-08-26 12.57.12.jpg
2012-08-26 12.57.34.,jpg
2012-08-26 14.44.38.jpg
2012-08-26 14.52.01.jpg
2012-08-26 14.54.33.jpg
2012-08-26 14.58.58.jpg
2012-08-26 14.59.05.jpg
2012-08-26 14.59.13.jpg
2012-08-26 15.01.22.jpg
2012-08-26 15.01.28.,jpg
2012-08-28 15 06 21 ing

1040153
980533
999564
897284
880673
874261
954659
930774
879356
943964

964206
924163

image/jpeg

image/l|  Remove Bookmarks 18 =
image/j| 19 -
) . Add Note |
image/il  pemove Note i o
image/j| Go to Source 12 =
image/j Exportas KML 12 =
image/Jl  Quick Look i
image/j Plist Viewer
image/j| Open with External Application » Hex Viewer
agell Send To Bucket > SQLite Viewer
9¢/l " Run Filesystem Modules > Registry Viewer
image/il _Evanc:

Bookmark

43.6508 %

8

To open a file in the Hex Viewer, right-click and select “Open With — Hex Viewer”.

Open With B 13.ipg

Open with External Application » __

Send To Bucket B Plist Viewer
Run Filesystem Modules >

Export SQLite Viewer
Export Hashes As VIC > Registry Viewer
Add Te Toaset ladaseioe MNisnssn

If you would like to add the file to review later in the Sidebar Bucket select “Send to

Bucket — Hex Viewer”.
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<> Hex Viewer | 2012-08-26 12.57.12Jpq [File System 512383] 2K |

Brtesperline 32 [ < Search > Co to Offset Show Tags

Offser 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 Use Lintle Endian format for lategers
00000 F dE ff el a4 Bc 45 78 69 €6 00 00 4d 44 00 2a 0C 00 00 08 0O 08 01 Of 00 02 CC DO 00 Of €O 00 Data Type Value
00032 00 Ge D1 10 00 02 DO 00 0D 03 00 00 DO 7e O1 1a 00 05 00 00 GO 01 DO 0D 0D 86 ©1 1b 00 05 00 00

00064 00 01 DO 00 GO Se D1 28 0D 03 0C ©U DO O1 00 02 0C 00 02 13 00 03 00 0D 00 01 CO 01 00 00 87 69 Sos pessie sl 1 & bitbinary
00026 00 04 00 00 €O 01 00 00 00 96 88 25 00 04 00 00 00 01 00 00 Ol 4e DO 0D 02 28 4¢c 47 20 45 6¢ 65 N..(LG Ele

00128 63 74 72 6 6e 69 63 73 0D 00 56 4d 36 37 30 00 00 00 0D 00 Q0 48 0O 0D 00 01 CO DO 00 48 00 00 [ IR ONS H.. 2 B8 bitsigned
00160 00 D1 00 09 90 00 DO 07 0D 00 00 O4 30 32 32 30 90 03 0D 02 00 OC 0O 14 00 00 O1 0B 90 04 €O 02

00152 00 00 00 14 00 00 01 1c 91 OL OC 07 DO 00 CO 04 01 02 03 00 a0 00 00 07 00 00 CO 04 30 31 30 30 3 B bit unsigned
00224 a0 01 0O 03 GO 00 00 01 00 01 00 0O ad 02 0D 04 0O 00 00 01 00 00 06 0D a0 03 0C 04 00 00 00 01

00256 00 00 08 00 20 05 00 94 00 00 0C 01 00 00 OL 30 0C 00 00 00 32 30 31 32 3a 30 38 3a 32 36 20 31 4 16 bit signad
002868 32 3a 35 37 3a 31 32 00 32 30 31 32 3a 30 38 3a 32 36 20 31 32 3a 35 37 3a 31 32 00 00 02 00 01

00320 00 02 0D 00 00 G4 S2 39 38 00 00 02 DO 07 00 00 0O 04 30 31 30 30 00 00 00 00 CO 09 00 01 00 02 5 16 bir unsig
00352 00 00 0D 02 4e 00 OC 00 0D 02 OC OS5 D0 00 €0 03 00 00 01 <0 00 03 00 02 00 00 CO 02 57 0D 00 00

00384 00 04 00 05 00 OO 00 03 00 00 01 <8 00 05 00 01 00 0O 00 O1 00 OO 0O 20 00 06 CO 05 00 00 €0 01 6 32 bit signed
00416 00 00 OL f0 GO 07 0O 05 0D 00 UC 03 DO 00 OL f8 00 b 00 02 0O 0O 00 Oc 00 00 02 10 00 1d 00 02

00448 00 00 DD Ob 00 00 02 1c 0D 00 0C OO DO 00 €0 2b 00 0O 00 O1 00 OO 00 26 00 OO0 CO 01 00 00 &5 c2 7 32 bit unsig...
00480 00 00 03 8 00 00 DO 46 0D 00 0C 01 00 00 00 Oe 00 0D 0D 01 00 OO0 b3 Be 00 00 O3 e8 00 00 00 32

00512 00 DO 03 e8 €O 00 00 10 0D 00 0O ©1 DO 00 00 38 00 0O 00 O1 0O OO0 DO 39 0D 00 CO DI 41 53 43 49 B 64 bit signad
00544 49 00 00 00 47 50 53 00 32 30 31 32 3a 30 38 3s 32 36 00 00 €O 06 01 03 00 03 CO 00 00 01 €0 06

00576 00 00 O1 1a GO 05 00 00 00D 01 0C 0O D2 76 OL 1b 0O OS 0D 00 0O 01 0O 0D 02 7e O1 28 00 03 00 00 9 64 bit unsig
00508 00 01 0D 02 €O 00 02 01 0D 04 00 CO DO OL 00 00 02 B6 02 02 GO 04 DO 0D 00 01 CO 00 al fe €0 00

00640 00 00 0D 00 GO 48 00 00 0D OL OC OO 0O 48 €O 00 0C 01 ff d8 ff ob 00 84 00 03 €2 02 03 02 02 03 10 DOS Time
006572 03 03 D3 04 03 03 D4 05 08 05 U5 04 04 05 0a 07 D7 06 08 Oc 0a Oc Oc Ob 0a Ob Ob Od O 12 10 0d

00704 Oe 11 De Ob Ob 10 16 10 11 13 14 15 15 15 Oc Of 17 18 16 14 18 12 14 15 14 01 03 04 04 05 04 05

00736 09 05 05 09 14 Od Db Od 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 Seleckion :

00768 14 14 14 14 14 14 14 14 18 14 14 14 14 14 14 14 14 14 18 14 14 14 14 14 14 14 A cO 00 11 0% 01 Selection Count :
00800 cO 01 50 03 €1 22 00 02 11 01 03 11 01 ff ¢4 01 a2 00 00 O1 05 01 01 01 OL 01 €1 DO 00 00 00 00

00832 00 00 0D 01 02 03 04 05 05 07 08 09 Da Ob 10 00 02 01 03 03 02 04 D3 05 05 04 04 DO 00 01 7d 01 Cursor Position : 0 (0x0)
00B64 02 03 00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 23 42 bl ¢l 15 52 d1 10 24 .. MIA.QLTQ.2....#8.. . R.S

00856 33 62 72 82 09 Oa 16 17 18 19 la 25 26 27 28 29 2a 34 35 36 37 38 39 3a 43 44 45 4G 47 48 49 42 3br........ W& () * 456789: CEFGHI | File Name:  2012-08-26 12.57.1240a
00928 53 54 55 $6 S7 S& 59 53 63 64 65 66 67 68 69 €a 73 74 75 76 77 78 79 7a 83 84 85 865 87 K& 89 83  STUWXYZcdefghi Jstuvwayz .. .. ... File Path JUsers jermyn/Oropbax/Cames
00960 92 93 94 95 96 O7 98 99 9a 22 a3 a4 a5 a6 a7 a8 a9 an b2 b3 b4 bS b6 b7 b8 b9 ba 2 €3 ¢4 <5 6 FlleSizes 95255 K8
00992 7 cB ¢9 ca d2 dI d4 d5 d5 d7 0B GO da el €2 €3 o4 €5 6 €7 €6 €I ea {1 12 3 F4 5 6 7 8 M z

01024 fa D1 D0 03 Gl 01 01 01 01 0L 01 01 D1 00 00 00 DO 00 0D 01 02 03 04 05 06 07 08 D9 0a Ob Il 00 S

01056 02 01 02 04 04 03 04 07 05 04 04 00 01 02 77 00 01 02 03 11 04 05 21 31 06 12 41 51 07 61 71 13 ses e 1..AQ ag.

01088 22 32 B1 08 14 42 91 al bl <1 09 23 33 52 f0 15 62 72 d1 Oa 16 24 34 el 25 f1 17 18 19 1a 26 27 B #IR W

01120 28 29 2a 35 36 37 35 39 3a 43 44 45 45 47 48 49 4a 53 54 55 56 57 58 59 5a 63 64 565 66 67 68 €9 () *56789: COEFGH J STUVWXYZcde! ghi

01152 Ga 73 74 75 76 77 78 79 7a 82 83 £4 B85 86 87 88 89 Ba 92 93 94 95 96 97 98 99 So a2 a) a4 a5 A6 GIUVWRYZ..eeiarianiiraiiraeane

LIIEL 27 a8 29 22 b2 bl hg NS he by bR S0 ha (2 3 8 oS L8 o7 (R 9 o d2 d3 g4 oS df 47 48 d9 da 82

The Hex Viewer will open in the Main Viewer window.

The number of “Bytes per line” can be adjusted using the dropdown box with values
between 2 and 32.

Search in Hex Viewer

To search within the hex select the “Search” button to presented with the Search
options box. Options allow for the search term to be entered as hex, ASCII, or UTF-16
(Unicode).

® Search
VM670

ASCII

[ Search | UTF-16

After entering the search term click “Search”.
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Offset 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

00096 00 04 00 00 00 01 00 00 00 96 88 25 00 04 00 00 00 01 00 00 01 4e 00 00 02 28 4c 47 20 45 6c 65 ........... Biooooons N...(LG Ele
00128 63 74 72 6f 6e 69 63 73 00 00 56 4d 36 37 30 00 00 0O 00 00 00 48 00 00 00 01 00 00O 00 48 00 00 ctronics..VNG70...... Ho.oooiee H..
00160 00 01 00 09 90 00 00 07 00 00 00 04 30 32 32 30 90 03 00 02 00 00 00 14 00 00 01 0B 90 04 00 02 ............ 022005 o soie smniwisies
00192 00 00 00 14 00 00 01 1c 91 01 00 07 00 00 0O 04 01 02 03 00 a0 00 00 07 00 O0 00 04 30 31 30 30 ......... coiueuneinannrnnnn 0100
00224 a0 01 00 03 00 00 00 01 00 01 00 00 a0 02 00 04 00 00 OO0 01 00 00 06 00 a0 03 00 04 00 00 00 Ol . .........c.icnicncinnnnronnnnnnn
00256 00 00 08 00 a0 05 00 04 00 00 00 01 00 00 OL 30 00 00 0O 00 32 30 31 32 3a 30 38 3a 32 36 20 31 ...............0...0 2012:08:26 1
00288 32 3a 35 37 3a 31 32 00 32 30 31 32 3a 30 38 3a 32 36 20 31 32 3a 35 37 3a 31 32 00 00 02 00 01 2:57:12.2012:08:26 12:57:12.....

Hits will be highlighted in yellow. Use the backward and forward buttons (next to the
Search button) to move between hits.

Jump to an Offset

© From Start

Go to Offset

From Cursor Position

Multiplier 1
From End

To jump to a specific offset click the “Go to Offset” button at the top of the Hex Viewer.
Enter a value and select a multiplier (between 1 and 8192).

Select where to begin:

From Start — from the beginning of the file.

From Cursor Position — from where the cursor currently sits.

From End - From the end of the file.
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Offset 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

00000 ff d8 ff el a4 8c 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 08 01 Of 00 02 00 00 00 Of 00 00

00032 00 6e 01 10 00 02 00 00 00 08 00 00 00 7e 01 la 00 05 00 00 00 O1 0D 00 00 86 Ol 1b 00 05 00 00

00064 00 01 00 00 00 8 01 28 00 03 00 00 00 01 00 02 00 OC 02 13 00 03 00 00 00 O1 00 Ol 00 00 87 69

00096 00 04 00 00 00 01 00 00 00 96 88 25 00 04 00 00 00 01 00 00 01 4e 00 00 02 2SEEINEYArL N NN

00128 (EENCERS 6e 69 63 7 00 5 r 48 00 00 00 O1 00 00 OO 48 DO 00

00160 00 00 3 00 00 14 00 00 01 08 S0 04 DO 02

00192 00 00 00 14 00 00 01 1c 91 01 00 07 00 DO O Start Block D 00 00 07 00 00 00 04 30 31 30 30

00224 a0 01 00 03 00 00 00 O1 00 O1 00 00 a0 02 O( End Block 0 00 06 00 a0 03 00 04 00 00 00 01 | ..

00256 00 00 08 00 a0 05 00 04 00 00 00 O1 00 00 O (Copy p 2 30 31 32 3a 30 38 3a 32 36 20 31 | .........0i00nn 0....2012:08:26 1
L0288 22 22 26 27 22 21 32 00 32 30 231 32 32 20 34 2232 23S 32 33 31 32 00 00 02 00 01 | 28712 08 57

Data can be tagged within the Hex Viewer by “swiping” over or highlighting the data.
Right-click on the data to be tagged and select “Tag Selected bytes”.

Start Address
End Address
Saved Tags

Create New

122
142

<Select Tag>

Camera_Name

Tag

Yellow

Save

Assign the data to an existing “Saved Tags” or create a new tag by checking the
“Create New” box, entering a name and selecting a color. The tagged data will appear
in the Sidebar under “Tags”.

Sr. Start Address  End Address Tag Name Tag Color Tag Data
31 122 142 Camera_Name 4c4720456c656374726f6e6963730000564d3...
Remove Export Data
Offset 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
00000 ff d8 ff el a4 8c 45 78 69 66 00 00 4d 4d 00 2a 00 00 OO 08 00 08 01 Of 00 02 00 00 00 Of 00 00 N
00032 00 6e 01 10 00 02 00 00 OO 08 00 00 00 7e 01 1a 00 05 0O 00 DO 01 00 00 0O 86 01 1b 00 05 00 00 o
00064 00 01 00 00 00 8e 01 28 00 03 00 00 00 01 00 02 0O 00 02 13 DO 03 00 00 00 01 00 01 00 00 87 69 ad A
00096 00 04 00 00 00 01 O0 OO0 OD 96 88 25 00 04 00 00 00 01 00 DO D1 4e 00 00 02 28 4c 47 20 45 6¢c 65 N...(LG Ele
00128 63 74 72 6f 6e 69 63 73 00 00 56 4d 36 37 30 00 00 00 CO 0O 0O 48 00 00 00 01 00 00 00 48 00 00 L S H..
00160 00 01 00 09 90 00 00 07 00 00 00 04 30 32 32 30 90 03 00 02 00 00 00 14 00 O0D O1 08 90 04 00 02 ............0220........ ........

Tags can also be recalled by selecting the “Show Tags” button at the top of the Hex

Viewer.
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Hex Viewer Information Pane

Use Little Endian format for Integers
Data Type Value
1 8 bit binary 01100011

2 8 bit signed 99

3 8 bitunsigned 99

4 16 bit signed 25459

5 16 bit unsig... 25459

6 32 bit signed 1668481024

7 32 bitunsig... 1668481024

8 64 bit signed 7166071433524491831
9 64 bit unsig... 7166071433524491831

10 DOS Time 14:27:24

Selection : 134-134
Selection Count : 1 (0x1)
Cursor Position : 135 (0x87)

File Name:  2012-08-26 12.57.12.jpg
File Path : /Users/jermyn/Dropbox/Camera Uplo
File Size : 957.55 KB

The Information Pane on the right side of the Hex Viewer will display the values of
swiped or highlighted data. It can also be used to toggle Little Endian/Big Endian
interpretation on and off using the checkbox.
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20.3 SQLite Viewer

The Advanced SQLite Viewer within RECON LAB has the ability to search, filter and
execute SQLite queries to make it easier to document evidence found in SQLite files.

Open File in SQLite Viewer

m Gallery

A Record No. File Name File Size Mime Type Sig|
16 | 1211660 2041457d5fe04d39d0ab4811... 10981376 application/x-sglite3 SQLit
17 ] 1216130 Manifest.db 10743808 application/x~-sqglite3 SQLit
18 o 612859 places.sqglite i e,

Bookmark

19 1 619058 places.sqlite Remove Bookmiarks on/x-sqlite3 SQLit
20 | 256560 valid.sqlite3 on/x-sqlite3  SQLit
21 Add Note :

] 386572 valid.sqlite3 Resiowe Note on/x-sqlite3  SQLit
2 = 681132 valid.sqglite3 Go to Source on/x-sqlite3  SQLit
23 ] 1211346 12b144c0bd44f2b  Export as KML on/x-sqlite3 SQLit
24 [l 63186 valid.sqlite3 Quick Look on/x~-sqlite3  SQLit
25 |0 487758 valid.sqlite3 [ Plist Viewer
26 [] 1172625 valid.sqlite3 °Pe: with External Application »  Hex Viewer

s Send To Bucket b SQLite Viewer
7 [0 235047 gk.db Run Filesystem Modules > Registry Viewer |

| 28 - Z3S488 alk dh Cacomoes

To open a file in the SQLite Viewer, right-click and select “Open With — SQLite Viewer”.

Open With

' Send To Bucket

Run Filesystem Modules
Export

Export Hashes As VIC

Add Te Tows lendasiime N

Open with External Application » o./v_cqlite3  SOLit

p on/x-sqlite3 SQLit

> Plist Viewer
> Hex Viewer

SQLite Viewer

> Registry Viewer

If you would like to add the file to review later in the Sidebar Bucket select “Send to
Bucket — SQLite Viewer”.
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[ sQute Vieaer ex| places.saifte [Fie System 61285] 9k
Tables Execute SCL
@oz piwont B <epnord sear Search Show All Eapor  HTML B eookmas B repont
_places
— @ moz_anno_attributes @ moz_historyvisits
#|Column Name [ Search
1 '. d . id url e rev_host wisit_count hidden wp
i m un - 257 1 258 Htps. /jwww.google com/searchla=gun-+clean...  gun cleaner lubricant - Google Search  moc.elgoog.... 1 o )
3 W e ™ 258 O 259 P jwww. 0 e moc.seovres.. 1 1 o
2| rev:host - 258 | 260 ttp. ) jwww.cheaperthandint. net/product/5739...  Break-Free CLP Cleaner Lubricant an...  ten.tridnehtr... 1 [ o
s om vi:i-L(mrt ™~ 260 : 261 hups: / jwaw.google com/search?q=CLP+gun= ..  clp gun cleaner - Google Search moc.elgoog.... 1 0 )
6 W hidden ™ 261 | 262 batps:/ fwww.google ch2g=h . how 1o use clp gun dleaner - Google ... moc.elgoog.... 1 [ o
7 W tyoed ™ 262 E 263 PRIp: | jwww.google com/uri7sa=tarct=jaq=4&es. . moc.elgoog. .. 1 [ o
s W favicond - 63 [ 264 http:/ jwww.youtube.com /warchly=teHpfPSaRfk  CLP breakfree what 1o use 1o clean yo... moc.ebutey... 1 (4 o
s m 'mmc; - 264 )} 265 PEEp: ) jwww.google com/uri7sa=t&rct=)éq=4&es. moc.elgoog. . 1 0 o
10 W fastvsk date = 265 [ 266 http:/ jwww youtube.com/results?search_query...  dp cleaner - YouTube mec.ebutuey... 1 [ o
W ould - 266 ] 267 PREP:J S, 2Qbabryw  Basic o cleaning any aut .. moc.sbutuoy. 1 0 o
267 ] 268 batps. /. al /search?g=how+to+u... how to use clp ~ Google Search moc.elgoog. .. 1 [ o
268 269 PREp: | jwww google com jurt?sa=t&rct=jhq=kes. moc.algoog. . 1 o [
269 ] 270 http:/ org index.php... How do you use CLP? - THR gro.daorhgih... 1 0 0
The SQLite Viewer will open in the Main Viewer window.
Filtering Table Data
)| sQuite Viewer sx| places.salite [File System 612859] sx
moz_places B Keyword Search Search Show All
=
[#| Coloum Name [#Isearch
RECON INT url title visit_count last_visit_date
L O 1 1 h 0
2 W ol - , O ttp:/ /Www....
2 htp:/ /www.... 0
3 M e = - - e .
Tp://www....
4 7] rev_host M - :] ; X p:// 0
5 W visit_count n g - g hnp.llwww.“. 5
— o/ [www. ..
6 7] hidden O = _: - :"’” ; .
; place:sort=8...
7 L] typed = 7 ] 7 lace:fold o
8 || favicon_id ] - - RS ReRLs:
— ] I 4 =6 . 0
9 [ ] frecency O 5 = g :ace type
10 W last_visit_date n (| 9 tp://www... 1 1356533519...
Tl m n 10 O 10 http://www.... WelcometoF... 1 1356533520...
11 O 11 https://www.... dropbox -G... 1 1356533726...

Individual SQLite tables can be selected by using the Tables dropdown box.

Columns can be turned on and off by checking or unchecking the box underneath
“Column Name”.

Likewise, the ability to search through individual columns can be turned on and off by
checking or unchecking the box underneath “Search”.
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Searching in the SQLite Viewer

(] SQUte Viewer sl pisces.sqine [File System 612859] e
Erecute oL
mo3z_places B8 Ioun @ search Show Al Fepor  HTMU B sockmarks [ Report
mot_ploces 2
— — O moz_anno_attributes @ moz_historyvisits moz places
¥ Column Narme #|Search
3 i W . %] url title rov_host visit_count hidden y
2 W ™ 1 O 183 hitp:/ feww.google.com [urPsas tdrctsjdqedes. moc.eigoog. 1 o0 ()
I W ude ™ 2 184 http:/ fwww. SICARMS Classic Owners Manual P22..,  gro.nugdnad... O 0 4
a0\ rov hoet . 3 20 hits / {us. glock com/ GLOCX *Safe Action'® Pistols | Handg 1 [
R ™ 4 241 hitps: | /www.google.com | search?’q=cdl ¢ gun+cl. ., <dl gun cleanar - Coogle Search moc.eigong... 1 0 [}
6 W hidden = 5 O 242 hitos: / I'www.google.com(search?’quedlegun+dl. . top gun cleaners - Google Search moc. #igoog. 1 0 [
7 W tyoed = 6 243 htt:/ fwww.google.com [ur?sa=t&rct=j&q-&es.. moc.eigoog... 1 0 [
5 W favicon_id = 7 O 244 hutp:/ [www, usacarry.com/forums fhandgun=ma. .. What Is the best gun cleaning produc. moc.ymacasu... 1 0 [}
o om ,'«“[; - 8 245 hitos: | [www.google.com/search’q=gun+cleani .. gun cleaning products - Google Search moc.eigeng.... 1 0 [+
-] a X X Psam = j&q=des. a ”
10 W lastvist date & 246 hito:/ fwww.google.com furPsas tdrct=j&q=&es. maoc.elgoog. 1 0 [}
n 247 et { funma hersamalle caminnn _asninn.rham  Cin Claaning Sunnliac & Chamicale n mae cllamwnr 1 n o
Table: moz_places
ia: 203
url: http:/ { us glock.com/
title: GLOCK "Safe Action"® Pistols | Handguns | Firearms | GLOCK USA ]
No Preview Available
rev_host: moc.keaka.su.
visit_count: 1
hiddan O
unad- 0
4 Detaled Information | R wexview Tl reaview S stngs Dnm«quq @ Aople Matacsta. LA map @ Preview

After selecting a table of interest enter a keyword in the search field and click “Search”.
ltems in the table matching the keyword will remain and can be reviewed and/or
bookmarked.

Executing a SQLite Query

Instruction for SQLite queries is beyond the scope of this manual. However, there are
many great resources available online.

¢ 2| SQLite Viewer o places.sqlite [File System 612859] 25l
Browse Data
moz_places select id,url title visit_count,last_visit_date,guid from moz_places
¥ Coloum Name [#search

1 mud | |

2 M ud u

3 MW e | |

4 M rev_host L]

5 M visit_count " Execute Query Query Successful

6 M hidden ] id url ttle visit_count last_visit_date
7 M typed B 251 252 https://www.google.com/... gun cleaning crl - Google Se... 1 1362425164269666
8 W favicon_id u 252 253 https://www.google.com/... gun cleaning productedl - .. 1 1362425197892446
9 M frecency m 253 254 http://www.google.com/u.., 1 1362425202561107
10 W last visit date u 254 255 http:/ /www.remington.co... Rem Ol - Gun Care - Gun C... 1 1362425216454530
11 W guid u 255 256 https://www.google.com/_ . gun cleaner lunricant - Goo.. 1 1362425254306520

To execute an SQLite query first select a table then click the “Execute SQL” tab.

RECON LAB will pre-populate the work area with existing column names from the
table. This can be modified to using common SQLite syntax.
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Once the query has been entered click the “Execute Query” button to view the results.

20.4 Registry Viewer

v o Bucket

» 4 Plist Viewer

> Hex Viewer

» [+ SQLite Viewer

v 52 Registry Viewer
25 NTUSER.DAT [File System 9162]
2% BCD-Template [File System 27229]
&% COMPONENTS [File System 27231]
2% DEFAULT [File System 27238]
2% DEFAULT [File System 27244]
Z% SAM [File System 27247]
2% SECURITY [File System 27250]
5% SOFTWARE [File System 27253]
2% SYSTEM [File System 27256]

When a source is added to RECON LAB that contains Windows registry information it
is automatically parsed and added to the Sidebar Bucket under Registry Viewer.

<>l Source 8 x| Windows Registry OWindows Registry) s x|
Search  Filters |5  Show All

Galery View

El < Record No.  Inode No./File ID File Name Extension File Path
1[0] J 1 M sAaM /SAM
2 [ [ 2 B SECURITY JSECURITY
30 O 3 B DEFAULT JDEFAULT
4 ] O 4 B SOFTWARE /SOFTWARE
s I e T —
Bookmark

Remove Bookmarks

Add Note

Remove Note
8 Windows Registry »

Quick Look
Source Name: /Windows Registry Plist Viewer

Send To Bucket > Hex Viewer
Record No.: 5 Export SQLite Viewer
File Name: SYSTEM Add To Text Indexing Queue
File Path: /SYSTEM Carv s

z o

If you need to manually load a Windows registry artifact right-click on the file and select
“Open With — Registry Viewer”.
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Open With >

Send To Bucket Plist Viewer
Export Hex Viewer

Add To Text Indexing Queue SQLite Viewer
Carve Files
Carve Data

To add the registry artifact to the Sidebar choose “Send to Bucket — Registry Viewer”.

< »l Registry Viewer s SYSTEM [File System 272561 e
Search Refresh
ISl scarcnod itoms
Node Name Node Timestamp Key Type Value
VIU_1SULaFIU_1uu> ZULUSLLT L0 2375750 UMI-&UU
v AEREToR b s ey T e CompatiblelDs REG_MULTISZ USBSTOR)DiskUSESTOR\RAW
v DRk DA 0150 24 oesaa ereree |5 _IE ContainerD REG SZ {4933888a-6002-5233-9524-bad21ec52623}
e ssonisestsss o1 o5 ot s sa.on s (AREI e owono
» 4C530012550531... 2015/03/24 09:58:33 GMT-4:00 7 O ClassGUID REG_SZ {4d362967-2325-11ce-bfc1-08002be10318}
» Hardware Profiles 2015/03/25 09:05:22 GMT-400 8 [] Driver REG_SZ {4d36¢967-325-11ce-bfc1-08002be10318),0001
Policies 2009/07/14 00:4920 GMT-400 5 Perr REG.S7 DiskDrive
b services 2015/03/23 16:00556 GMT-4.00 19 [ g i i e e o d disk dibves)
» ControlSet002 2009/07/14 01:08:21 GMT-4:00 | 11 — S ey i
:58:34 -4 =i
MountsdDwiE 2013/03(24 093%:34 GMT-4:00, ot o FriendlyName REG_SZ SanDisk Cruzer Fit USB Device
oNnre ML INIIIE AN IR CUT_ANAN

Plugin: Registry Viewer
Tab Name: Registry Viewer

Source Name: /cfreds_2015_data_leakage_pc.EO1/ntfs

File Path: / Y 2/config/Regl
Node Path: HKEY_LOCAL_MACHINE (HKLM)
Node Name: /HKEY_LOCAL_MACHINE/SYSTEM/ControlSet001/Enum/USBSTOR/Disk&Ven_SanDisk&Prod_Cruzer_Fit&Rev_2.01/4C53001245053110159340
Node Timestamp: 2015-Mar-24 09:38:00 GMT-4:00

k/SYSTEM

To examine Windows registry artifacts select a registry hive to open in the Sidebar. The
registry hive will open in the Registry Viewer in the Main Window.

The registry hives and keys can now be explored and bookmarked.
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< > Ragistry Viewer ex| SYSTEM [File Systom 27256] »x
SanOisk Search Refresh
Al ltems. m

Node Name Node Timestamp Key Type Value Hex Value
23 1 JHKEY_LOCAL_MACHINE/SYSTEM/ControlSetD01/Enum/USBSTOR..  2015/03/23 14:31:11 CMT-4 .
24 JHKEY_LOCAL_MACHINE/SYSTEM/ControiSetD01/Enum/USBSTOR...  2015/03/23 14:31:11 CMT-4...
25 ] JHKEY_LOCAL_MACHINE /SYSTEM/ControlSec001/Enum/USESTOR 201570323 14:31:11 CMT-4 .. Type REG_BINARY 12000000
26 HKEY_LOCAL_MACHINE /SYSTEM/Control5ec001 /Enum/USBSTOR...  2015/03/23 14:31:11 GMT-4 REG_BINARY  SanDisk Cruzer Fit USB Device  530061006e004400694
27 JHKEY_LOCAL_MACHINE/SYSTEM/ControlSet001/Enum/USBSTOR... 2015/03,/23 14:31:11 CMT-4...
28 [ JHKEY_LOCAL_MACHINE /SYSTEM ControlSec001/Enum/USBSTOR...  2015/03/23 14:31:11 GMT-4...
29 [] JHKEY_LOCAL_MACHINE/SYSTEM/ControlSet001/Enum/USBSTOR... 2015/03/23 14:31:11 CMT-4... Type REG_BINARY 12000000
30 O JHKEY_LOCAL_MACHINE/SYSTEM/ControlSet001/Enum/USESTOR...  2015/03/23 14:31:11 CMT-4... Data REC_BINARY disk.inf:disk_device NTamdé... 6400690073006b002eC
n g /HKEY_LOCAL_MACHINE /SYSTEM/ControlSet001/Enum/USBSTOR..  2015/03/23 14:31:11 CMT-4
32 JHKEY_LOCAL_MACHINE/SYSTEM/ControlSet0D01/Enum/USBSTOR...  2015/03/23 14:31:11 CMT-4... Type REC_BINARY 10000000
- B | JHKEY_LOCAL_MACHINESYSTEM/ControlSetD01/Enum/USBSTOR..  2015/03/23 14:31:11 CMT-4.,. Data REC_BINARY GOh00cH c0d368899765d001
34 0O FHKEY_LOCAL_MACHINE/SYSTEM/Control5et001/Enum/USESTOR...  2015/03/23 14:31:11 CMT-4.,
35 /HKEY_LOCAL_MACHINE/SYSTEM/Control5et001/Enum/USBSTOR... 2015/03/23 14:31:11 CMT-4... Type REC_BINARY 10000000

Source Name: /efrads_2015_data_leakage_pc EOL/ntfs
Record No. : 36595

Plugin © Registry Viewer
TAB Name . Registry Viewer

File Path : / /5 32/confia/ReqBack/SYSTEM
Node Path | HKEY_LOCAL_MACHINE (HKLM)

Node Name : /HKEY_LOCAL_MAC /C /Es i ¢ |_Cruzer_Fit&Rev_2.01/4C530012450531101553&0/Properties/
(540094 7e-Kb40-4Shc-ada2
Node Timestamp : 2015-Mar-23 14:31:11 GMT-4.00

Key : Data

Type REG_BINARY

Value : SanDisk Cruzer Fit USB Device No Preview Avallable
Hex Value :

53 00 61 DO 6E OC 44 00 69 00 73 00 68 00 20 0C Sa.nD.lsk. .

43 00 72 DO 75 00 7A 00 65 00 72 00 20 00 46 00 Cruzer F.

69 00 74 DO 20 00 55 00 53 00 42 00 20 00 44 GO it. .USB. D

65 00 76 DO 59 00 63 00 65 00 00 00 ev.lce..

2 Detailed Information B Mexview | Tl Teaview S Sricas = xif Metadata B Avole Metadata b Maps <> @ Preview

To search inside a hive enter a keyword in the search field and click “Search”.
Select the “Searched ltems” tab to review the results.

In the example above the keyword, “SanDisk” was used as the search term.

21. Exporting Options
There are two ways to export files in RECON LAB.

Selecting “Export” options when reports are generated (covered later in the “Reporting”
section of this manual).

Right-click and export from Table View.
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Exporting From Table View

To export from Table View, highlight the files or folders to export and then right-click.

® @ File Export B B

Export to Zip o Export to Folder Keep directory structure

{Users/macboy/Desktop -
Export

The File Export window will open.

The examiner has the option of exporting all of the files to a Zip file to a Folder. The
examiner can choose to “Keep the directory structure” by selecting the checkbox.

To export choose the path to send the exported files and click “Export®.

® ® 11 Source2
= = LT B »

Favorites Name

E Recents ¥ [ System

¥ [\ Libra
@ Documents Y
¥ 0 Frameworks
IACIS Recert ¥ Python.framework
# Applications ¥ [ Versions
v m27

@) AirDrop v B

o Downloads v [ python2.7

@1 Pictures v [ test

= ¥ 0 imghdrdata

Desktop # python.bmp

E Movies & Macintosh HD > B8 Us > 4 mo»> i Desktop » B8 Source?

-~

11 items, 594.9 GB available

In the example above a BMP file was selected for export with the option of keeping the
directory structure.
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22. Carving

Both data and files can be carved in RECON LAB. There are three options available for
carving.

File Carving - recover files from any source.

Data Carving — recovery of information such as email addresses, social security
numbers, URLs, etc.

Carving Unallocated Space - a search of files from the unallocated space of
supported file systems.

22.1 File Carving

To carve files from within the Table View right-click on an item to process and select
“Carve Files”.

Record No. File Name File Path
1 1 hiberfil.sys /hiberfil.sys
2 2 pagefile.sys /pagefile.sys
Carve Data

In the example above we are asking RECON LAB to carve files from the pagefile.sys
file. A window will appear allowing the selection of files to carve.
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® " ® Carver
File Types
> Images
> OFFICE DOCUMENTS
> Miscellenous Files
> Audios & Videos
Pagefile.sys Carving
Start

During the carving, a Finder window will appear with live results. These carved files will
be added back to RECON LAB for review and documentation when the carving is
complete.

Name ~  Date Modified
> Lavi Today at 5:42 PM
» [ bmp Today at 5:43 PM
carver_files.sqlite Today at 5:44 PM
carver_log.sqlite Today at 5:47 PM
» 1 doc Today at 5:40 PM
> 1 docx Today at 5:46 PM
> gif Today at 5:41 PM
> html Today at 5:42 PM
> irg Today at 5:45 PM
» 5 mid Today at 5:44 PM
» [ mpg Today at 5:41 PM
> 1 png Today at 5:44 PM
L - Today at 5:45 PM
> " pptx Today at 5:45 PM
> prefetch Today at 5:40 PM
» 10 registry Today at 5:41 PM
> Bt Today at 5:40 PM
> | sqlite Today at 5:40 PM
> vob Today at 5:40 PM
» 1 wave Today at 5:41 PM
» W xis Today at 5:41 PM
> I xisx Today at 5:41 PM

When the carving is complete, the results can be found under “Carved Files” in the
Sidebar.
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v »/ Carved Files
NTFS_Unallocated_Space_Carving (7989)
Pagefile.sys_Carve (19)

Selecting the item in the Sidebar will load the results of the carving in the Main Viewer
window.

¢ 3| Carved Files. $x Pagefile.sys_Carve ¢x|
Search Show All
Gallery View
Record No. Flle Name File Path Extension File Size Flle Type Offset

T O 108315845 _builtin_carver.bmp  /Lab_Features/Carved_Files /SourceS/Pagefile s bmp 17462272 BMP 3458245
8 [] 185881192 bulltin_carver.bmp  /Lab_Features/Carved Files/SourceS/Pagefile.s... bmp 2097152 oMP 81023592
[ im 192270388_bulltin_carver.bmp  /Lab_features/Carved_Files/SourceS/Pagefile.s.  bmp 11832 BMP 87412788
10 (] 10 192307252 builtin_carver.bmp  /lab_Features/Carved Files/SourceG/Pagefiles... bmp 31832 ©MP 87449652
1 11 192344116_builtin_carver.bmp  /Lab_Features/Carved_Files/Source6/Pagefile.s... bmp 31832 BmP 87486516
it3 m

13 7] 13 203901152_builtin_carver.omp  /Lab_Features/Carved Files/Source6/Pagefile.s.. bmp 31832 BMP 99043552
14 [ 14 206872660_bulltin_carver.bmp  /Lab_Features)Carved_Flles Sources/Pagefile s bmp S4 BMP 102015060
15 [] 15 206909578 builtin_carver.bmp  fLab_Features/Carved Files/SourceG/Pagefiles.. bmp 62 BmpP 102051978
16 [] 16 207192202_builtin_carver.bmp  /Lab_Features)Carved Files/Source6/Pagefiles... bmp 62 BMP 102334502
12 17 207519828 _bulltin_carver.bmp  /Lab_Ffeatures)Carved_Flles/Source6/Pagefiles. . bmp 54 BMP 102662228
18 [] 18 134892584 builtin_carver.gif /Lab_Features/Carved Files/Sourced/Pagefile.s... qif 131 GIF 30034984
19 ] 19 148589400_builtin_carver.gif [iab_Features Carved_Flies;Sources/Pagefiles. . gif 4312 GIF 43831800

Source Name: /cfreds_2015_data_leakage_pc.E01/ntfs

Plugin Name: Carved Files

Record No: 12

File Name: 192380980 _builtin_carver.bmp
File Path; /Volumes/DEST/Person_of_Interest_2019-Oct-17T19-48-26/Lab_Features/Carved_files/Sources/Pagefile.sys_Carve/bmp/0_100/192380980_builtin_carver.bmp

File Size: 31.09 KB (31832 bytes)
File Type: BMP

Offser: 87523380

Tag:

Examiner Notes:

% Dstalled information

[ viox view

T e view S swings

& BxrMenda

| @ Anpte Mendaa & Mags <« »

@ prevew
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22.2 Data Carving

To carve data from within the Table View right-click on an item to process and select
“Carve Data”.

Record No. File Name
1 1 hiberfil.sys /hiberfil.sys
2 2 pagefile.sys Carve Duth /pagefile.sys
Carve Files

In the example above we are asking RECON LAB to carve data from the hiberfil.sys file.
A window will appear allowing the selection of files to carve.

v »Z Carved Data
domain (1677)
url (14010)
ccn (3)
email_domain (37)
email (43)
telephone (51)

When the carving is complete, the results can be found under “Carved Files” in the
Sidebar.

( )l Carved Data =XI url s
Search Show All
Carved Data
Record No. No, of Hits Carved Keyword Source File Name Source File Path

402 O 13654 1 http:/ /www jerseypost.com/tools/postcode-address-finder/ hiberfil.sys /hiberfil sys
403 O 13655 1 http:/ /www.landvaluation.bm/ hiberfil.sys /hiberfil.sys
404 ] 13656 1 hup:/ /www.maldivespost.com,/?lid=10 hiberfil.sys /hiberfil.sys
405 | 13657 1 http:/ /www.microsoft.com/networking /WLAN/profile/v1 hiberfil.sys /hiberfil sys
406 ] 13658 1 http://www.najdi.si/assets/PROD-1.4.10/ctx/images/faviconico hiberfil.sys /hiberfil.sys
407 ] 13659 1 htp:/ /www.najdi.si/search.jsp?q= hiberfil.sys /hiberfil.sys
408 [ 13660 1 http://www.neti.ee/api/suggestOS?suggestQuery= hiberfil.sys /hiberfil.sys
409 O 13661 1 hup://www.neti.ee/cgl-bin/otsing?query= hiberfil.sys /hiberfil.sys
410 ] 13662 1 http:/ [www.neti.ee [favicon.ico hiberfil.sys /hiberfil sys
411 | 13663 1 http://www.networksolutions.com/legal/SSL-legal-repository-ev,..  hiberfil.sys /hiberfil.sys
412 ] 13664 1 hup://www.networksolutions.com/legal/SSL-legal-repository~ev... hiberfil.sys /hiberfil.sys
413 ] 13665 1 http:/ /www.nigeriapostcodes.com/views/ hiberfil.sys /hiberfil sys

Selecting the item in the Sidebar will load the results of the data carving in the Main
Viewer window.
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22.3 Carving Unallocated Space

v [E) cfreds_2015_data_leakage_pc.E01 4
» & System Reserved (64) 5

“° ntfs (97709) 46 [[]
Add To Text Indexing Queue
> $Recycle.Bin (3)

= Config.Msi (1) Carve Unallocated Space

> Documents and Setting  Snapshots

o S | -

i 1 3=

To carve files from the unallocated space of a supported file system right-click on the
volume under the Source in the Sidebar and select “Carve Unallocated Space”.

®® Carver

File Types
» v Images
» v OFFICE DOCUMENTS
¥ v Miscellenous Files
HTML
ZIP
EMLX
VDI
SQUITE
MSG
REGISTRY
PREFETCH
EVT
» v Audios & Videos

& 18] Q] []) K] 1K) (&) (SIS

NTFS Unallocated Space Carving
Start

In the example above we are asking RECON LAB to carve files from the unallocated
space of an NTFS volume. A window will appear allowing the selection of files to
carve.
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Name : Date Modified
> avi Today at 5:42 PM
> bmp Today at 5:43 PM
carver_files.sqlite Today at 5:44 PM
carver_log.sqlite Today at 5:47 PM
> doc t 5:40 PM
» docx Today at 5:46 PM
> gif Today at 5:41 PM
> html Today at 5:42 PM
> irg Today at 5:45 PM
> mid Today at 5:44 PM
» mpg Today at 5:41 PM
> png Today at 5:44 PM
i ppt
4 pptx
> prefetch
> registry yday at 5:41 PM
» rtf y at 5:40 PM
> sqlite Tc >:40 PM
> vob P
> wave A
» xls y
> xlsx Today at 5:41 PM

During the carving, a Finder window will appear with live results. These carved files will
be added back to RECON LAB for review and documentation when the carving is
complete.

v »Z Carved Files
NTFS_Unallocated_Space_Carving (7989)

Pagefile.sys_Carve (19)

When the carving is complete, the results can be found under “Carved Files” in the
Sidebar.
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(] Carved Files sx NTFS_Unallocated_Space Carving X
Search Show All
Gallery View
Record No. File Name File Path Extension File Size File Type Offset

367 [] 3719 260236640_bulltin_carver jpg [Lab_Features/Carved_Flles/Source6/NTFS_Una .. Jpg 26662 JPEG 50521440
368 [ 3720 260263327 builtin_carverjog  /Lab_Features/Carved_Files/Source6/NTFS Una... jpg 18411 JPEG 50548127
369 260281763 _bu _carver.jog [Lab_Features/Carved_Files/Source6/NTF 214995 G 50566563
370 3722 260626593 bulltin_carver jpg [Lab_Features /Carved_Files/Source6/NTFS_Una .. Jpg 286085 JPEG 50811383
371 [ 3723 260912703 _builtin_carver jpg [Lab_Features/Carved_Files/Source6/NTFS_Una. .. Jpg 189945 JPEG 51197503
322 [] 3724 261102673 _builtin_carver.jog (Lab_Features/Carved_Files/Source6/NTFS_Una... ing 221185 JPEG 51387473
373 [} 3725 261103103 _builtin_carverjpg  [Lab_Features/Carved_Files/Source6/NTFS Una... jpg 3712 JPEC 51387903
374 ] 3726 261323883_builtin_carver jpg [Lab_Features/Carved_Filas/Source6/NTFS_Una .. jpg 279866 JPEG 51608683
375 [ 3727 261603774_builtin_carver jpg fLab_Features/Carved_Files/Source6/NTFS_Una. .. Jpg 282101 JPEG 51888574
376 [ 3728 261885900 _builtin_carverjog  [Lab_Features/Carved_Files/Source6/NTFS Una... ipg 283603 JPEG 52170700
377 [ 3729 262169528 bulltin_carverjpg  [Lab_Features/Carved_Flles/Source6/NTFS Una... jpg 64692 JPEC 52454328
378 [] 3730 2648394134 bulltn_carver jpg [Lab_Features/Carved_Flles/Source6/NTFS_Una... Jpg 38894 JPEC 55178934
379 [ 3731 264933053 builtin_carver jog [Lab_Features/Carved_Files /Source6/NTFS Una .. jpg 15058 JPEG 55217853
380 [ 3732 264948136 _builtin_carver jog [Lab_Features/Carved_Files/Source6/NTFS Una... Jpg 80526 JPEG 55232936
381 [ 3733 265746269 builtin_carver.jpg {Lab_Features/Carved_Files/Source6/NTFS Una... jpg £1420 JPEC 56031089
382 [ 3734 266270005 _bullun_carver jpg  /Lab_Features/Carved_Files/Source6/NTFS_Una... Jpg 45013 JPEC 56554805
383 [ 3735 266270435 _bulltin_carver jog  (Lab_Features/Carved_Files/Source6/NTFS_Una. .. Jpg 4289 JPEG 56555235
384 ] 3736 285354831 builtin_carver.jog (Lab_Features/Carved_Files/Source6/NTF5 Una... jpg 86121 JPEG 75639631
385 [] 3737 298231381 builtin_carver.jpg [Lab_Features/Carved_Files/Source6/NTFS_Una... jpg 41719 JPEG 88516181
386 [ 3738 208231713 _bullin_carverjpg  [Lab_Features/Carved_Files/Source6/NTFS_Una .. Jpg 5889 JPEG 88516513
387 [ 3739 298246740_bulltin_carver jog [Lab_Features/Carved_Files/Source6/NTFS_Una .. jpg 5889 JPEG 88531540
388 [ 3740 298273153 builtin_carverjpg  /Lab_Features/Carved_Files/Source6/NTFS Una... ipg 48127 JPEG 88557953
Source Name: /cfreds_2015_data_leakags_pc.E01/ntfs

Plugin Name: Carved Files

Record No: 3721

File Name: 260281763 _builtin_carver.jpg

File Path: /Volumes/DEST/Person_of_Interest_2019-Oct-17T19-48-26/Lab_Features/Carved_Files/Sourcef5/NTFS_Unallocated_Space_Carving/)pg/
0_100/260281763 _builtin_carver.jpg

File Size: 209,96 KB (214995 bytes)
Fila Type: |PEG

Offser: 50566563

Tag
% Detafed Information | El Hex View T] TextView S Siings o Exif Metadata B Acple Metadata Je Mass < » (@ Preview

Selecting the item in the Sidebar will load the results of the carving in the Main Viewer
window.
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23. Hash Sets

RECON LAB has the ability to create and import commonly used forensic hash set
databases.

The hash sets can help an examiner identify files and/or remove files from a case.

e o Processing Status

I Source No. Source Name Apple Metadata  Exif Metadata Mime Type  Signature Analysis Hashes Verification

1 Sourcel JChuck Norris Facts.dmg/Chuck Norrls Facts G leted Ce leted Ci Comp o | Co Verify Remove
2 Source2 /Chuck Norris Facts Completed Remove
Cancel sar

Before using hash set databases RECON LAB will need to hash the files in the source
first. To find out if hashing is completed for a source click the Processing Status icon in
the Top Menu.

If the hashes have not been calculated for a Source click the checkbox and “Start”.

23.1 Creating Hash Sets

Before working with hash set features, a hash set category must be created and file
hashes must be added.

BDEARGSY G O m & [#

To create a new hash set click on the HashSet icon in the Top Menu.
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Import v Create

Chuck Norris|

Hashset Name

creae

Click “Create” and enter a name for your new hash set and click “Create” again.
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® & Hashset
Import Create Remove
Hashset Name Hide Matched Files

1 Chuck_Norris

Cancel Apply
The new hash set category is now created.
All Features skl Source s Chuck Norris Facts (Chuck Norris Facts.dmg)
} Search Filters n Show All
v/ Case: Ghuck Noris WL Gallery View
v ) Source
o ] =3 Record No.  Inode No./File ID File Name Extension
h A
V= Ghuck Noals Fans.dmg 1] ® 7 22 B 4d3.png png /4d3.png
& Chuck Norris Facts (9) 2 m 4 19 B 4fa594ch7ef5d jpg ipg /4fa594c07ef5d Jpg
> : Mobile Backup 38 ] | | 3 E chuck-norris-07.jpg j /chuck-norris-07.Jpg
» s Disk Images 40 | m 1 B Chuck-Norris-facts.|pg /Chuck-Norris-facts.jpg
» H RAM Images SE] [} 5 B chuck-norris-onions.jpg j /chuck-norris-onions.jp
> ‘ Apple Metadata 6f | m 9 B chuck-norris-played-russian-r... /chuck-norris-played-r
v O Exif idm i) 8 B dKzvjz6_400x400.jpg /dKZYjtz6_400x400.Jpg
-2 8 6 nope.j j /nope.j
P o @ B nope.jpg pe.jpg
9l @ 2 B Top-30-chuck-norris-jokes- Top-30-chuck-norris-)
» 4] File Extensions Bookmark
» B User Defined File Signatures Remove Bookmarks
» i) File Size Add Note
Snapehate | Remove Note L
» # Hashset & Chuck Norris Facts > Quick Look
Open With >
& Email Files Source Name: /Chuck Norris Facts.dmg/Chuck Norris Facts Send To Bucket >
== Arifacts Record No.: 2 Expott
Add To Text Indexing Queue
% Artifacts Keyword Search File Narme: Top-30-chuck-norris-jokes-1-Chuck-Norris-Memes_jng Carve Files
Y File Search File Path: (Top-30-chuck-norris-jokes-1-Chuck-Norris-Memes.|pg Carve Data
@ Content Search Inode No./File ID; 17 Add file 1o hashset database » Chuck Norris
File Size: 43.37 KB (44409 bytes) Search file with same hash > -
%) Artifacts Timeline Mime Type: image/jpeg Tags 5

To add files to the new category right-click on any files that have previously been
hashed and select “Add file to hashset database”.
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Export as CSV )

Hashset Name

Chuck_Norrls  3a4|
Chuck_Norris  ad8|
Chuck_Nomris 091
Chuck_Norris  cb2|
Chuck_Nomris 654
Chuck_Norrls 188
Chuck Nomis 943
Chuck_Norrls  6ad|

'S )[ Source. s x[ Chuck Norris Facts (Chuck Normis Facts.dmg) B "l
search  Fmers [} Show Al
BRI Gellery View
n o Record No.  Inode No.[File ID Flle Name Exrension Flie Path Flle Size Mime Type
1'g 5 1 16 = Chuck-Norris~factspg »o JChuck=Norris=facts Jpg 63432 Image/|peg
2 2 17 % Top-30-chuck-norris-jokes-1... jpg {Top-30-chuck-norris-jokes-1-Chuck-Norris-Memes.jpg 44409 image/jpeg
30 » [
4 4 19 & 4fa594c07¢f5d.pa s /41a594c07¢f5d.jpg 63551 image/ipeq
5 s 20 % chuck-norris-onions.pg »9 Jchuck-narris-onions Jpg 156331 Image/|peg
6 6 21 & nopelog oo /nope.pg 126694 image/ipeg
70 7 22 = 4dipng png /4d3.png 842166 Image/png
80O 3 8 23 & JKZY|1z6_400x400.4pg oo /dKZYjtz6_400x400./pg 31044 Image/ipeg
9 9 24 chuck-norris-played-russian-r... webp Jchuck-narris-played - russian- roukitte -with-a-fully-loaded-gu. ., 43692 image/webp
8 Chuck Norris Facts »
Source Name: [Chuck Norris Facts,dmg/Chuck Norris Facts
Record No. 3
File Name: chuck-norrs-07.jpg
Flle Path: jchuck-noms-07.jpg
inode No./File ID: 18
File Siza: 100,28 K8 (102634 bytes)
Mime Type: Image /|peg
Hashset Name. Chuck Norris
MDS: afid 1b8ad84 1062 1 Wida63bafc7abicdb
SHAIL: 1182¢13f542233d30a3147180200¢ 1cbeedc8157
Date Modified: 2019-Oct-20 18:57:26 CMT-4:00
Date Change: 2019-0ct-20 18:58:07 GMT-4:00
Date Accassed: 2019-0ct-20 18:57:26 GMT-3:00
Content Creation Date(Apple): 2019-0¢1-20 18:57:26 GMT-4.00
Content Modification Date(Apple): 2019-Oct-20 18:57:26 CMT-4:00
Last Used Date(Apple); 2019-0ct-20 18:57 26 GNT-4:00
Tag.
Examiner Notes:
4 Detalled Information Al Hex View Tl Tew View Strings - Exif Metadata | @ Asole Metedata & Mags Preview

Any files matching the hashes within the hash set database will be identified in the
Table View Column “Hashset Name” and in the Detailed Information pane.

Archiving the Hash Set Database

v

>
>
| 2
>
v

Lab_Conf

~ Artifacts_Timeline
Case_Configuration
Chat_View
CSVS
Hashset

. Chuck_Norris.sqlite

hashset_index.sqlite

If you want to archive your newly created hash set database so it can be imported into
other cases navigate the “Lab_Conf — Hashset” directory in your RECON LAB Case
Folder. Here you will find the hash set databases to archive.
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23.2 Importing Hash Sets

RECON LAB can import the following hash set database formats:
e RECON LAB SQLite

e Project VIC
e NSRL
e CSV
@ Hashset
Import Create Remove
SQlite ;ne Hide Matched Files
Project VIC

NSRL

csv

Cancel Apply

To import a hash set database click on the “Hashset” icon in the Top Menu. Use the
dropdown box to select a hash set database format.

Navigate to the location of the database and click “Open”.

® &
Tables Columns Data
Dby | ook 1
software INT 1
) mds_hash f8841d3a2a32f0d9bda967d0c43ab4a0c
shal_hash
m Cancel
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You may be prompted to select a specific table in order to import. For RECON LAB
SQLite databases select the “saved_hashsets” table and the “md5_hash” column.

® & Hashset
Import Create Remove
Hashset Name Hide Matched Files

1 2_Chuck_Norris

Cancel Apply

After clicking “Save” the new hash set will be available for use.

23.3 Removing Files From Case Using Hash Sets

RECON LAB provides the option of removing (hiding) files in a case that match hashes
found in a hash set database. This is useful for hiding benign system files that are
irrelevant to your investigation.

To remove files from a case with hashes click on the “Hashset” icon in the Top Menu.
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® & Hashset
Import Create Remove
Hashset Name Hide Matched Files
1 Chuck_Norris

Cancel Apply

Click the checkbox next to the hash set under the column “Hide Matched Files” and
then “Apply”.

Files matching the hashes in the hash set database will be hidden.

To unhide the files uncheck the checkbox and hit “Apply” again.

24. Hide or Show Files

RECON LAB includes a feature to “Mark files as Seen”. This is a way of tracking files
that you have already reviewed. To mark a file as seen click the checkbox in the
“Seen” column.,
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< | Source X Jermyn_01 Germyn_image.dma) R
4 Search Filters n Show All
Gallery View
] o Record No.  Inode No./File ID File Name Extension File Path
1.0 | 612368 607626 .dropbox.cache cache /Users/jermyn/Dropbox/.dropbox.cache
2@ n 612375 776571 .DS_Store JUsers/jermyn/Dropbox/.DS_Store
3 HE O 612376 607628 (1 Camera Uploads /Users [jermyn/Dropbox/Camera Uploads
4 0 n 612429 607681 = Getting Started.pdf pdf /Users/jermyn/Dropbox/Getting Started.pdf
5 ] n 612430 0 Icon JUsers [jermyn/Dropbox/icon
6 O [l 612431 607683 Photos /Users fjermyn/DropboxPhotos
7 HE) O 612436 607688 Private work docs /Users /jermyn/Dropbox/Private work docs
8 O | | 612564 607695 @@ Public /Users/jermyn/Dropbox/Public
9 'O n 612568 607698 . Safe BKUP.rtf nf /Users/jermyn/Dropbox/Safe BKUP.rtf
10 ] | | 612569 637992 . Safe.rtf rtf /Users/jermyn/Dropbox [Safe.rtf

Files marked as seen can also be “hidden” from the case view. To “Hide Seen Files” or
“Show Seen Files” right-click on any file and make a selection.

Mark As Seen
Mark As Unseen

Hide Seen Files
Show Seen Files

In the below image “Hide Seen Files” was activated. Only the files that were left
unchecked above are still visible.

€ 2| source s x| Jermyn_01 germyn_image.dm) s
4 Search Filters B Show All

Galery View

R o Record No.  Inode No./File ID File Name Extension File Path
3] ] 612376 607628 (i Camera Uploads /Users/jermyn/Dropbox/Camera Uploads
6 [] (M| 612431 607683 Photos /Users/jermyn/Dropbox/Photos
210 O 612436 607688 Private work docs /Users/jermyn/Dropbox/Private work docs
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25. Project Vic

RECON LAB supports Project VIC database formats Versions 1.1, 1.2 and 1.3.

For more information about Project VIC please visit their website here: https://
WWW.projectvic.org

Exporting as Project VIC Format

(4 >‘ Source — | Jermyn_01 (Jermyn_Image.dmg)
<< y Search Filters n Show All

uE AUV Gallery View

Record No. 1 Inode No./File ID File Name Extension

R <
1§ | o 612433 607685 B Boston City Flow.jpg i /Users/jermyn/Dropb
28 | i} 612434 607686 [ Costa Rican Frog.jpg j /Users/jermyn/Dropb
34 | m 612435 E07ER Ponciva Parakeat | j /Users/jermyn/Dropb
Bookmark

Remove Bookmarks

Add Note
Remove Note

Quick Look
Open With | 2
Send To Bucket >
Export
Add To Text Indexing Queue
Carve Files
Carve Data

C Jermyn_01» Users » jermyn> I [ Add file to hashset database Ul

>

Search file with same hash B

Source Name: /Jermyn_Image.dmg/Jermyn_01  Tags >
| 2

>

Run Filesystem Modules
Export Hashes As VIC Version 1.1

File Name: Pensive Parakeet.jpg Open Detailed Information Version 1.2

File Path: /Users/jermyn/Dropbox/Photos/San  Open with External Application
Copy to Clipboard )

Inode No./File ID: 607687 Mark As Seen

File Size: 468.85 KB (480098 bytes) Mark As Unseen

Mime Type: image/jpeg

Record No.: 612435

Hide Seen Files
Date Modified: 2012-Aug-31 12:07:30 GMT-4  show Seen Files
Date Change: 2013-Apr-30 13:43:24 CMT-4:(
Date Accessed: 2013-Apr-30 13:43:24 GMT-4  pecompress File

Date Added(Apple): 2013-Mar-06 15:04:35 GMT-4:00
Content Creation Date(Apple): 2012-Aug-31 12:07:30 GMT-4:00
Content Modification Date(Apple): 2012-Aug-31 12:07:30 GMT-4:00

To export files in one of Project VIC formats select the files of interest and right-click.
Select “Export Hashes as VIC” and select the version of choice.
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v | | Attachment
Boston City Flow.jpg
Costa Rican Frog.jpg
Pensive Parakeet.jpg
Person of Interest.json

The above picture is an example of a Project VIC export using RECON LAB.

26. Email Analysis

There are two ways to conduct email analysis in RECON LAB.
1. Automated Artifact Analysis using plugins.
2. Email Files Module

All Features

A/ ..V
| mail Q)

v Il Case: Person of Interest

4

v & Email Files
Google Mail (0)
v s Artifacts
v Email Artifacts
] Mail (835)
Email Client

Automated Artifacts Analysis

There are a variety of automated plugins for various email clients. If an automated
analysis is run and artifacts are found for a specific email client the results will be
loaded in the Sidebar for access. To view the results in the Main Viewer window select
the plugin in the Sidebar.
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(8! Artifacts o.x| Mail (835) x|
Keyword Search Time Line Search Show All (= Exporr  HTML B T Report

m Contacts List VP Contacts  Moessages  All Attachmonts  Open Attschments  Signature  Smart Mailboxes  Rules  Recoived Attachments Fies  Roconts  Mail Data  Appointments  Call History </ »

L) Tag Record No,  System Account User Name Account Description Date Added Signature
1 | | L jermyn alfred jesmyn
2 2 jermyn alfred jermyn
3 3 jermyn alfred_jermyn@yahoc.com
a 4 jermyn alfred jerymn

Account D, f478f027-d346-42cd-8542-c442007d5650

Account Name: Gmal

Account Path: /Users/machoy/RECON_TMP/RECON mount_path/RECON MNT_disk3_lermyn_Image.dmg/Usars/jermyn/Library/ Mall/V2/IMAP-alfred jermyn@imap.gmail com
Account Type: IMAPAccount

Hostname: Imap.gmail.com

ISP Account 1D IMAP

Port Number: 993

SMTP Identifier: smtp.gmail.com:alfred jermyn@gmail.com
Server Name: Gimap

Vendor: Google, Inc.

Archieve Mallbox Name: Archive

Draft Madbox Name: Drafts

Examiner Notes Mailbox Name; Noces
Sent mailbox name: Sent Messages
ToDos Mailcox Name: Apple Mail To Do
Trash Maibox Name: Deleted Messages

No Preview Available

Status. Active
Last Sync Date: 2013-jun-07 10:33:49 GMT-4:00
Date Added:
Signature:
Artifacts Source File:
Artifacts Source: JUsers/jermyn/Library/Mail/V2 [MailData/Accounts.plist
4 Detled Informaton |l Hexview Tl Texview S swngs w BdfMendas @ Apple Merac | b M @ Previen

Email Files Module

A separate “Email Files Module” can be found in the Sidebar. This module attempts to
unify as many mail accounts as possible into one review platform.
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¢ > Email files 9z emix s
) Seach  Fikers [ ShowAl
Accounts To From Cc Subject Datetime
’ 29A2-4F82-9218-A 108 572114 Rufus McGregor alfred jermyn Yemen 2013/03/11 08 44 00 GMT—4
» AosiMAP-alfred jermyn 58 || Rufus McGrogor alfred jermyn Expanding 2013/03/06 12:25:00 GMT-4
v IMAP-aifred jermyn@mep.gmeil.com s O Rufus McGregor alfred jerrmyn Avold an Audit 2013/03/04 17.05.00 GMT~4
¥ o [Gmaill.mbox 6 [
@4 Drafts mbox 6 0O Rufus McGregor alfred Jermyn Check It out 2013/02/20 0633 00 GMT~4
=1 Important,mbox 62 | Rufus McGragor atfred jormyn Fake Accounts 2013/01/10 17:08:00 GMT-4
=1 Sent Mall moox 6 0O alfred jermyn@gmall.co. . Sam Axe The B0OK 2012/08/29 093300 GMT-4
=0 All Mall mbax 64 | alfred com  =Mutf-82QArip tripwolf Nowslatter: Wa... 2013/03/06 16:25:00 GMT-4
=1 INBOX mbox 6 O (. *tripwol ™ your personal tripwoif . 2013/03/06 17 25:00 GMT-4
i Sent Messages.mbox 66 | Rufie alfred jermyn alfred jermyn@gmail.com Grip Removal 2013/03/04 16:54.00 GMT—4
98 S mbox 6 0 Mike L Mike L Android 2012/10/18 08:58 00 GMT-4
» IMAP-alfred jer Pl 68 [] alfred jermyn@gmall.com Mika L Toyata Repair Log 2012/09/16 09:37:00 GMT-4
6 [ Atin Bansal Mike Toyt Vi 2012/09/06 16:35:00 GMT-4
20 | Rufie alfred jermyn alfred.jermyn@gmall.com Grip Removal 2013/03/04 16:54:00 GMT-4
n | Rufla alfrad iermun Alfred lacommdomall com  Crin Ramoval 01N NA 1A S NN CMT -4
V2 /IMAP-alfred gemail Messages.mbox 4 $8665 BC-0949-4080-AA2 g partial.emb
Attachments  Raw Data
reh Test Search

alfred jermyn 2013/03/04 16:54.00 GMT-4.00
ToRufle  Ccalfred jermyn@gmail.com
Grip Removal

Mss S0
5ag Y
Hey, Just FY1 | found out what that tool |5 for=85.

-A

No Preview Available

The upper left panel is the “Accounts” pane. All supported mail accounts will be found
here along with their mailboxes.

The right panel contains a table view of supported mail messages.
Additional information is provided below when a mail message is selected.

The “Message” tab seen above shows the message in HTML view.
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< 2 Emal Files. 8 emix s
| Searth  Filters Show All
Accounts To From Ce Subject Datetime
e 20A2-4F82-9218-A 7108 57 3 Rufus McGregor alfred jermyn Yemen 2013/03/11 08:44.00 GMT~4
» AosIMAP-alfred jermyn 58 Rufus McGragor alfred jormyn Expanding 2013/03/06 12:25:00 GMT-4
v IVAP-alfred.jermyn@imap gmail.com 5913 Rufus McGregor alfred jermyn Avold an Audit 2013/03/04 17:05:00 GMT-4
¥ 75 [Gmaill.mbox 50 |
74 Drafts.mbox 61 ] Rufus McGregor alfred jermyn Check It out 2013/02/20 06:33.00 GMT-4|
=1 Important.mbox 62 @ Rufus McGragor alfred jermyn Fake Accounts 2013/01/10 17:08:00 CMT-4
=, Sent Mail.mbox 63 ] alfred jermyrdgmall.co... Sam Axe The BOOK 2012/08/29 09:33.00 GMT-4|
#3 All Mail.mbox 54 [ alfred. com  =7uti-&1QMripw tripwolf Newsletter: Wa... 2013/03/06 16:25:00 GMT-4|
=4 IN3OX.mbox 65 i “tripwol* your personal tripwolf 1. 2013/03/06 17:25:00 GMT-4|
1 Sent Messages.mbox 66 |1 Rufie alfred jermyn alfred.jermyn@gmail.com Crip Removal 2013/03/04 16:54:00 GMT-4
o3 Sentmbox 67 Mike L Mike L Android 2012/10/18 08:58.00 GMT-4|
» IMAP-alfred R e v 68 [ alfrec.jermyn@gmail.com Mike L Toyota Repair Log 2012/09/16 09:37:00 CMT-4
69 Atin Bansal Mike Toyt VIN 2012/08/06 16:35.00 GMT-4
0 | Rufie alfred jermyn alfred.jermyn@gmail.com  Grip Removal 2013/03/04 16:54:00 GMT-4
- - Al R1iim alfcad imemvn allend Intrmm@email coen Crin Rwmeal 2013004 16540 CMT-4
I V2 /IMAP-aifrad gmail.com/Sant ~0949-3080-AA2 T [618.partial emix
Message EEICSTRTEN Raw Data
Filename Quickicok Open in Finder File Exist
1 Removing One piece grips from Sig.pdf  Quicklook Open in Source Yes
No Preview Available

If an attachment exists they will be listed in the “Attachments” tab.
provided for opening the file in the source (“Open in Source”) and to

with “Quick Look”.
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Viewing Message As Raw Data

£.2| Email Files RN emix 8|
| Seach  Fites [ Showall
Accounts To From (<3 Subject Datetime
> 20A2-4FE2-9218 108 7 0 Rufus McGragor alfred jermyn Yemen 2013/03/11 08:44:00 GMT-4)
» AosIMAP-alfred jermyn 58 Rufus McGregor alfred jermyn Expanding 2013/03/06 12:25.00 GMT-4
¥ IMAP-alfred jermyn@imap.gmall.com 9 0O Rufus MecGragor alfred jermyn Avoid an Audit 2013/03/04 17:05:00 GMT-4|
v =5 [Gmaill.mbox 6 ]
7. Drafts.mbax 682 1 Rufus McGragor alfred jermyn Check it out 2013/02/20 06:33:00 GMT-4]
74 Important. mbox 62 Rufus McGregor alfred jermyn Fake Accounts 2013/01/10 17.08.00 GMT-4
71 Sert Mail.mbax 68 alfred jermyn@gmall.co... Sam Axe The BOOK 2012/08/29 09:33.00 GMT-4
o4 All Mail. mbox 64 alfred. com =nul-87Q tripwoll Newslester: Wa...  2013/03/06 1625 00 GMT-4]
%4 INSOX.mbox 65 ] “wipwolf® Your personal tripwolf t... 2013/03/06 17:25:00 GMT-4
o0 Sent Messages.mbox 66 O Rufie alfred jermyn alfred Jermyn@gmail.com  Grip Removal 2013/03/04 1654 00 GNT-4|
= Sent.mbox 67 [ Mike L Mike L Android 2012/10/18 08:58:00 GMT-4
> ARl e Syl 68 O aifred jermyn@gmail.com  Mike L Toyota Repaif Log 2012/09/16 09:37.00 GMT-4
69 Atin Bansal Mike Topt VIN 2012/09/06 16:35:00 GMT-4
n O Rufle alfred jermyn alfred jermyn@gmall.com  Grip Removal 2013/03/04 16:54.00 GMT-4
7 Dibia Albend imrrmen Albrad iarmun@amsil sam  Crin Bamens | 30120704 15 €400 CT-4|
fUsers/|; ILiky /2 IMAP-alfred. gmall. 'Sent Messages.mbox/4386658C-0949-4080-AA2 7-61DEB3919560/Data/Messages/616.partial.emix
Message  Attachments
Search Text Search
1235

Return-Path: <alfred jermyn@gmail.com>
Recetved: from 10.0.1.3] (c~24-91-79-203 hsd1.nh comcast net. [24.91.79.203])
by mx.google.com with ESMTPS |d hrlsm39892340qeb.3.2013.03.04.17.54.22
(version=TLSv1 clpher=ECDHE-RSA-RC4-5HA bits=128/128); Man, 04 Mar 2013
17:54:23 0800 (PST)
From: alfred jermyn <alfred.ermym®amall.com>
Coment-Type multipart/mixed
boundary="Apple-Mail=_42396C30- 1DFO-4CEC-AB39- 10EIBDAFESOS"
Subject: Grip Removal
Date: Mon, 4 Mar 2013 20:54:21 -0500
Message-1d: <1FEBI698-5637-496A-9088-00A9B178DEF8@amail.com> No Preview Available
Cc: alfrad jermyn@gmall.com
To: Rufie <rufumcgrogor@icloud.com>
Mime-Version: 1.0 (Mac 05 X Mail 6.2 \(1499\)
X-Mailer: Appla Mail (2.1499)

~-Apple-Mail=_42396C30-1DF0-4C8C-A639-10E380AFENNS
Content-Transfer-Encoding: QUOTED-FRINTABLE
Content-Type: TEXT/PLAIN;

charset=-windows-1252

Hey, just FY1 1 found out what that tool is for=85.
A

The last tab interprets the message as text. This view is commonly used to see emalil
header information.

27. Timeline Analysis

The ability to sort data by timestamps is found throughout RECON LAB.

RECON LAB includes two special ways to create amazing timelines with support for
hundreds of unique timestamps.

1. Super Timeline — creates a CSV or SQLite database of standard system
timestamps and/or Artifact Plugin timestamps.

2. Artifacts Timeline - visual view of events based on timestamps from
automated analysis.
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BEAHSY G BOm & &

The Super Timeline can be activated by clicking on the “Super Timeline” icon in the Top

Menu.

e @
Output Format () SQLite

Records: File System Records

File Name Super_Timeline

File Path /Volumes/DEST/

Start Time ~ 2019/Jan/01 07:00) End Time

RECON LAB - Super Timeline

Artifacts Plugin Records ) Both

2019/0ct/20 21:08

Cancel OK

Once selected the Super Timeline configuration window will appear.

The Output Format can either be SQLite (recommended) or CSV. If you choose CSV
the number of records is limited to 1,000,000.

An examiner can choose to include the standard timestamps of File System Records,
timestamps of Artifacts Plugin Records or both.

A Start Time and an End Time can also be provided.

To create the Super Timeline provide a File Name, File Path and click OK.
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L for SOLIE - Thnedine syl

£ o Gratzname 3 O Dwmsawe Jie rmen Ziveeer e

Databese Suucire Ec Pragmas  Execite SOL

Tabla; | timeliw,_dsta B 9. New Record Delete Record
" Tereatars Suwrw_Mare Sarn e Sourcs itam! hent Puge Coagery
- — . = S— G re
1 \ 201 WOV 1 act 426 CUT 400 Medfeation Trws  MOOF JCATALNA sparvarmage CATALING P LG WHITL ke ietoud L T Spmers Ties
2 tom TOITIAMA 1911047 GUT400  Medtfaton Trve | MODE CATAINA sparvamage EATALN RMRLiago. Rl Spmen Fies
R IO I SSOGUIA00 L Mot OTMOD Meton Norwe
“ 1T 201 3/02/08 | 115513 GMT-€00 Modfeaton Tme  WIOF com e Spsen Fhes
ER 01N (BIAD4 GMTADY  MOTEsten Tew | MDF SCATAINA A3 T AT AL st rowes Lt sueseriiee . twesean =
L] Toee B01 3/CR/26 ) 32 2A4 GMT-4.00 Oace Woafed DTHOD e Noves.
7 e T013/C8/1 3 21:2TOT GMT-400 Cas Moot ™o Ty Notes N
L] a2 FO13/C3/21 91:2246 GMT-400 Modfeton Tewe  MOOF I, Fibe Sraeny Fies.
u ws 201 9/CE/1 5 214640 COUT-400 Medheation Teme  MOOF Y o Pile Symeny Fias
0w e 2019/0671§ 11146446 GUT 400 Nodfeuton Tve  MOOF JCATALIN, Adars i mehesy Rocoered Flon - Mg 30, 201G 100 e Spman Fie
nooarrm ¥ cuesr A AdenesreachenRaconernd S - A 80, 10193 100 e Syeary Fine
2 TN A0IR0S/16 146248 GUT 400 Comem Medte . CuMOD AT AdarssmvaetoyRecoven Fles - A 30, 1018 & 100 File Spmany Fas
135 e 201006710 10:5301 GMT-&00 Merdfraton Tme  WOEW = TDE-L) ke e e Sreeny Thes
"W e 01 /070 P64 394 GMT-4 00 MF W) SuTn - FORMGES SITOANS] - AGTISTRON fiooge Cvome Syscee Data
Ty 01 /CP/TY P43 T GMT-A00 Lt Vit T Lyt om L e g Ovorw oy
15 e E01/OP/05 20451 T GMT-4 00 Last Ve Tane LnsT Yoo |13 A M Googe Cwone Hscory
wo e TO13/C7/03 20451 T GMT 40O Lant Vst Tee  LYST whos SMUNLLC e “ My
AL Bt - 201WCPME 20451 T OMT-400 Last Vish T eT SCATAUNA spo sorrage TATALINA oo (3} LA e Cooghe Dwore: Hatery
1w s 201 1CPA8 20:45:1 T CUT 40O Last Vist T LVET JCATAUNA sparsamage CATALINA. irkos [2) - swhslen@surmur.com - SMIH LLE Uak azery
2 e 2015,/C7/05 36:235:30 GUT.400 Dote Mool DTMOD ATANA Meten Nores
n e VMO D AT GUIALD  LaetViet Teme LT JCATALINA sparmeragu/CATALBA QL ok Hipe: sk grocte com ol Coogle Covome Metery
22 wes2) 2019007/1 7 229252 GMT400 e e LVST JCATALINA Sparsamage /AT ALING SAANI L b Trgss gt e, Googa Cvome Hstery
73 ey FOVWOTS 1T 2B GMT-&00 Last Y e st SUATAINA sparserrsge /LAT ALV SUMURILLC Ve g fgned com' Googhe Cwnme Maory
2 reesez EOINOV/| T LLAESE M) Last vn tee st AT ALNA S ST AT ALA SN L e TLESS . Joue Loov et/ ooghs Ovore sy
B3 TOORT T01W/00/97 22:5936 GMT-400 Lanl Vieh T waT Yoo C o Cwomm Masary
28 ros 2019/08/08 22:44:46 OMT 400 Laat Vit T sy SCATAUNA g sermage /CATALINA SR LLC - Cobender e/ aicater guoge con/caenéer /b e Safert Hatery
7 o 2013/C0/38 32:444T TMT400 Last Vit T LVST JCATALNA S parsaimage /TATALINA BRI LIC - Colendar - A 2019 Hga s/ cansear grige concamndes b/ it taten arary
n  nos 201)/0808 22:4450 CUT-400 Lant Vit Tome ST SCATAUMA spwrsormmge TAT ALV SN LLE - Coberder - Asguer 2019 e/ /cuasénr gocge con/esendur b/ e Sofen Matery
% maw VMO 174AST GUTA0O st Vier Tee LT JCATALIMA sparemmage AT AL AL Colanir - Az 2076 Vet camadr gacgga comicaienden b/ e Satart Hetery
D rReass 401 ORMAE 12:4457 GMT-400 Lot Vi T YS! CATALMA sorsrmine /AT ALNA SN LLC - Caendter - A 2014 A et soco con o b | 1 Saewn Haters
M { 1-00f257¢ » A Go %0; 1

Once the Super Timeline is created you will be prompted to review the results.

27.2 Artifacts Timeline

In order for the Artifacts Timeline to create a timeline make sure that you have run
some or all of the Artifacts and Plugin modules for automatic analysis.

DELHSY ® &

To start an Artifacts Timeline click the “Artifacts Timeline” icon in the Top Menu bar.
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£ 2| Artifacts Timesne sx| Atifacts Timeline x|

Plugin Search

Plugins Artifacts Timeline
L4 Alrport WirelesaNetwork
Apple Installed Applications
Bach History

Bluetooth

Calendar

Connected i0S Devices
Contacts

Data Destruction

Deleted Users

Disk Urility

Disk Utility Saved List
Dropbox

FS Events

FaceTime

L%

YYYYIYTYTYYYYVYNY
O O VS U S U SIS

imestamp Search

Type
ACITM Active Timestamp
ACKDT Acknomledged Dan
AONDT Alert On Date
ATLUP Account Tracker Se
CNCRT Content Creation D

CNMOD Content Modficatic
CONCR Convarsation Creat
COnFl Configuration Dowi
CONMD Contact Modified O I
CREAT Creation Date
r
10 1 12

DBRTH Birthday
DTADD Date Added
DTCON Connacted Date m . || —

nren - 04 05 06 07 D08 0%

INEEENEENEEEREEN <

A = I.-Il Il.-- n_
14

13 15 16 17 13 19 20 21 2 23 24 /26 27 28 29 30 31
01-Jan-2013 00:00:00
20-0ct-2019 21:55:30

Apply

8¢

© Daywise Hourly Duration. |en-2013 Page 1 of 82 ¥ Go to Page Go  Save Export  Open In Tableview

Start by selecting the artifacts of interest in the Artifacts List and timestamps of interest
in the Timestamp List.

Timestamp Search

i Type

W ACIT™M Active Timestamp
B ACKDT Acknowledged Dat¢
B AONDT Alert On Date

B CNCRT Content Creation D
B CNMOD Content Modificati¢
W CONCR Conversation Creat
B CONFI Configuration Dow|
B CONMD Contact Modified D
B CREAT Creation Date

Note: FS Events artifacts can contain millions of records. Be aware that this will take
time to load.
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Start 01-Jan-2013 00:00:00 g
End 31-Mar-2013 23:59:59 "
Apply

Next, select your Start and End dates and click Apply to create the Timeline.

Once complete you will have a graphical view of all the parsed and selected artifacts
along a graphical timeline.

Artifacts Timeline

350

’ I-I,I_III.-_II-_I ll-__ m

03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 21 22 23 24 25 26 27 28 29 30 31

Yearly Monthly © Dpaywise Hourly Duration: Jan-2013 Page 1 of 3 > Go to Page Go Save Export Open in Tableview

The timeline can be viewed by Year, Month, Day wise and Hourly.

To move backward and forward through the timeline pages use the navigation buttons
or go directly to a page by using the “Go to Page” option.
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Save Export Open in Tableview

In the graphical view, you can save a picture of the current graph by clicking the “Save”
button.

To export the data into a CSV file click the Export button.

To review the results in a table view click the “Tableview” button.

Events - 30 [

Category - Thu 17-Jan-2013
Plugin - Google Chrome

16

Each color in the graph represents a different artifact. Hovering over the color will
display a popup window with additional information about the plugin.
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[ Anifacts Timeline X Anitacts Timeline 2x|
Export Save Close
["Ariltacts st ] Graph View  Sefari-Sep-2019
~ Y Timestamp Type Record No. Plugin Category Item 1 Item 2
Phch:;], bl 61 2013/01/24 13:58:26 GMT-4_ LVIST 7083 Safarl Histary Creaper Than Dirt - America’s. . hitp://ww.cheaperthandirt.c
S A oo WO 62 2013/01/24 13:58:50 CMT-4... LVIST 7062 Safari History Fobus Holster http:/ /www.fobushalster.com/
» v Apple installed Applications 6 2013/01/24 13:58:58 GMT-4 _ LVIST 7061 Safarl History Fobus Holster: Thumi Lever H_. http://www.fobushalster.com. .
» ) RashMistary 64 2013/01/24 13:59:06 CMT-4... LVIST 7060 Safari History Fobus Holster: Compact Holst... http://www.fobusholster.com. ..
» 7 Buewoth 65 [ 2013/01/24 13:59:10 GMT-4.. LVIST 7059 Safarl History Fobus Halster: Thumb Break H . htp://wwv.fobushalster.com
» 7 Calendar 66 2013/01/24 13:50:38 CMT-4... LVIST 7058 Safari History Fobus Holster: Inside Waistba... http://www.fobushalster.com...
» ¢ Connected i0S Devices 67 ] 2013/01/24 13:59:44 CMT-4 . LVIST 7057 Safarl History Fobus Holster: Standard Hofst. . hittp: / /www.fobusholster.com
» 7 Contacts 68 2013/01/24 14:00:09 CMT-4... LVIST 7056 Safari History Fobus Holster: C2 750 COMP...  http://www.fobushalster.com. ..
> . DaaDestruction € 2013/01/24 14:00:25 GMT-4..  LVIST 7055 Safarl Histary Fobus Holster hittp / fwwv.fobusholster.com
B3 Daled (sars 70 2013/01/24 14:00:34 CMT-4... LVIST 7054 Safari History Fabwus Holster http: / /www.fobusholster,com. ..
: j ::: ::::: ST g 2013/01/24 14:00:43 GMT-4._ LVIST 7053 Safarl History Fobus Holster: $IG 220, 239, . http://www, fobushalster.com
> i Drophox 72 2013/01/24 14:01:26 CMT-4... LVIST 7052 Safari History Fobus Holster: SIG/SAUER 239...  http://www.fobusholster.com...
SR I Kt B O 2013/01/24 14:01:41 GMT-4.. LVIST 7051 Safari History Fobus Holster: SIG/SAUER 239, http://www.fobushalster.com .
> (7 -FaceTims 74 2013/01/24 14:01:49 CMT-4... LVIST 7050 Safari History Fobus Holster: SIG SAUER 239 .. http:/ /www.fobusholster.com. .
= O 2013/01/24 14:02:14 GMT-4.. LVIST 7049 Safari History Fobus Holster: SIG/SAUER 239, http://www.fobusholster.com .
76 2013/01/24 14:02:30 CMT-4... LVIST 7048 Safari History Fobus Holster: SIC/SAUER 239...  http://www.fobushalster.com. ..
Timestamp Search 7.0 2013/01/24 14:02:56 GMT-4.. LVIST 7047 Safari Histary cheaper than dirt - Coogle Se...  hitps:/ 'www.google.com  sear.,
- = 78 2013/01/24 14:02:58 CMT-4... LVIST 7046 Safari History http: / /www.google.com  ur?s...
ST Femm k] = 2013/01/24 14:03.02 GMT—4... LVIST 7045 Safari Histary Cheaper Than Dirt - America’s .. http: //wwwv.cheaperthandirt.c .
i s b (= 2013/01/24 14:03:11 CMT-4... LVIST 7044 Safari History Creaper Than Dirt - America's...  hitp:/ /www.cheaperthangirr.c. .
oG o 81 2013/01/24 14; . LvST 7043 Safari History Fobua 51G Sauer 239 9mm Evo... http://www.cheaperthandirt.c. .
& AP plaisisivers | Y] 2013/01/24 142 . LT 7042 Safari History CreaperThanDin's Holster Sea... hutp:/ /www.cheaperthandirt.c. ..
s o o crtead 18 2013/01/24 14; . LvsT 7041 Safari History Cheeper Then Dirt - America’s... http://wwn.cheaperthandirt.c...
W oMoD Content Modificatk 8 2013/01/24 14:04:01 CMT-2 LVIST 7040 Safarl History Cheaper Than Dirt - Amarica’s .. hrtp: / fwww.cheaperthandin.c.
W CONGR Conversation Cread 1185 2013/01/24 14:04:33 GMT-4... LVIST 7039 Safari History Cheeper Then Dirt - America’s .. hitp://wwn.cheaperthandit.c. .
W CONFl Configuration Dowt 8 2013/01/24 14:05°12 CMT -4, LVIST 7038 Satarl History Fobus Paddie Molster Left Han. hrtp: / fwww.cheaperthandi.c.
W ConuD Contact Modified D | &7 2013/01/24 14.05:20 GMT—4... LVIST 7037 Safari History Fobus Paddle Holster Right Ha...  http:/ fwww.cheaperthandini.c. .
W CREAT Crestion Date 8 2013/01/24 14:05:41 CMT-4..  LVIST 7036 Safarl History Cneaper Than Dirt - Amarica’s .. hitp://wwiw.cheaperthandirt.c
W OBRTH Birthday & 2013/01/24 14:05:51 CMT-4... LVIST 7035 Safari History Fobus Evolution Roto Belt Hols... http://www.cheaperthandirt.c...
W DIADO Date Added 90 2013)01/24 14:06:08 CMT-4 LVIST 7034 Safarl History Fobus Paddie Holster Right Ha..  hrep:/ /www.cheaperthandiri.c. .
W DTCON Connected Date 91 2013/01/24 14:06:22 CMT-4... LVST 7033 Safari History Fobus 51G 230 40 and .357 E...  hittp://www.cheaperthandirt.c...
e Commc: 5 2 2013/01/24 14:06:51 GMT-4.. LVIST 7032 Safarl Histary Fobus SIG 239 .60 and 357 E . hup //www.cheaperthandir.c.
-~ 0T 2018.00:00:00 .9 2013/01/24 14:10:56 CMT-4... LVIST 7031 Safari History you tube - Google Search https:/ 'www.google.com/ sear..
A o4 2013/01/24 14:10.58 CMT-4 LVIST 7030 Safari Hisiory hrtp: / fwww.google.com(url?s
S O st < oes 2013/01/24 14:11:05 CMT-4... LVIST 7020 Safarl History fobus holster - YouTube hittp: //wwow.youtube.com/es...
AppYy 96 [ 2013/01/24 14:11:08 GMT-4.. LVIST 7028 Safarl History Glock Fobus hoister review & . hitp://wwiv.youtube.com/wat
&

Double-clicking on a plugin in the graph will open its results in a table view.

Export Save Close

The results can be exported to a CSV file using the “Export” button.

Selecting the “Save” button will save this table to the Sidebar and can be found under
“Artifacts Timeline”.

Clicking the “Close” button will close the graph.
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28. Redefined Results

Redefined Results are a way to collate data across different devices that use different
applications. It allows a complete picture of events even when a person is using a
mobile device, laptop, and a computer in a single day.

Redefined Results are available for Web History, Messaging and Location Data.

€2 Redefined Result e Locations (145 ¢x|
Search  Fiters [ Showal

Gallery View

" Record No. File Name File Size Mime Type File Path Lathude Longltude Hashset Name

1 0 261973 = MG_000LJPG 1896240 i lications/Xcode.app/ Contents/De... 38.0374 -122.803 634
2 O 261975 = MC_0003 PG 1505426 app/Contents /De... €5.6829 -17.5489 916
3 261976 5 IMG_0004JPG 1268382 jons/Xcode.app/Contents /De.,. 64.7529 -14.5366 70
4 MC_0005 JPG 1852262 Image/jpegy /Applications/Xcode.app, Contants /De 2

5 J 261978 5 IMG_0006.HEIC 2808983 ionjoctet-st.. icatis de.app/Contents /De.. 377601 -122.51 24F
6 [ 686545 5 IMC_O00LJFG 1896240 JUbraryy Prinstal . 380374 -122.803

7 GBES47 ©  IMC_O003JPG 2505426 i ILibrary! B d PRinstall .. 65.6829 -17.5489

3 O 6BESAE 5 IMC_0004JPG 1268382 JLibrary Prinstall . 64,7529 -14.5386

9 BBES49 & IMC_0C05.PG 1852262 | ILibrary B d! PRinstall .. 6315314 -19.5112

10 0 BBESSO 9 IMG_0006,HEIC 2808983 Joctet-st . /Library Prinstall . 37.7601 -122.51

11 B65688 * bothjpg 6422 Image/ipey System/Library /Automator/Flip Imag ... 36.4192 254312

12 ] B65689 & DOth@2xjpg 12521 Image/jpeg /System/Library/Automator/Flip Imag 364192 254312

B o 865749 = horizontaljp 6494 Image/ipea {System/LibraryjAutomator/Flip Imag... 364192 25.4312

14 ] 865750 = horizontal@2x jpg 126086 ISystem/L ip Imag 64192 154312

15 O BG65787 = normaljpg 5493 image/ipeq {System/Library/Automator/Flip Imag... 364192 254312

16 B6S78R = normal@2x.pg 12534 9 /System/Liby p Imag 364102 254317

17 0O 865829 = verticalipg 6428 image/ipeg 1System/Library/Automator/Flip Imag... 364192 25.4312

1% RASR3ND o wertical@Zx.ina 12498 imaoalinea JSvstem/Library /Autamatar/Flio Imag 364192 25.4312

Source Name: (CATALINA.sparseimage/ CATALINA
Record No.: 261977
File Name: IMG_0005./PG

File Path: /Xcode.app ! Contents /D OS. Y I ! [ C

SampleContent/Mecia/DCIM/100APPLE/IMC_0005./PG

Inade No./File 1D:
File Size: 1,77 MB (1852262 bytes)
Mime Type' Image/jpeg

Hashset Name
MDS: 2¢838208882840700192d 77b1fSdeclf
SHAL: f31bd3

7546870

Date Modified: 2019-5ep-11 03:23:18 CMT-4.00
Date Change: 2019-Sep-27 11:31:18 GMT-4.00
Date Accessed: 2019-Sep-11 03:23°18 GMT-4:00

Tag:

Examiner Notes:
4 Detalled mformation LB Mexview T| Tewt View S swings B srmendn @ Apple Metadata & Maps B Preview

Redefined Results can be found in the Sidebar and viewed by double-clicking on the
result of your choice.
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28.1 Collated Location History

€ 2| Redefined Result o Locations [145) 8%
Search  Fiters [  ShowAl
Gallery View
L] Record No. File Name File Size Mime Type File Path Latiiude Longltude Hashset Name
1 261973 = MG_000LJPG 1896240 i Ai Meode.epp/Contents/De, .. 38.0374 -122.803 634
2 O 261975 5 MC_0003 PG 1505426 app/Contents /De... €5.6829 -17.5489 916
3 261976 5 IMG_0004JPG 1268382 i i MXcode.app Contents /De.. 64.7529 -14.5366 70
4 1852262 Image/jpeg
5 261978 5 IMG_0006.HEIC 2808983 Joctet-st... /Xcode.app/Contents /De.. -122.51 24F
6 [ 686545 5 MC_000LJPG 1896240 u v/ PKinstall.. 380374 -122.803
7 GBES47 ¢ IMC_O003UPG 2505426 ILibrary! B d PRinstall .. 65.6829 -17.5489
3 O 6BESAE 5 IMG_00D4JPG 1268382 JUibrary PRinstall . 64,7529 -14.5386
9 BBES49 & IMC_0CO05.PG 1852262 Library I d! Pinstall .. 6315314 -19.5112
10 BBESSO 9 IMG_0006,HEIC 2808983 Joctet-st.. /Library Prinstall . 37.7601 -122.51
11 B65688 * bothjpg 6422 Image/ipey System/Library /Automator/Flip Imag .. 36.4192 254312
12 BE5689 & DOth@2x jpg 12521 Image/jpeg /System/Library/Automator/Flip Imag 364192 254312
13 0 B65749 = horizontalipg 6494 Image/ipeq System/Library /Automator/Flip Imaq... 364192 254312
14 ] 865750 = norzontal@Zx jpg 12606 Image/|peg /System/Library/Automator/Flip Imag 364192 154312
15 O BG65787 = normalipg 5493 image/ipeq {System/Library/Automator/Flip Imag... 364192 254312
16 BGS78R = normal@2x.jpg 12534 9 /System/Lib: p Imag 36.4192 25.4317
17 0O 865829 = verticalipg 6428 image/ipeg 1System/Library/Automator/Flip Imag ... 36,4192 25.4312
1% RESR3D ©  wertical@Zx.ina 12498 imanalinea JSvetem/Library /Autamatar /Flio Imag 364192 25.4312
Source Name: /CATALINA.sparseimage/ CATALINA
Racord No.: 261977
File Name. IMG_0005.PG
File Path: /Xcode.app] Contents/O: 0S. Y per 1 108 C '
SampleContent/Media/DCIM/100APPLE/IMC_0005./PG
Inade No./File 10:
File Size: 1,77 MB (1852262 bytes)
Mime Type Image/|peg
Hashset Name
MDS: 2¢838208882840700f92d77b1fSdeclf
SHAL: 31bd3 546870
Date Modified: 2019-5ep-11 03:23:18 CMT-4:00
Date Change: 2019-Sep-27 11:31:18 GMT-4.00
Oate Accessed: 2019-Sep-11 032318 GMT-4:00
Tag:
Examiner Notes:
4 Detalled information | Mex view T| Tewt View S Suings o] £uf Metadata @ Apple Metadata b Maps Preven

Any data containing location data will be collated in the Redefined Results for Location
History.

28.2 Collated Messaging

Messenger Redefined Results collate different messenger applications from different
sources into one.

¢ 2 Redefine Result s Massanger x|
Search Show All Timaline
Graph Vien  Pie View
Record No. Plugin Sender Recever Message Timestamp

) S 84 Messages rufumegregor@icloud com alfred jermyn@icloud.com Did u get this? 2013/01/05 20.04.16 GMT-4.00
2 O 176 Skype makinben|ls aifred jermyn Wassup?l Add to your list foo 2013/01/08 064300 GMT-4:00
3 1) 85 Messages alfred.jermynBicloud.com rufumegregor@cloud .com yeah, just got it sorry for the deley 2013/01/08 09.05.00 GMT-4.00
4 O 86 Messages alfred jermyn@icioud.com rufumcgregor@cloud.com 1 had a closa cad 2013/01/08 0905:13 GMT-4:00
5. SEl 87 Messages alfred. jermyn@icloud.com rufumegregor@cloud .com no worries though, | took care of it 2013/01/08 09.05:22 GMT-4:00
6 [ 88 Messages rufumegregor@icioud com aifred jermyn@icloud.com Hey no worries glad u gotitt | figure If aryone . 2013/01/08 11 40 02 GMT-4.00
7 [ 89 Messages alfred. jermyn@icloud.com rufumcgregor@cloud.com Il check my secret PO BOX today and see if iti... 2013/01/08 15:46:36 GMT-4.00
8 [ 90 Messages alfred jermyn@idioud.com rufumcgregor@cloud com i got it, ail set up now 2013/01/10 21:32.00 GMT-4.00

The Event View tab provides a table view of all the data. The results can be filtered
using the Search box.
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e o RECON - Timeline
Start Time 2013/01/0105:00 |
End Time 2013/10/2023:10 |4

A Start Time and End Time can be applied to the results by clicking the Timeline
button.

Acgounty Participants |

evern view ST i view

Messenger

25

o === - . [}

s 08 10 2 23 29

Yearly Moty ) Daywise Houry  Duration: jan-2013 Page 1cf6 b CowPuge 2 Save  Expart

The Graph View provides a visual view of the messaging data in a timeline.
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<2

Recefined Result s

Event View

araph View IECNELN

Chat of Account ‘alfred jermyn

makinbenjis | 15.38%
® +12072519372 , 1.92%

® amaxemercl | 82 69%

Save Export

Accounts

Accounts
steve whalen@mac.com
alfred jermyn@icioud. com

The Pie View tab provides another visual analysis of the data based on percentages.

28.3 Collated Web History

£ 2

O BNV B W N

- e
R TRE VR R )

Redefined Result

Search

Record No.
7716
7715
7714
7713
7712
7711
7710
7709
7708
6883
6884
6885
6886
6887

Show All

Plugin
Safari
Safari
Safarl
Safari
Safari
Safari
Safari
Safarl
Safari
Mozilla Firefox
Mozilla Firefox
Morzilla Firefox
Mozilla Firefox

Mozilla Firefox

Browser History

Timeline

| Event View eI RV ET)

URL
http: { fwww.google.com/search?client=safari&r.
htip: / fwww.truecrypt.org/
http: [ fwww.truecrypt.org/downloads
http: [ /www.google.com/search?client=safari&r..
http: / fwww.moz|lla.org /en-US/firefox/ new/
http: { fveww.mozilla.org/products/download.ht...
http: { fwww.google.com/search?dient= safari&r
http: { fwww.google.com (chrome
https://www.google.com/intifen/chrome/brow...
http: [ fwww.mozilla.com/en-US/firefox/17.0.1...
http: { fwww.mozilla.org/en-US/firefox/17.0.1/...
https://www.google.com/search?q=dropbox&i
https://www.dropbox.com/
htips://www.dropbox.com [downloading?srcmi

Top URLs
Title

truecrypt - Google Search
TrueCrypt - Free Open-Source On-The-Fly Dis

TrueCrypt - Free Open-Source On-The-Fly Dis...

firefox - Google Search

Mozilla Firefox Web Browser — Free Download ...

Mozilla Download
chrome - Google Search
Chrome Browser

Chrome Browser

Welcome to Firefox

dropbox - Google Search

Drophox - Simplify your life

Dropbox - Downloading Dropbox - Simplify yo.

«“w

Timestamp
2012/12/26 10:44:04 CMT-4:00
2012/12/26 10:44.08 CMT-4:00
2012/12/26 10:44:39 CMT-4:00
2012/12/26 10:45:03 CMT-4:00
2012/12/26 10:45:07 CMT-4:00
2012/12/26 10:45:10 CMT-4:00
2012/12/26 10:45:35 GMT-4:00
2012/12/26 10:45:39 CMT-4:00
2012/12/26 10:45:51 CMT-4:00
2012/12/26 10:51:59 CMT-4:00
2012/12/26 10:52:00 CMT-4:00
2012/12/26 10:55:26 GMT-4:00
2012/12/26 10:55:30 CMT-4:00
2012/12/26 10:55:35 CMT-4:00

Browser History Redefined Results collate different web browsing applications from
different sources into one.
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The Event View tab provides a table view of all the data. The results can be filtered
using the Search box.

® o RECON - Timeline
Start Time 2013/01/0105:00 |
End Time 2013/10/2023:10 |4

A Start Time and End Time can be applied to the results by clicking the Timeline
button.

¢ 2 Redefined Result 23 ‘Browset History =1

Event View Top URLs

EBrowser History

150

w | |
o I H_ I I I — = N I = I I
04 05 a7 08 10 18 19 P 22 2 24 2 28

03 17

Yearly Monthly © Daywise Hourly Duration Jan-2013 Page 1cf6 » Co to Page Co Save Export

The Graph View provides a visual view of web browser data in a timeline.
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[ Redefined Result s Srowser History s

Event View  Graph View

Top Visited Domains

§ 8 8
3 3 3

125 250 irs 500
Visit Count

Save Export

The Top URLSs tab is a graphical view that shows the most visited websites based on
frequency.

29. RAM Analysis

The RAM Analysis module in RECON LAB contains a Graphical User Interface (GUI) for
the Volatility Framework. The output from Volatility can be bookmarked and used for
documentation within RECON LAB. Currently, RECON LAB supports Volatility (Version
2).

RECON LAB’s RAM Analysis module also includes the ability to carve user and
Keychain passwords from RAM images.
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The RAM Analysis module supports processing both Windows and macOS RAM
images. Supported operating system profiles can be found here:

https://github.com/volatilityfoundation/volatility/blob/master/BREADME. txt

29.1 Setting Up Volatility Framework
Download the Volatility Framework source code .zip file from the following link:

https://www.volatilityfoundation.org/releases

Once downloaded and the contents of the zip file have been extracted add any
additional profiles to Volatility.

Note: Volatility profiles will have to be added manually before using the RAM Analysis
Volatility modules in RECON LAB.

BDEARGY G O m[R[#

To link Volatility to RECON LAB click the gear icon in the Top Menu to configure.

® o Configuration
[\1 User Defined Extensions Please download the latest version of Volatility-Master, and point the tool towards the vol.py file
# User Defined File Signature
i= Keyword List JUsers/sumuri/ Desktop/volatility-master
&= Text Indexing Filters
@ Apple Metadata Fiiters
[5] Exif Metadata Filters
| 1 volatitity Path |
B System Password
T1 Text View
& External Applications

o Time Zone

Apply

Select Volatility Path from the Sidebar.
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Please download the latest version of Volatility-Master, and point the tool towards the vol.py file

/Users/sumuri/Desktop/volatility-master

In the main Configuration window click on the three dots at the end of the text box to
navigate to the “volatility-master” folder to select the vol.py file.

Once the vol.py has been added click “Apply” at the bottom right of the configuration
window.

29.2 Selecting a RAM Image to Process

Make sure that RAM images have been added to RECON LAB in raw format as a
Source. A raw RAM image can be created using RECON /TR.

@ ® RECON LAB-1.3.2

HE DEABROGYE ROm D #

Start the RAM Analysis module by clicking the RAM Analysis icon in the Top Menu.

Source 2019-0ct-05T14-16-48_ram_image.raw C Carve Password

If a RAM image has been added as a source then it can be selected in the Source
dropdown list.

29.3 Carving Passwords from RAM

Note: Carving passwords from volatile memory is not guaranteed to work. Many
factors can influence successfully carving passwords.

Source 2020-Jan-14T12-48-14_ram_image.raw C I Carve Password |

To run the Carve Password module select a RAM image from the Source dropdown list
and click Carve Password.
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Third Pass: 25
g

RECON LAB will utilize three algorithms in an attempt to collect as many passwords as
possible. A counter will increase for each password found.

Passwords have been carved. Do you want to
open it?

NO YES

When the Carving Passwords module has completed a prompt will appear asking if
you would like to open the list of passwords.
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LI ) RECONLAB-132
CHEDELROY S ROm D o Gom®E 4
A Poatires s €3 Carved Password. 30 JTA-20- 30 garn_image w2020+ |
>l TR A Search Stow A1
» 0 RaM imuges
@ Aople Motsdata Record he. Passwond Server Acount Descrition
PR 1 1 Pssaonit2s
(2 MME Type 2 2: péewicl

3 3 Pawza

 appcation
appicarion/octet-stream (1)
» 1) Fle Extensions
B User DeNned File Signatures
» ) pesim
& Soapshots
# roshwr
o Ermall Fles
I Anifacs
3 Afuces Keyword Search
Y e Search
& Comtant Search
M Artfaces Tieline
» o Bucket
» T
T Nows
= Redefined Result
= Sawd Redefined Resuk
o Screenyicts
* B Sory koard
¥ s Carved Password
= 2020-)an-13710-20-36_rm
. Carved Fley

Saurce Name: 2020-jn-11T10-20-36_ram_irage.ow.

. Carved Date
M RAM Anaiysis Saved
T Saved Gragh Mesull
& Saved Moo

Plugin Name : Carved Passward
TAR Nama : Parswords

Racord No. - 7
Passward : sumes 12345

RECOMN
LAB

SUMURSE
4 Detaled mloemaron

B e e

%o Preview Avallable

1 it 18 > @ wee

The Main Viewer window will display any passwords carved which can be bookmarked

and added to reports.

887 hotelanuschka
144
200
329
398
411
480
584

iamaTCFBguest
iamaTCFBguest
iamaTCFBguest
iamaTCFBguest
iamaTCFBguest

iamaTCFBguest

iamaTCFBguest

Bookmark
Remove Bookmarks
Tags

Add Note
Remove Note

Create Word List
Open Detailed Information
Copy to Clipboard

Additionally, a dictionary can be created from the recovered passwords by right-
clicking on any highlighted password and selecting Create Word List.
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29.4 Using Volatility Framework in RECON LAB

Make sure that the steps have been followed in Section 29.1 to properly download

and install Volatility Framework. Also, be sure to properly install any profiles that are to
be used for analysis.

2B P ANSOYE BROm D &

To use Volatility in RECON LAB to analyze RAM select RAM Analysis icon from the
Top Menu.

Source 2019-0ct-05T14-16-48_ram_image.raw C Carve Password

Next, select the RAM image to be analyzed from the Source dropdown list.

Operating System macOS
Build Version MacHighSierra_10_13_6_17G65x64
Artifacts List Running Processes Execute

Finally, select the correct Operating System, Build Version and Artifacts to be
analyzed from the remaining dropdown lists and press Execute.
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<y RAM Analysis | RAM Analysis s
Source 2019-0ct-D5T14-16-48_ram_image. raw a (e ] Carve Password
Operating System mac0s B
Build Version MacHighSierra_10_13_6_17G65x64
Artifacts List Running Processes Execute

Offset Name Pd Ui Cid PGID Bits  DTB Start Time

OxfFFB03¢331240 gssd 621 222 0 621 S4BT 0x0D0000004be3b00D 2019-10-05 18:16:49 UTC+0000

OXfFFFB03¢331660 gssd 620 0 0 620 G4BT  0x0D0000004b6e40D0 2019-10-05 18:16:49 UTC+0000

OxfFFFB03609¢920 cat 619 0 0 SB9 G4BT 0x000000020217d000 2019-10-05 18:16:49 UTC+0000

OxfFFITB03003d490 sudo 618 0 0 589 G4BT 0x000000015de76000 2019-10-05 18:16:48 UTC+0000

OxfFFFB036097240 sh 616 501 20 589 G4BIT  0x000000006fb24000 2019-10-05 18:16:48 UTC+0DOD

OxfFIIE03001b240 ocspd 603 0 o 603  B4BIT 0x00000001b13c0000 2019-10-05 18:16.35 UTC+0000

Ox{fI1B03b0ILED automouritd 599 0 ] 599 G4BT 0x00000001637¢7000 2019-10-05 18:16:17 UTC+0000

Q §92 501 20 589 G4BT 0x000000014¢339000 2019-10-05 18:16:09 UTC+0000

Ox{ffI18036918240 printtool 591 501 20 591 G4BT 0x000000012a3d5000 2019-10-05 18:16:09 UTC+0000

OxfffI803addch60 gamecontrollerd 590 247 247 590 G4BT 0x000000015404000 2019-10-05 18:16:04 UTC+0000

Ox{ffI1803addb490 Sumuri RECON 589 501 20 589 G4BT 0x000000013ceab000 2019-10-05 18:16:00 UTC+0000

Save Export

If successful, the output wil be displayed in the Command Output window

® @ Export Result
File Name 2019-0ct-05T14-16-48_ram_image.raw-Lists files in the file cache
Directory /Users/macboy/Desktop/ -

OK

The output can be exported as a text file by clicking the Export button.
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Search Show All

Record No. Result Name

11 1 2019-Oct-05T14-16-48_ram_Image.raw-Lists files in the file cache
L] 2 2019-0ct-05T14-16-45_ram_Image,raw-List Running Frocesses

Operating System
Macos

Bulld Version
MacHighSierra_10_13_6_17C65x64
MacHighSlerra_10_13_6_17C65x64

Artifacts
2019~
2019~

Uists files in the file cache

macds List Running Processes

Additionally, the output can be saved to the Sidebar under RAM Analysis Saved by

clicking the Save button.

From the RAM Analysis Saved window the output of the RAM Analysis can be

bookmarked for reporting.

30. Local Time
Snapshots)

RECON LAB can identify and

Snapshots contain within a forensic image of an APFS if they exist.

Machine Snapshots (APFS

perform differential analysis of Local Time Machine
Local Time

Machine Snapshots are sometimes referred to as APFS Snapshots. Refer to Section
1.1.5 of this manual for additional information.

30.1 Processing Local Time Machine Snapshots

All Features o

|
v [l Case: werwer

v Source

)

v @ Local_snapshot_test_non_TZ.d1
SUMURI (1056610) |
Preboot (71)

vy Vv

“wowe

Recovery (19)
VM (1)

» & EFIQ2Y)
» [ Mobile Backup

» = Disk Images

Add To Text Indexing Queue

Snapshots

)

Case:

Case Details

Case No. : wgerwger

Case Name : werwer

Location :

Case Notes :

Case Created Time : Jan-24-2020 17:32:12 00:00

Tm-- Cem-a-d ma--Li-~ Timezone : America/New_York-EST-GMT-5:00
: 1.3.4 (RECON LAB)
ARECA/werwer_2020-Jan-24T12-32-12/

Examiner Phone :

Examiner Email :

Agency Name :

Agency Address :

User Selected Time Zone : America/New_York-EST-GMT-5:00

Local Time Machine Snapshots

only exist in APFS. To identify if Local Time Machine

Snapshots exist in the case right-click on the AFPS volume containing the user data

and select Snapshots.
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Copyright © 2010-2021 SUMURI LLC

173 of
200



SUMURI

e @ Snapshots

Snapshots
1 com.apple.TimeMachine.2020-01-23-144623
2 o com.apple.TimeMachine.2020-01-24-105023

Snapshot Name com_apple_TimeMachine_2020-01-24-105023

Difference

If any Local Time Machine Snapshots exist a window will appear listing all of the
snapshots.

Analysing Snapshot

= SUMURI (8000)

Select the snapshot to be processed and added to the case.
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¢ 9| ‘Snapshots 3 <om_apple_TimeMachine_2020-01-23-144623 s x|
Timeline Search Show All
I Modified Files
Record No, File Name File Path File Size Extension ~ Date Modified

=y & vaia L Sy ) LU SRS U S U A E v VLIV AU uuue P
2 [ 4 AssociationEventHistory /Library/Logs/CrashReporter/CoreCapture/... 0 2020/01/16 10:00:41 ... 20
3 O 6 1080211AWDLPeerManager [Ubrary/Logs/CrashReporter/CoreCapture/... 0 2020/01/16 10:00:41 .., 204
4 (B 8 ControlPath /Library/Logs/CrashReporter/CoreCapture/... 0 2020/01/16 10:00:41 ... 20:
5 [ 10 OneStats JUbrary/Logs/CrashReporter/CoreCapture/... 0 2020/01/16 10:00:42 .., 203
6 =] 13 StateSnapshots /Ubrary/Logs/CrashReporter/CoreCapture/... 0 2020/01/16 10:00:43 ... 20i
T ) 23 DriverLogs {Uibrary/Logs/CrashReporter/CoreCapture/... 0 2020/01/16 10:00:44 ... 20i
S 26 Metadata /Ubrary/Logs/CrashReporter (CoreCapture/ 0 2020/01/16 10:00:41 .., 20:
9 (0] 34 .pid !private/var/db/displaypolicyd/.pid 4 2020/01/21 08:44:47 ... 20i
10 139 27445 fprivate/var/log/as|/AUX.2020.01.16/27445 71019 2020/01/16 14:41:07 ... 20;
11 140 27447 [private/var/log/as|/AUX.2020.01.16/27447 7423 2020/01/16 14:41:07 ... 20;
12 147 .autoBackup /private/var/run/.autoBackup 0 2020/01/23 14:45:52 ... 20

RECON LAB performs a differential analysis of the Local Time Machine Snapshot by
comparing with the current state of the image and identifying modified and deleted
files.

Analysis of Local Time Machine Snapshots can be repeated for any additional
snapshots that exist.

Processed Local Time Machine Snapshots can be found in Sidebar under
Snapshots.

31. Acquiring and Processing iOS Devices

In the initial Splash screen, examiners have the ability to acquire an iOS image from an
iPhone, iPod, or iPad that is connected to their forensic Mac. The examiner will need
the authentication credentials for the iOS device and the ability to interact with the iOS
display (i.e. a functioning screen). iTunes must be installed on the Mac and it must to
be up to date. In macOS 10.15 iTunes has been removed and the functionality of
iTunes has been divided into three different applications and integrated into macOS.

31.1 Acquiring an iOS Device

Unlock the iOS device to be acquired. Start RECON LAB and select the Acquire iOS
Device button. The iOS Device window will appear.
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oo ® W macboy's iPad
S | M EX I Qs
Favorites
g
@) AirDrop macboy's iPad
@ iPad Pro (12.9-inch) (2nd generation)
Recents

A\ Applications
1 Google Drive
[ Desktop

5 Trust macboy's iPad
Documents

o Downloads To sync this computer with your iPad, click Trust, then tap Trust on the device.
ﬁ]‘ machoy
iCloud
<3 iCloud Drive
Locations
I Q macboy's iPad -

E Macintosh HD

Connect the unlocked iOS device to the Mac and make sure that the iOS device as
been authorized to connect to the Mac by clicking the Trust button. If the Trust button
does not appear automatically select the iOS device from the Finder Sidebar. A
prompt to Trust may also appear on the iOS device as well.

® ® RECON LAB-1.3.3
Sr. | Device Class Device Name Phone No. Phone Serial No. uuID
s L g iPad macboy's iPad DLXWD1T2HP34 3b7c9be8f619a585aa943110e659c7 18ff702...

I Refresh I

Once the device has been authorized click the Refresh button to see any connected
iOS devices.
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® @ RECON LAB-1.3.3

Sr.  Device Class Device Name Phone No. Phone Serial No. uuID
macboy's iPad DLXWD1T2HP34 3b7c9be8f619a585aa943110e659c718ff702

Refresh

Key Value
DeviceClass iPad
DeviceColor 1
DeviceName macboy's iPad
DielD 3964762439895098
FirmwareVersion iBoot-5540.60.11
FusingStatus 3
HardwareModel J121AP
HardwarePlatform t8011
HasSiDP  true

Bac k

Select the iOS device to acquire from the list and click the Acquire button.

® @ RECON LAB

Device has been acquired successfully.
Do you want to open it?

Select the Destination for the output to begin the acquisition. Once completed a
prompt will appear asking if you would like to open the output.
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31.2 Adding an iOS Backup to Process

© Case Info
L) Source

Add Source v

Mounted Volumes
Forensics Image

File Vault Image

Fusion Image

Optical Disc Image

RAM Image

Time Machine Backup
Google Takeout

macOS Home Directory
Folder

File

ADB Android Backup >
RECON Logical Image >

Start a New Case with RECON LAB. From the Source tab select iOS Backup.

1 ® @ Open
Look in: "% /Users/macboy/Deskto...3110e659c718ff702cdb ;O @ 0 @ @ E]
— Name ~ Size Kind Date Modified
B Volum | e —- Folder  1/25/2...04 PM
./ - ff -- Folder  1/25/2...:04 PM
’;\ macbc :
B Manifest.db 11...MiB dbFile  1/25/2..:04 PM
" Downl ‘
" Desktc
File name: Manifest.db m
Files of type:  Manifest.db Manifest. mbdb Cancel

Navigate to the location of the iIOS Backup and select the Manifest.db file found in
side the iOS Backup folder.
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LECE RECON LAB-13.3
© Case Info
£ Source SelectAll Plugin Search
¥ Case Directory All Plugins Plugins & B =G #
5% File System z > W 7 Airport WirelessNetwork e o o °
25 Artifacts » M & Apple Dock °
' » W B Apple Installed Applications e e
» M & Apple Mail Extractor °
Advanced Analysis > B @ Bash History °
Apple Apps » W @ BitTorrent e °
Apple Logs » B ® Black Hole o
Backups L | Bluetooth e o o °
Device » B B Bluetooth Logs .
Download Manager > W © Brave Browser °
Email Artifacts > B & CCleaner o
Email Client > M G0 Calendar e o o o
FTP Client » W & Chromium ° °
Google Takeout > W B CleanMyMac 2 °
i » M % Connected iOS Devices °
Back Start

In the Artifacts tab make sure to select macOS Plugins and activate the plugins of
interest for automatic processing. Click Start to begin processing.

32. Reporting

RECON LAB includes a variety of reporting options from the granular level (single
artifacts or plugins) to the global level (all artifacts or plugins included) and anything in-
between.

Additionally, RECON LAB includes the first of its kind WYSIWYG (What You See Is
What You Get) reporting mode called StoryBoard. Story Board allows the examiner to
have full control over the reporting process and is as easy to use as a word processor.
The examiner has the ability to add, remove or annotate bookmarks anywhere in the
report at any time.

Story Board also allows the examiner to add his/her bookmarks and tags in
chronological order to make it easier to understand the timeline of events.
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32.1 Plugin Reports

RECON LAB supports automatically processing thousands of artifacts using hundreds
of plugins. Processed artifacts can be found by expanding Artifacts in the Sidebar.

Selecting any Plugin category will open a results window. Every Plugin has the ability
to create a variety of reports depending on the type of artifacts recovered.

[ Antifacts $x. Google Chrome (1010) ex|

Keyword Search Time Line Search Show All I B Export  HTML B ot Report
Downloads Topsites Bookmarks Search Items Logins Shortcuts  Autofill Autofill Profiles Credit Cards Favicons Search Engines Extensions Synced Data Cocki )

n Record No. System Account Title Visit Count Last Visited Date URL

26 O 26 jermyn 1 2013/03/06 15:24:21 GMT-5:00 http:/ /www.kaplanink.com/uploads /.

27 0 27 jermyn Vacations Exotica :: Europe Tours Holidays Gro... 2 2013/03/06 15:24:51 GMT-5:00 http:/ fvoww. i ica.com/holiday/...

28 Q 28 jermyn Vacations Exotica :: Europe Tours Holidays Gro.. 1 2013/03/06 15:24:45 CMT-5:00 http:/ [www.vacationsexotica.com/holiday/...

29 ] 29 Jermyn Enjoy An Exotic Vacation In Saint Martin -a ... 1 2013/03/06 15:25:03 GMT-5:00 http:/ fwww.tripwolf.com/en/trip/ 741578

Plugin reports can be generated by selecting a few options found in the upper right-
hand corner of the plugin results window.

B Export Tags Repor
~  PDF L

csv
XML
KML

The type of report can be selected from the first dropdown list. The options are the
following:

e HTML - Report which can be easily opened with a web browser
e PDF - Portable Document Format

e CSV - Comma Separated Value (spreadsheet)

e XML - Extensible Markup Language

e KML - Keyhole Markup Language file used for files that contain geotags
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[ Export | HTML BVEE  Reror

—{  Full 3

} Screen Items

The second dropdown list allows the examiner to select what will be included in the
report. The options are the following:

e Tags - a report with only the items that have been bookmarked in the current plugin
and its tabs

¢ Full - a report of all artifacts from all tabs of the current plugin

e Screen ltems - includes what is currently displayed in the list of results including the
results of any filters

HTML Tags Report

Any items selected with the previous settings that include exportable data can be
included with the report by checking the Export checkbox.

® 08 O st HIMUREPORT X
C 0O O Flle | NolumesRECON%20Trlage/Person_of_Interest_2019-Dec-27714-11-02/Reports/Plugn_Reports/Messages Standard HTML Tags 2020-).. w @ & N &

C Messages ( )

bad

DB Messages View

Top
Participants

alfred i L.com , grege d.com

Py 3 mortuns g 0 U 1110 1 Syt st R e S50 U1 58y U e i Ui IO e Hiats why

aqie e e i

Once all the settings have been selected the report can be generated by clicking the
Report button.
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32.2 Global Artifacts Report

The Global Artifacts Report automatically creates reports from bookmarks and tags.

LHGS TG

To begin creating a Global Artifacts Report and to open the Global Report Case
Information window click on the Global Report icon from the Top Menu.

E
-
i

N\

32.2.1 Case Information Window

L & i Global Report - Case informaion
Case No. 03-20-00848
Case Name Person of Interest
Examiner macboy
RECON Agency SUMURI
I—AB Location SUMURI HQ
Case Notes Examination of the Person of Interest's MacBook.

Next

The

Global Report Case Information window allows the examiner to adjust and enter
additional information to be included in the report. To proceed to the Global Report -
Report Category selection click the Next button.
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32.2.2 Customizing Global Reports

The Global Report can be customized using the Report Scope and Report Type
options in the Global Report - Report Category window.

Report Scope

O Tags Full
L] Tags
Bl " Bookmarks

H @ Red

[] @ Blue

] Yellow

[] @ Green

[] @ Bitcoin

[T _ia Screenshots

If Tags is selected under Report Scope the examiner can then choose any category
of bookmarks or tags to include in the report.
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® " Global Report - Plugin Selection

Report Scope

Tags © Full

OOdoooOm ||
|2 @ @ ®®

Report Type
M Advance HTML [ |Standard HTML [ _|PDF [Clesv [CIxmL

["1Export Files

Report Name  |Report 2020-Jan-26 12:24:42

Report Path

Back Next

If Full is selected under Report Scope then the Report button will change to Next to
allow the examiner to select individual Plugins to be included in the report.

Note: Make sure to set the Report Type, Report Name and Report Path options before
proceeding. These options will be discussed later.
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® & Global Report - Plugin Selection
<Plugin Selection> Plugin Search
: '| v W = FSEvents NA ®
‘ B Events NA
Advanced Analysis
» [ &Y FaceTime NA °®
Apple Apps
v B & Finder NA @
Device
B Recent Open Folder NA
Email Artifacts
M Open Tabs NA
Email Client
[T] Preferences NA
Messenger
» [] & Finder Sidebar NA °®
Native Apps
» [ ¥ FrostWire | ® [
Network
v B & Google Chrome O e o
Online Storage
B History NA
P2P
B Downloads )
System
[} Topsites NA
Virtual Machines
"] Bookmarks NA
Web Browsers
— Coancnval loa wea ALA
Back Report

From the Global Report - Plugin Selection window individual plugins and their
artifacts can be selected for inclusion in the report by checking the boxes.

If there are any files that can be exported during report creation the examiner can
activate the checkbox under the Export column.

To create a Global Report from the Plugin Selection window just click Report.
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32.2.3 Global Report Type

Report Type

B Advance HTML [ |Standard HTML [ |PDF []csv [ XML

The Report Type can be selected in the Global Report - Report Category window.
The following report types are available:

e Advanced HTML - Report which can be easily opened with a web browser and
have advanced navigation

e Standard HTML - Report which can be easily opened with a web browser in a linear
format

¢ PDF - Portable Document Format
e CSV - Comma Separated Value (spreadsheet)

e XML - Extensible Markup Language

B Export Files
Report Name  Report 2020-Jan-26 14:21:26

Report Path

Back Report

To create the Global Report from the Report Category window select whether or not to
Export Files by activating the checkbox.

Optionally, the Report Name and Report Path can be changed.
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#. Contents RECON LAB

W Apple Dock

Apple Installed Applications

© ik vk s RECON
isk Utility Saved List
LAB
FS Events
Finder Sidebar
Mall ¢ Det
Mesiages RECON Version 132
Quarantine Events Report Scope Tags
Case No. 03-19-00848
Safari
Case Name Person of Interest
Skype Location
Case Notes
Spotlight Settings
Examiner Steve Whalen, CFCE
Trash RecycleBin Examiner Phone

Examiner Email

Agency Name

Agency Address

User Selected Time Zone America/New_York-EST-CMT-5:00
Report Generated Time 2020-Jan-26 14.30;54 GMT-5:00

Report Generated Machine Time America/New_York-EST-CMT-5:00
Zone

Once all options have been selected click Report to generate the report.

32.3 Story Board Reports - WYSIWYG Reports

RECON LAB includes the first ever “What you see is what you get” (WYSIWYG)
reporting option in a forensic suite called Story Board. With Story Board, the
examiner has full control over reporting allowing a user to add text, tags, bookmarks at
will. Additionally, Story Board includes the ability to sort and add bookmarks and tags
chronologically. Chronological reporting is proven to increase understand of factual

events.
‘a O |Hl 4

To create a report using the Story Board reporting mode click the Story Board icon in
the Top Menu.
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Enter a name for the report and click Create and the Story Board

open.

SUMURI

REPORT-001]

Cancel

main interface will

[
o @A

Story Board

©

Record No.

60348
60317
62684
62687

4

-
N =

166
380
382
556

s REPORT-001
Search Show All
Mo R
Plugin TAB Name ltem 1
FS Events Events 18158641836174866792
FS Events Events 18158641836174864750
FS Events Events 18158641836178187914
FS Events Events 18158641836178186548
Apple Dock Items. Bitcoin-Qt
Apple Installed Applications  Applications Bitcoin-Qt
Disk Utility Saved List Disk Images bitcoin-0.7.2-macosx.dmg
Finder Sidebar USB Flash 8itCoins_Info
Mail Messages BitCoins
Mail Messages That other project
Mail Messages BitCoins
Mall Messages 8itCoins
REPORT-001
RECOMN
LAB
Case Details
[RECOH Version _ L
Case No, [03-19-60848
Case Name Person of Interest
Location
Steve Whalen, CFCE
Examiner Phone
i B
Agency Address SR T M |
{User Selected Time Zone AmencaNew_York-EST-GMT-5:00
|Report Generated Time _ 2020-Jan-26 14:37:01 GMT-5:00
[Report Genersted Nactiine TRRe Zone ___ |Arefca/New..York EST-GMT-5:00
Sources Details
Sourcel
Source Name Lermyn_image.dmglaermyn_01
Evidence No 001
Apple ID alfred jermyn@icloud.com
0S Type macOS
File System his
Tune ManRnokPrs 3

2

Item 2
BitCoins
BitCoins
Avoid Taxes with Bitcoins!. pdf
Bitcoin Tax Evaders - Bitcoin.pdf
com.yourcompany.Bitcoin-Qt
/Applications /Bitcoin-Qt.app
JUsers/jermyn/Downloads) ...

alfred jermyn@gmail.com
alfred.jermyni@gmail.com
alfred jermyn@gmail.com
alfred jermyng@igmall.com

Biur Image

No Preview Available

File

B %

Edit

o I 54 BB
Font

Helvetica

B I

c
|

Alignment

[
[l
[

Standard

The Story Board interface

is divided into two sections. All tags and bookmarks from

the case are accessible and found at the top. The report is found in the bottom

section.
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32.3.1 Editing a Report

Edit
G [P & B
Font
Helvetica 12
B I U |
Alignment
Standard

The Story Board interface includes a word processor with common formatting options
which can be found to the right of the report.

e Edit - Undo, Redo, Cut, Copy, Paste
¢ Font - Installed Fonts, Font Size, Bold, Italic, Underline, Font Color

e Alignment - Left-centered, Centered, Right-centered, Justified, List Options

32.3.2 Adding Tags and Bookmarks to a Report

612882 File System i ”" d 2012-08-26 12.57.12.jpg fUsers/jermyn/Dropbox/Camera .
ecort
FS Events Add Record with File(s) 18158641836178187914 Avoid Taxes with Bitcoins!.pdf
62687 FS Events Add File(s) 18158641836178186548 Bitcoin Tax Evaders : Bitcoin.pdf
60348 FS Events Copyto Cliphoard 18158641836174866792 BitCoins
Go to record
60317 FS Events Quick Look 18158641836174864750 BitCoins
363 Safari Cookies www.bitcoins.com Locale

To add an item (record) to the Story Board report place the cursor at the location where
the item is to be placed. Right-click on an item from the bookmarks and tags list and
select from one of the three options:

e Add Record - adds details about the record (bookmark, tag) to the report without
the file
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e Add Record with File(s) - adds both the details of the record to the report with the
file (export)

e Add File(s) - adds the file only to the report (export)

Detailed Information |  File Preview

Source Name: /Jermyn_Image.dmg/Jermyn_01

Record No.: 612882

File Name: 2012-08-26 12.57.1 Zij;g

File Path: /Users/jermyn/Dropbox/Camera Uploads/2012-08-26
12.57.12.jpg

Inode No./File ID: 607635

File Size: 957.55 KB (980533 bytes)

Mime Type: image/jpeg

Date Modified: 2012-Aug-26 11:57:12 GMT-5:00
Date Change: 2013-Apr-30 12:43:25 GMT-5:00
Date Accessed: 2013-Apr-30 12:43:25 GMT-5:00

Date Added(Apple): 2013-Mar-06 14:04:30 GMT-5:00
Content Creation Date(Apple): 2012-Aug-26 11:57:12
GMT-5:00

Content Modification Date(Apple): 2012-Aug-26 11:57:12
GMT-5:00

Tag: Green

Examiner Notes:

The above is an example of a record added to the report with the file.

32.3.3 Adding External Files to a Report

File

& Bl |4

To add external files to the Story Board report click the Add File button found above
the formatting options to the right of the report.
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REPORT-001

File
By
Edit
SN El
Font
Helvetica 12
B I u B
Alignment
/Users/macboy/Desktop/DJI_0039.JPG = = = =
Stan_dard
Navigate to the file to add and click Open to add the file to the report.
32.3.4 Filtering Records In Story Board
CE)
N Bookmarks
J @ Bitcoin
J @ Green '
[ Notes 2 Safari
2 Artifacts Timeline Graph 4 ¢afari
'2 & Saved Maps P
il Messenger Graphs
2 : 6 Safari
il Browser History Graphs .
2 & Screenshots i Safari
21 @ 189 Safari
Categories of records can be selected and filtered by using the dropdown list.
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'®1 Story Board s x| REPORT-001
@ . All trash Q Search Show All
m Timeline
Record No. Plugin TAB Name Item 1
9 9 16 Trash RecycleBin Items IntroductiontoBitcoinMiningDavidRSterry.pdf
10 [~ 15 Trash RecycleBin Items IntroductiontoBitcoinMiningDavidRSterry alias
173 ') 8 Trash RecycleBin Items Bitcoin-FBI.pdf
174 <] 7 Trash RecycleBin Items Bitcoin-FBI alias
178 & 6 Trash RecycleBin Items Bitcoin Tax Evaders : Bitcoin.pdf
179 a 5 Trash RecycleBin Items Bitcoin Tax Evaders : Bitcoin alias 2
180 =1 4 Trash RecycleBin Items Bitcoin Tax Evaders : Bitcoin alias
182 & 3 Trash RecycleBin Items bitcoin paper.pdf
183 [<] 2 Trash RecycleBin Items bitcoin paper alias

Additionally, records can be filtered by entering a keyword in the Search box.

32.3.5 Adding Records in Chronological Order

Items
Timestamp ~ Type Record No. Plugin Category Item 1

4 2012/12/13 17:28:57 GMT-5:00 CNMOD 6 Apple Installed Applications Applications Bitcoin-Qt

5 2012/12/13 17:28:57 GMT-5:00 CNCRT 6 Apple Installed Applications Applications Bitcoin-Qt

6 2012/12/13 17:28:57 GMT-5:00 CNMOD 14 Spotlight Settings Shortcuts Bitcoin-Qt.app

7 2012/12/13 17:28:57 GMT-5:00 FSCRT 14 Spotlight Settings Shortcuts Bitcoin-Qt.app

8 2012/12/13 17:42:43 GMT-5:00 CNCRT 2 Disk Utility Saved List Disk Images bitcoin-0.7.2-macosx.dmg
9 2012/12/13 17:42:43 GMT-5:00 CNMOD 2 Disk Utility Saved List Disk Images bitcoin~0.7.2-macosx.dmg
10 2012/12/13 17:42:43 GMT-5:00 CNCRT 16 Safari Downloads bitcoin-0.7.2-macosx.dmg
11 |2012/12/13 17:42:43 GMT-5:00 CNMOD 16 Safari Downloads bitcoin-0.7.2-macosx.dmg

Selecting the Timeline tab allows records to be sorted chronologically. Records can
then be added to the report in sequence of occurrence.
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32.3.5 Blur Image in Report

\
Blur Imagel
\

To blur and image that is to be added to a Story Board report check the Blur Image

button before adding an image to the

report.

32.3.6 Saving and Exporting a Story Board Report

File

& |GE <@

Use the Save button to save the current state of the Story Board report.

File

=l <

Edit

Export HTML
Export PDF
Export ODT

To export the report in a HTML, PDF or ODT format click the Export button and select
one of the options from the dropdown list.
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33. Shutdown RECON LAB

RECON_LAB

Services B

Hide RECON_LAB &H
Hide Others \ #&H
Show All

Quit RECON_LAB  #Q

To quit RECON LAB select “Quit RECON_LAB” from the top menu.

34. Disk Manager with Write-Block

Disk Manager allows the processing and analysis of connected devices and their
volumes by using RECON LAB’s Disk Manager and software write-blocking features.
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&
;‘) RCECON /B

FORENSIC SUITE

Find thousands of artifacts from
Windows, Mac, iOS, Google and more!

Licensed to: SUMURI
Purchase Date : Thu Jan 9 2020

Expiration Date : Tue Jan 19 2021
SUMUIO

About RECON J| RECON Config J| Disk Manager Acquire iOS Device

Disk Manager can be accessed from the RECON LAB Welcome Screen by clicking the
Disk Manager button.

@ - Disk Manager
Device Model Size Type Name File System Derived From Encrypted Mode
disk3 Type~C 29.88 GB GUID_partition_scheme NO
disk3s1 200.00 MB EFI EFI msdos NO

disk4 ARC-8050-VOL#000 29802.31 GB GUID_partition_scheme NO
diskds1 200.00 MB EFI EFI msdos NO

Refresh Decrypt Unmount Disk Arbitration Turn ON
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The Disk Manger window will open showing all connected disks and volumes that can
be accessed by RECON LAB.

35.1 Write-Blocking

Disk Arbitration Turn OFF

Mac computers in Target Disk Mode and other disks can be connected safely (write-
block) to RECON LAB by disabling the Disk Arbitration daemon. To turn off Disk
Arbitration click the Turn Off button at the bottom right of the Disk Manager.

Once disabled hard disks and Mac computers placed in Target Disk Mode can be
connected safely to your examination Mac.

. Enter a password to unlock the disk
V. "Macintosh HD".
a Password: | |
Remember this password in my keychain

Show Hint Cancel

If the Mac being connected contains a T2 Security Chipset there will be prompt to
enter a password for an active account on the Mac being connected in Target Disk

Mode.
> Unmount Mount-R

After connecting the device click the Refresh button to show the new devices.
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disk5s3 466.40 GB Micros|

disk6s2 1396.98 GB 41504

Refresh Decrypt Unmount Mount-R

With the new devices displayed, the following options exist:
¢ Refresh - re-poll for changes to connected devices

e Decrypt - allows an examiner to decrypt FileVault volumes with a password or
Recovery Key

e Unmount - unmount any previously mounted volume

¢ Mount-R - mounts a volume or disk read-only
35.2 Mounting a Device Read-Only
The Disk Manager can be used to mount volumes as read only to ensure that there are

no changes to data.

e @ Disk Manager

Device Model Size Type Name File System Derived From Encrypted Mode

disk3s1 200.00 M8 EFI ER msdos

NO

disk4s1 200.00 MB EFI EF msdos NO

3 3

disk5s1 300.00 MB EFI EFI msdos
disk5s2 1396.98 GB Apple_APFS
disk5s3 466,40 GB Microsoft Basic Data BOOTCAMP ntfs NO

1396.98 GB 415046 D-114 Macintosh HD - Data

Refresh Unmount Disk Arbitration Turn ON
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Select the volume in the Disk Manager to mount as read-only and click Mount-R.

Note: If you are mounting a Mac in Target Disk Mode with macOS 10.15 or higher you
will need to mount both the System and Data partitions as read-only.

® RECON LAB-1.3.4
© Case Info /System/Volumes/Data
[ source /Volumes/ARECA
/Volumes/BOOTCAMP
/Volumes/Macintosh HD
/Volumes/Macintosh HD - Data

/Volumes/RECON LAB

Cancel Add

Once mounted read-only, the volumes can be added to RECON LAB for processing.

36. Terms and Conditions

RECON LAB

Copyright 2013-2021 — SUMURI LLC

WWW.SUMuri.com

IMPORTANT, PLEASE READ CAREFULLY. THIS IS A LICENSE AGREEMENT

This RECON LAB is protected by copyright laws and international copyright treaties, as well as
other intellectual property laws and treaties. This RECON LAB is licensed, not sold.

End-User License Agreement

This End User License Agreement (‘EULA) is a legal agreement between you (either an individual or
a single entity) and SUMURI LLC with regard to the copyrighted software (herein referred to as
RECON LAB or ‘software’) provided with this EULA. The RECON LAB includes computer
software, the associated media, any printed materials, and any ‘online’ or electronic
documentation. Use of any software and related documentation (‘software’) provided to you by
RECON LAB in whatever form or media, will constitute your acceptance of these terms, unless
separate terms are provided by the software supplier, in which case certain additional or different
terms may apply. If you do not agree with the terms of this EULA, do not download, install, copy or
use the software. By installing, copying or otherwise using RECON LAB, you agree to be bound by
the terms of this EULA. If you do not agree to the terms of this EULA, SUMURI LLC is unwilling to
license RECON LAB to you.
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Eligible License — This software is available for license solely to software owners, with no right of
duplication or further distribution, licensing, or sub-licensing.

License Grant - SUMURI LLC grants to you a personal, non-transferable and non-exclusive right to
use the copy of the software provided with this EULA. You agree you will not copy or duplicate the
software. You agree that you may not copy the written materials accompanying the software.
Modifying, translating, renting, copying, transferring or assigning all or part of the software, or any
rights granted hereunder, to any other persons and removing any proprietary notices, labels or
marks from the software is strictly prohibited. Furthermore, you hereby agree not to create
derivative works based on the software. You may not transfer this software.

Copyright — The software is licensed, not sold. You acknowledge that no title to the intellectual
property in the software is transferred to you. You further acknowledge that title and full ownership
rights to the software will remain the exclusive property of SUMURI LLC and/or its suppliers, and
you will not acquire any rights to the software, except as expressly set forth above. All copies of the
software will contain the same proprietary notices as contained in or on the software. All title and
copyrights in and to RECON LAB (including but not limited to any images, photographs,
animations, video, audio, music, text and “applets,” incorporated into RECON LAB), the
accompanying printed materials, and any copies of RECON LAB, are owned by SUMURI LLC.
RECON LAB is protected by copyright laws and international treaty provisions. You may not copy
the printed materials accompanying RECON LAB.

Reverse Engineering — You agree that you will not attempt, and if you are a corporation, you will
use your best efforts to prevent your employees and contractors from attempting to reverse
compile, modify, translate or disassemble the Software in whole or in part. Any failure to comply
with the above or any other terms and conditions contained herein will result in the automatic
termination of this license and the reversion of the rights granted hereunder to SUMURI LLC.

Disclaimer of Warranty — The software is provided ‘AS IS’ without warranty of any kind. SUMURI
LLC and its suppliers disclaim and make no express or implied warranties and specifically disclaim
the warranties of merchantability, fitness for a particular purpose, and non-infringement of third-
party rights. The entire risk as to the quality and performance of the software is with you. Neither
SUMURI LLC nor its suppliers warrant that the functions contained in the software will meet your
requirements or that the operation of the software will be uninterrupted or error-free. SUMURI LLC
is not obligated to provide any updates to the software for any user who does not have a software
maintenance subscription.

Limitation of Liability — SUMURI LLC’s entire liability and your exclusive remedy under this EULA
shall not exceed the price paid for the software, if any. In no event shall SUMURI LLC or its
suppliers be liable to you for any consequential, special, incidental or indirect damages of any kind
arising out of the use or inability to use the software, even if SUMURI LLC or its supplier has been
advised of the possibility of such damages, or any claim by a third party.

Rental — You may not loan, rent, or lease the software.
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Transfer — You may not transfer the software to a third party, without written consent from SUMURI
LLC and written acceptance of the terms of this Agreement by the transferee. Your license is
automatically terminated if you transfer the software without the written consent of SUMURI LLC.
You are to ensure that the software is not made available in any form to anyone not subject to this
Agreement. A transfer fee of $150 USD will be charged to transfer the software (not applicable to
transfers associated with orders from distributors, or resellers or intra-company transfers).

Upgrades - If the software is an upgrade from an earlier release or previously released version, you
now may use that upgraded product only in accordance with this EULA. [If RECON LAB is an
upgrade of a software program which you licensed as a single product, then RECON LAB may be
used only as part of that single product package and may not be separated for use on more than
one computer.

OEM Product Support — Product support for RECON LAB is provided by SUMURI LLC. For
product support, please call SUMURI LLC. Should you have any questions concerning this, please
refer to the address provided in the documentation.

No Liability for Consequential Damages — In no event shall SUMURI LLC or its suppliers be liable
for any damages whatsoever (including, without limitation, incidental, direct, indirect special and
consequential damages, damages for loss of business profits, business interruption, loss of
business information, or other pecuniary loss) arising out of the use or inability to use this ‘SUMURI
LLC’ product, even if SUMURI LLC has been advised of the possibility of such damages. Because
some states/countries do not allow the exclusion or limitation of liability for consequential or
incidental damages, the above limitation may not apply to you.

Indemnification By You — If you distribute the Software in violation of this Agreement, you agree to
indemnify, hold harmless and defend SUMURI LLC and its suppliers from and against any claims or
lawsuits, including attorney’s fees that arise or result from the use or distribution of the software in
violation of this Agreement.

Jurisdiction — The parties consent to the exclusive jurisdiction and venue of the federal and state
courts located in the State of Delaware, USA, in any action arising out of or relating to this
Agreement. The parties waive any other venue to which either party might be entitled by domicile
or otherwise.
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