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1 RECON LAB Introduction

RECON LAB is a full forensic analysis suite that supports numerous file systems such as Windows,
macOS, Linux, iOS, Android and more. RECON LAB was created to solve multiple problems inherent in
other forensic tools and to expedite processing and analysis without sacrificing the quality of the exam.

RECON LAB was designed, developed and runs on macOS. macOS was the only logical choice for
developing a modern forensic tool to support the most common and largest number of file systems and
artifacts without losing data.

The most difficult file system and operating system (OS) for most forensic tools to support is macOS.
Mac understands itself and can interpret its own artifacts. This is not true of other file systems, operating
systems, and other forensic tools as they do not natively support macOS and its artifacts.

In addition to supporting its own file system and artifacts, macOS supports a multitude of other file
systems and the artifacts of Windows, Linux, Unix and many more.

RECON LAB is the only full forensic suite designed natively on macOS to take full advantage of the
power within macOS. Other forensic tools that run on a Mac were ported from other non-Mac operating
systems and experience limitations. Instead of utilizing native macOS libraries they rely on reverse
engineering and third-party applications which can lead to missed data, improper interpretation of data
and slower processing times.

RECON LAB primarily relies on native macOS libraries so support for new macOS file systems and/or
artifacts is quick or instantaneous.

The purchase of RECON LAB comes with one full year of free updates and support.

1.1 Why Use a Mac for Forensic Analysis?

Until the release of RECON LAB, no other forensic tool properly processed or utilized the correct
timestamps for macOS.

This is only one example of an extremely important artifact that is improperly interpreted or missed
completely by other forensic tools. It is imperative to understand the importance of macOS in forensic
exams and what may be missed by other forensic tools.

1.1.1 Apple Extended Attributes

Apple Extended Attributes are special metadata created only within macOS to allow searches via the
macOS search utility - Spotlight.

Apple Extended Attributes contain extremely valuable information for investigations. This special
metadata cannot be seen in Windows. Most Windows forensic tools ignore or have a limited ability to
display Apple Extended Attributes as they are not natively supported.

Images and data collected by SUMURI’'s RECON ITR and processed by RECON LAB provide the most
extensive views of Apple Extended Metadata.



Understanding Apple Extended Metadata is critical to investigations.

1.1.2 Viewing Proper Timestamps
Apple’s macOS utilizes Apple Extended Attributes for timestamps in favor of POSIX (Unix) timestamps.

RECON IMAGER, when used with RECON LAB, is the only solution to properly view and utilize the
correct macOS timestamps.

1.1.3 Viewing Files Natively

There are many file types and artifacts proprietary to macOS. As RECON LAB is designed on macOS it
supports all macOS files and artifacts natively.

For example, applications in macOS are actually “bundle” files. Everything needed for the application to
run is found within the bundle file. What looks and appears to a single file to the Mac user is actually
thousands of innocuous files and folders. In traditional forensic tools, these bundle files are expanded,
adding unnecessary artifacts to your case.

RECON LAB also is integrated with macOS’s Quick Look which natively supports viewing hundreds of file
types without needing or using the original application. Unlike other forensic tools, the files do not have to
be exported first to save time.

1.1.4 Apple File System (APFS)

Apple File System (APFS) is a proprietary file system from Apple and utilized for macOS, iOS, watchOS,
and tvOS. APFS is natively and fully supported on macOS High Sierra (10.13) and above. APFS has
limited support in macOS Sierra (10.12). APFS has no support within Windows operating systems. Any
support for APFS on Windows and/or Windows forensic tools are using reversed engineered non-native
technologies.

SUMURI's RECON ITR can create forensic images that can be processed and analyzed with RECON
LAB natively.

RECON ITR and RECON LAB also automatically supports the imaging and processing macOS 10.15
System and user DATA partitions.

1.1.5 Local Time Machine Snapshots (APFS)

Time Machine is a utility in macOS that is used for creating backups. Time Machine must be activated by
the user and requires a local or remote disk to store the backups (Time Machine disk). If the Time
Machine disk is not available the backups are stored locally. These backups are known as “Local Time
Machine Snapshots” in APFS. They are also sometimes referred to as APFS Snapshots.

RECON IMAGER (included with RECON ITR) along with RECON LAB are the only solutions that can
display, image, hash and analyze Local Time Machine Snapshots in Macs with T2 Security Chipsets and
without.



Note: An examiner should not expect to find Local Time Machine Snapshots in every case. They will only
exist when the conditions above have been met.

1.1.6 FileVault

FileVault (version 2) is the macOS full volume encryption of which there are no backdoors. FileVault is
mounted and decrypted with the user’s login password or Recovery Key which is created when FileVault
was originally enabled.

RECON LAB allows the examiner to decrypt the forensic image of a Mac encrypted with FileVault natively
using either the password or Recovery Key.

1.1.7 Support for Other File Systems

RECON LAB was designed to harness the power of macOS. Whatever the Mac can mount, RECON LAB
can process. MacOS natively supports APFS, macOS Extended (HFS+), MS-DOS FAT, ExFAT and NTFS
(as read-only).

Using freely available open-source FUSE just about any file system can be mounted and processed with
RECON LAB.

1.2 Three Stage Analysis

RECON LAB offers three-stages of analysis.

Stage One — Parse and recover thousands of artifacts with Automated Analysis of Windows, macQOS,
iOS, AndroidOS, and Google Takeout.

Stage Two — Four Advanced Forensic Viewers assist in parsing and examining macOS Property Lists
(-plist), SQLite Databases, Hex, and the Window’s Registry.

Stage Three — Utilize hundreds of features built into RECON LAB to make manual analysis easier.

1.3 Support for Hundreds of Timestamps

RECON LAB currently supports several hundred individual timestamps. These include file systems,
Apple Extended Metadata and application-specific timestamps.

These timestamps are integrated throughout RECON LAB to provide “one of a kind” analysis along with
exponential reporting options.

Additionally, RECON LAB provides “second to none” chronological analysis and reporting.

1.4 Advanced Timelines

With such large support for hundreds of timestamps, RECON LAB can generate both textual and
graphical views of events to make analysis easier.



Placing these events in chronological order allows an examiner to see events unfold minute by minute or
even second by second.

Having the ability to see events in order based on time allows an examiner to solve cases and render
opinions faster and more accurately.

1.5 Advanced Data Correlation

In a single day, a person of interest will probably use several devices capable of storing electronic data.
For example, they may use a laptop or tablet at home, a mobile phone on their way to work and a desktop
computer when they arrive. On each of these devices, our person of interest could use multiple web
browsers and messaging apps. To add even more complexity, our person of interest is moving to
different locations throughout the day and generating different location artifacts.

To get a clear picture of what our person of interest has done in a day RECON LAB has developed
Advanced Data Correlation to collate all of this information into single views regardless of device or
application.

Advanced Data Correlation (as Redefined Results) along with support for hundreds of timestamps
provides an examiner with amazing investigative insight.

1.6 Advanced Reporting With Full Control

RECON LAB provides you with exponential reporting options from the granular level (single artifact) to the
global level (all artifacts included).

Additionally, RECON LAB includes the first of its kind WYSIWYG (What You See Is What You Get)
reporting mode called Story Board.

Story Board allows the user to have full control over the reporting process and is as easy to use as a word
processor.

The examiner has the ability to add, remove or annotate bookmarks anywhere in the report at any time.

Story Board also allows you to add your bookmarks and tags in chronological order to make it easier to
understand the timeline of events.

2 Recommended Minimum Requirements

Macs are unique in doing more with less. That being said, RECON LAB will work on most Macs. Keep in
mind the simple formula: Processor + RAM = Speed

The faster the processor and the more RAM that is installed will determine how fast you can process
data.



2.1 Minimum Recommended Specifications for Running
RECON LAB

RECON LAB requires a Mac with at least a quad-core Intel i7 processor or an Apple Silicon chip (M1, M2,
M3, or M4) and a minimum of 16GB RAM. The system must be capable of running macOS 12.7.6 or later.

An administrator user account is required.
For improved performance—even on older or slower Macs—we recommend using an external
Thunderbolt 3 RAID. Storing both the evidence and case files on the external RAID can significantly boost

processing speed.

SUMURI has tested and offers the ARECA 8-Bay Thunderbolt 3 RAID Storage, available in various
storage configurations.

3 Before Starting a New Case in RECON
LAB: Helpful Tips

3.0.0.1 Use macOS Extended (HFS+) for Evidence Drives

While macOS supports multiple file systems, our testing has shown that macOS Extended (HFS+)
provides the most reliable results when used with RECON LAB.

Important: When creating logical images of Mac data, avoid using non-Mac file systems. Doing so will
result in the loss of Apple Extended Metadata.

3.0.0.2 Use Apple Disk Image Format (.dmg) for Imaging Evidence

Disk images created with RECON ITR or PALADIN use the Apple Disk Image (.dmg) format, which is a
RAW image compatible with most forensic tools that support RAW. Additionally, .dmg files are natively
supported by macOS.

RECON LAB also supports Expert Witness formats (.E01, .Ex01), but these are not native to macOS and
require FUSE to mount. FUSE introduces an extra translation layer between the forensic image and
RECON LAB, which can negatively impact performance and reliability. We recommend using .dmg
whenever possible.

3.0.0.3 Avoid Segmenting Forensic Image Files

Although RECON LAB supports segmented image files, modern storage capacities can result in
thousands of segments, potentially causing stability or performance issues. Whenever feasible, use a
single image file instead of segmented formats.

4 Getting Support

Support for RECON LAB is available via our Online Support site and submitting a ticket here:



https://sumuri.zohodesk.com/portal/en/signin

During regular business hours, we strive to respond in less than one hour but no longer than 24 hours.
SUMURI is based in the state of Delaware, USA (Eastern Time Zone — EST/EDT).

Our office hours are 0900-1700 (9 a.m. — 5 p.m.). SUMURI is closed for all US Federal Holidays.

Law Enforcement Emergency Support

If you are law enforcement, and are in need of immediate emergency assistance with any of our products,
please contact us anytime at +1 302.570.0015.

5 Renewing RECON LAB

RECON LAB comes with one full year of support and updates. Once RECON LAB expires, its license will
need to be renewed in order to continue to receive updates and support.

RECON LAB can be renewed online via our website here:
https://sumuri.com/product/recon-lab-renewal/

6 Training

SUMURI offers vendor-neutral training on Mac Forensics. SUMURI’s courses teach the concepts and
knowledge to use RECON ITR (or other tools) to process Mac artifacts and Mac file systems.

e Best Practices In Mac Forensics (MEFSC-101)

e Advanced Practices In Mac Forensics (MESC-201)

If interested in hosting a training course at your location and receiving up to two free seats please contact
us via the link below.

e Hosting SUMURI Training

7 Installation

RECON LAB includes and relies on native libraries, some third-party applications and utilities to ensure
that the largest amount of data can be processed and analyzed. Due to Mac’s strict adherence to security,
you may be asked to provide your password various times during the installation.

Updates for RECON LAB can be downloaded at: https://sumuri.com/updates/

7.1 Installing FUSE for macOS

FUSE for macOS is a free open-source application that acts as an interpreter for non-native file systems.
FUSE for macOS assists in loading Expert Witness Format (EWF) forensic images such as .E01 and
.Ex01. FUSE for macOS must be installed to mount and process EWF images.


https://sumuri.zohodesk.com/portal/en/signin
https://sumuri.com/product/recon-lab-renewal/
https://sumuri.com/mac-training/mfsc-101/
https://sumuri.com/mac-training/mfsc-201/
https://sumuri.com/host-training/
https://sumuri.com/updates/

7.1.0.1 Installing FUSE for macOS

1.

w

Navigate to the FUSE for macOS website and download the version that matches your macOS
from here: https://osxfuse.qithub.io/

Double-click on the .dmg file downloaded.

Double-click on the “FUSE for macOS” icon to install.

Follow the application instructions for completing the installation.

7.3 Updating and Installing RECON LAB

Please ensure you have downloaded the latest version of RECON LAB from our website:

https://sumuri.com/updates/

aoroDN -~

No

8.

Plug the RECON LAB USB into the Mac.

Download the DMG from the software update page.

Double-click on the DMG to mount the DMG.

Drag and drop the “RECON_LAB.app” from the DMG to your Applications folder.

Open “System Settings” and navigate to the “Privacy and Security Tab”. Press on “Full Disk
Access” and add the “RECON_LAB.app” to the list of Applications that have full disk access.
Double click on RECON LAB to launch the application.

A notification window will appear to ask if you want to open an application downloaded from the
internet. Choose “Open”.

Please insert licensed RECON LAB USB OR click 'Browse' to locate RECON LAB license file.

Cancel

After the application has launched it may prompt you for the license file. Press on “Browse” and
navigate to the “License” file on the RECON LAB USB.

7.4 Energy and Sleep Settings

Allowing your Mac to go to sleep in the middle of processing a case will most likely cause issues. Make
sure that you disable any settings which “Put hard disks to sleep when possible” or that allows the
computer to sleep when working with RECON LAB.

These settings can be changed in System Settings in macOS 13 and above:

1.
2.
3.

Open “System Settings”.
Press on the “Energy” tab.
Turn off “Put hard disks to sleep when possible”.


https://osxfuse.github.io/
https://sumuri.com/updates/
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8 RECON LAB Splash Screen

RECON LAB-1.6.5 (A1) - Silicon

5 RECOMNLAB Justin

FORENEICSLITE

LOAD CASE ACQUIRE iOS

The Main Menu is the first window that you will be greeted with upon launching the RECON LAB
software. From here the examiner can:

Start a new RECON LAB case
Load an existing RECON LAB case
Set RECON LAB Configurations
View Change Logs

Manage connected disks

8.1 Splash Screen Options

8.1.1 New Case

e Will open a window where the examiner can create a new RECON LAB Case.
e Where the examiner can add evidence and start case creation.

8.1.2 Load Case

e This is where an examiner can load an existing RECON LAB Case
e Will open a prompt where the examiner can navigate to an existing RECON LAB Case folder, and
select it to be open.



e RECON LAB can load other RECON LAB cases created in different or older versions of RECON
LAB.

8.1.3 Acquire iOS

e This will open the iOS acquisition prompt.
e Examiner will be able to acquire an unencrypted backup of a connected iOS device

8.1.4 Configuration

e Allows the examiner to add their examiner details, these will be the examiners details that are
included in their reports and the initial case creation.
e Examiner can set up configuration settings for RECON LAB for data processing

8.1.5 About RECON
e Will open a Window where the examiner can view information about the license and current
EULA agreements.

8.1.6 Disk Manager

e The Disk manager will open a screen where the examiner can control the connected disks.

9 Configuration

Every examiner will have a unique approach to an examination. RECON LAB allows an examiner to
configure a variety of settings prior to starting a case. Configuration settings are persistent and will
automatically be set for each new case. This approach saves a lot of time. Configuration settings can be
overridden at any time if required.



9.1 Examiner Details

Configuration

Agency Name

User Defined Exiensions Examiner

User Defined File Signature
2 Examiner Phone
= Keyword List

¥ FilenameLlist Examiner Email

| Text Indexing Filters Agency Address
v Apple MetadataFitters
1 ExitMetadataFilters

1 System Password
7 Extemal Applications
.* Preferences

4 Debug

The Examiner Details settings allow entry of the following information:

Agency Name — Name of the examination agency.

Examiner — Name of the examiner.

Examiner Phone — Phone number for the examiner.

Agency Address — Agency address.

The agency logo can be changed by selecting the three dots under the current logo.

Any graphic can be selected for the agency logo. RECON LAB supports adding PNG or JPEG image
formats. All information entered in the Examiner Details will automatically be added to any reports
generated by RECON LAB.



9.2 Artifacts
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RECON LAB includes hundreds of plugins that recover thousands of artifacts automatically from
Windows, macQOS, iOS, Android and Google Takeout. RECON LAB allows an examiner to enable plugins
to run on every case and/or create templates for specific investigations. In this Window an examiner can:

e View what plugins RECON LAB supports
View the data that each plugin will parse. To view a full list of parsed artifacts, press the > button
in each of the plugin records.
e Create and manage plugin templates, which are saved sets of plugins you can easily reuse
whenever you need them
e View what artifacts are supported based on what source is being ingested. Plugins will have a dot
beneath the source, if that plugin is supported for that source. The different sources are:
o macOS: This will be symbolized with the Apple Symbol.
o i0OS: This will be symbolized with the iOS text
o  Windows: This will have the windows icon
o Google Takeout: This will be symboled with the G
o Android: This will be symbolized with the android.
e Search for plugins by name. To search a plugin by name, type the keyword in the Plugin Search
textbox.

9.2.0.1 To create a plugin template:
1. Press the Checkbox next to the plugins name
2. Press the checkbox next to the Save Template button
3. Inthe Template Name text field, enter the name that would like to call this template



4. Press on the Add button
5. To view the list currently created templates, press on the Plugin Selection dropdown

9.3 User Defined Extensions

LN N Configuration
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4 Debug

User Defined Extension settings allow examiners to create custom “buckets” (categories) for specific file
extensions. These buckets appear in the RECON LAB Sidebar, and any file with a matching extension is
automatically filtered into the appropriate category.

Each bucket is shown under the Category column, and its associated file extensions are listed under
Extension.

To add a new category or extension, click the + button.

To remove a selected category or extension, click the — button.

To add multiple extensions at once, use the clipboard (paste) button. Your list must be formatted
as one extension per line, with each item separated by a single carriage return. Copy the entire
list to your clipboard before pasting.



9.4 User File Signatures
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User Defined File Signature settings allow examiners to create custom “buckets” (categories) based on
file signatures. File signatures are used to identify files even when extensions are missing or incorrect.
These categories will appear in the RECON LAB Sidebar, and any file with a matching signature will

automatically be filtered into the appropriate bucket.

e To create a new category or add a file signature, click the + button.
o Use the Label field to name the category.
o Enter the file signature in HEX or ASCII, and select the appropriate option.
o If the signature starts at a specific offset, enter the value in the Offset field.

o Click Add to save.

e Toremove a category or file signature, select it and click the — button.
e To edit an existing file signature, click the Edit (pencil) icon, make the necessary changes, and
click Add to save the updates.



9.5 Keyword Lists

_ Examiner Details
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The Keyword List settings allow examiners to create keyword lists in advance for use during
content-based searches. Various search options will be detailed later in this manual.

Keywords can be organized into categories and may include plain text or regular expressions (REGEX)
formatted according to dtSearch rules.

For reference, dtSearch’s Quick Reference Guide is available here:
http://support.dtsearch.com/Support/forms/iframes_advanced/default.html

9.5.0.1 Adding or Removing Categories and Keywords
+ - / + - [ ] /

To create a new category or keyword, click the + button, enter the desired text, and press Return.
If the keyword should be treated as a regular expression, check the Regex box before adding it.
To remove a category or keyword, select the entry and click the — button.

To add multiple keywords at once, use the clipboard (paste) button. Ensure each keyword is on
its own line, separated by a single carriage return. Copy the list to your clipboard and then paste it
into RECON LAB.

e To edit an existing keyword, click the Edit (pencil icon), make the necessary changes, and click
Add to save.


http://support.dtsearch.com/Support/forms/iframes_advanced/default.html

9.6 Text Indexing Filters
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7 Extemal Applications
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4 Debug

RECON LAB provides Text Indexing Filter settings to help streamline your examination process. These
settings allow you to define which files should be indexed—or excluded from indexing—before starting
your case. This can significantly improve processing speed by limiting the scope of text indexing.
9.6.0.1 Text Indexing Options:
e No Filter
o Default setting.
o All files will be indexed without restriction.
e Index These Files
o  Only the specified file types (by extension) will be indexed.
o Click the + button to add extensions.
o Click the - button to remove extensions.
e Do Not Index These Files
o Allfiles will be indexed except those specified by extension.
o Click the + button to add extensions to exclude.
o Click the - button to remove extensions from the exclusion list.



9.7 Apple Metadata Filters

RECON LAB is the only forensic suite developed natively on macOS, allowing it to fully access and utilize
Apple Extended Metadata without relying on third-party or reverse-engineered solutions. This ensures

N ]
. Examiner Details
¥ Artifacts
User Defined Exiensions
= UserDefined File Signature
= Keyword List
% Filenamelist
| Text Indexing Filters
1 ExifMetadataFilters
= System Password
7 Extemal Applications
. Preferences

4 Debug
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Configuration

Latitude

Longitude

Where From

Date Added

Device Make
Device Model

Title

Kind

Fila Size

File System File Name
Created

Modified

Duration

Name

Last Modified Date
Created Date
Comment

Album

Attribute
kMDItem Latitude
kMDitemLongitude
kMDitemWhereFroms
kMDitemDateAdded
kMDitemAcquisitionMake
kMDItemAcquisitionMode|
kMDitemTitle
kMDItemKind
kMDltemFS5ize
kMDItemFSName
kMDitemFSCreationDate
kMDltemFSContentChangeData
kMDitemDurationSeconds
kMDitemDisplayName
kMDitemContentModificationDate
kMDitemContentCreationDate
kMDitemComment

kMDitemAlbum

Description
Latitude of the item.
Longitude of the item
Describes where the item was obtaine
Added date of the item.
Manufacturer of the device used to ac
Model of the device used to acquire th
Title of the item.
Description of the kind of item thiz fil
Size, in bytes, of the file on disk.
File Name of the item
Date that the contents of the file were
Date the file contents last changed.
The duration, in seconds, of the conte
Localized version of the file name.
Date and time when the contents of th
The date and time that the content wz
Comments about the item

Title for the collection containing this

more accurate and complete metadata analysis, reducing the risk of missed evidence.

In the main RECON LAB interface, all Apple Extended Metadata is fully visible. The Apple Metadata Filter

settings allow you to select key metadata attributes to display in the Sidebar or include in reports.

9.7.0.1 Apple Metadata Filter Column Descriptions:

D — Check this box to display the Apple Extended Attribute in the RECON LAB Sidebar. Files with

matching attributes will be automatically filtered into the Sidebar.
R — Check this box to automatically include the selected attribute’s metadata in generated

reports.

Title — The common name of the Apple Extended Attribute.
Attribute — The exact name of the Apple Extended Attribute.
Description — The official description of the Apple Extended Attribute.



9.8 EXIF Metadata Filters
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RECON LAB parses EXIF metadata and provides EXIF Metadata Filter settings to help examiners
automatically filter files based on specific EXIF attributes. These filtered files can be displayed in the
RECON LAB Sidebar, and selected metadata attributes can be included in reports.

Configuration

Description
Parse author of file
Farse GPS of file
Parse make and model of fila

9.8.0.1 EXIF Metadata Filter Column Descriptions:

e D - Check this box to add the EXIF metadata attribute to the RECON LAB Sidebar. Files with

matching metadata will be automatically filtered into the Sidebar.

e R - Check this box to include the selected EXIF metadata attribute automatically in reports.

e Title — The common name of the EXIF metadata attribute.

e Description — The official description of the EXIF metadata attribute.



9.9 System Password
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When RECON LAB is launched for the first time—or after a reset—you will be prompted to enter the
system Admin password. If the Admin password is changed after installation, it must be updated within
the System Password settings to ensure continued access and functionality.



9.10 External Applications
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RECON LAB allows you to open files in external applications for further analysis or review. Applications
can be added or removed from this list as needed.

9.10.0.1 Available Options:

e Add - Click this button to browse for and select an external application to add to RECON LAB.

e Remove — Highlight the application you wish to remove and click this button to delete it from the
list.



9.11 Preferences

) @ Configuration
Examiner Details

- Highlight User Opaned Files
 Arifacts ol F

User Defined Exiensions Minimum File size for Face Analysis Is
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The Preferences view allows the examiner to configure the default behavior of RECON LAB. These
settings help tailor the examination environment and can improve overall performance.

9.11.0.1 Available Options:
e Highlight User Opened Files — Enables visual highlighting (yellow) for files that have a recorded
use count in their Apple Extended Attributes metadata.
Note: The Apple Metadata Process must be run for this highlight to appear.
e Minimum File Sizes — Allows the examiner to set minimum file size thresholds for various Al
functions. Adjusting these values can help reduce processing time.



9.12 Debug Mode

) @ Configuration
Examiner Details

H Ariifacts Enable Debug Mode
User Defined Exiensions

.. UserDefined File Signature
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| Text Indexing Filters
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1 System Password
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RECON LAB includes the ability to log errors that may cause the application to fail. Enabling Debug Mode
helps the development team identify, diagnose, and address issues more effectively.

9.12.0.1 To Enable Debug Mode:
e Check the box next to Enable Debug Mode.
e When the box is checked, Debug Mode is active and RECON LAB will begin logging error
information.

9.12.0.2 Log File Location:

e Debug logs are saved to a folder named RECON_LOGS, which is automatically created on the
active user’s Desktop.




10 New Case

Case Info

RECON LAB-1.6.5 (A1) - Silicon

Justin

LOAD CASE ACQUIRE i0S

To begin a case in RECON LAB, select New Case from the Welcome Screen. This will launch the Case
Wizard, starting with the Case Info screen.

If any case-related information was previously entered in the RECON Configuration settings, it will
automatically populate the relevant fields.

Important Notes:

e The information entered in the Case Info screen will be included in RECON LAB reports.

e Mandatory fields are marked with an asterisk (*) and must be completed to proceed to the next
screen.



N RECON LAB-1.6.5 (A1) - Silicon
| mcasenfo [ i

Case Name* Tast Case
Location SUMLRI

Case Notes Analysis of several different devices that were found on scene

Examiner* John Doe
Examiner Phone 302-570-0015
Examiner Email Hello@Sumuri.com

Agency SUMLURI, LLC

Agency Address SUMURI LLC,
PO Box 121
Magnolia DE 19962

The Case Info window allows the examiner to enter case-specific details that will appear in RECON LAB
reports. Some fields will be automatically populated with data from the RECON Configuration settings if
previously entered.

10.1.

Once

0.1 Available Case Info fields
Case No. (mandatory) — A unique case number.
Case Name (mandatory) — The name of the case.
Location — The location of the incident or examination.
Case Notes — A free-form text field for any relevant notes.
Examiner (mandatory) — The examiner’s name. Auto-filled from Configuration settings if available.
Examiner Phone — The examiner’s phone number. Auto-filled from Configuration settings if
available.
Examiner Email — The examiner’s email address. Auto-filled from Configuration settings if
available.
Agency — The name of the agency. Auto-filled from Configuration settings if available.
Agency Address — The agency’s address.

all mandatory fields and any desired additional information are entered, click Next to proceed.



10.2 Source

RECON LAB

Select Evidence Type
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Physical Evidence  Logical Evidence  Mobile Evidence Cloud Evidence Network Acquisition

The Source tab allows the examiner to add a new source for processing. Sources must be correctly
identified to ensure proper analysis within RECON LAB.

To add a source, use the Add Source menu and select the appropriate source type. Source types are
divided into five categories, each with specific image format options. Choosing the correct category is
essential, as it can affect how the data is interpreted and processed.

To add a source:
1. Click the Add Source button.
2. Select the appropriate source type from the available categories.
3. Follow the prompts based on the selected category to complete the source addition.



Physical Evidence

RECON LAB

Select Image Type

P B &€ © ©

Forensics Image Mounted Veolumes Optical Disc Image RECON FS Block Image Time Machine Backup Image

10.2.1.1 Forensics Image
e Use this option to add physical images. This option refers specifically to full physical disk
acquisitions
Select the operating system that the image pertains to.
Additional fields for macOS physical images:
o Image Path — File path of the image to be ingested.
o Is FileVaulted — If the image was acquired while FileVault was locked, enter the admin or
recovery key to decrypt the image.
o Is Fusion — For Fusion Drives, add the SSD image first, then select the Is Fusion Drive
option to pair it with the larger HDD image.
Supported formats: .dd, .000, .00001, .raw, .dmg, .sparsebundle, .E01, .EX01, .LO1, .SO1,
AFF4.
10.2.1.2 Mounted Volumes
e Select from currently mounted volumes on the system.
e Useful for processing volumes directly connected to the examiner's machine.
10.2.1.3 Optical Disk Image
e Used to ingest optical disk images.
e Supported formats: .iso, .cdr.
10.2.1.4 RECON FS Block Image
e Add APFS container images created with RECON ITR.
e Supported formats: .dmg, .sparseimage.



10.2.1.5 Time Machine Backup Images
e Add physical images taken of a Time Machine backup drive.
e Supported formats: .dmg, .sparseimage.

Logical Evidence

RECON LAB

Select Image Type

O & B

Time Machine Backup Folder macOS Home Directory RECON Logical image Encase Logical Image Folder

[Logical Evidence]

e 10.2.2.1 Time Machine Backup Folder
o Used to add an image of the user’s home directory for analysis.
e 10.2.2.2 macOS Home Directory
o Used to add an image of the user’s home directory for analysis.
e 10.2.2.3 RECON Logical Image
o Used to add logical images acquired by RECON ITR.
o Use this option when:
m The image was taken with the logical imager in RECON ITR

m The image was of an APES volume taken through Disk Imager in RECON ITR
o Supported formats: .dmg, .sparseimage, folder.

e 10.2.2.4 Encase Logical Image

o This option allows the examiner to add an Encase Logical Image
o Supported format: .LO1.

e 10.2.2.5 Folder
o Use this option to add a directory from the system as a source.
e 10.2.2.6 File

o Select this option to add a single file as a source for processing.



Mobile Evidence

RECON LAB

Select Backup Type
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iTunes iOS Backup Cellebrite iOS Backup GrayKey Backup ADB Android Backup

[Mobile Evidence]

e 10.2.3.1 iTunes iOS Backup
o Used to add an iOS backup as a source.
o Browse to and select the manifest.db database file to add the iTunes backup.
e 10.2.3.2 Cellebrite iOS Backup
o Supports ingesting Cellebrite UFED extractions in unencrypted .tar and .ufdr formats.
o Supported formats: .tar, .ufdr.
e 10.2.3.3 GrayKey Backup
o Supports ingesting GrayKey backup images provided as .zip files.
e 10.2.3.4 ADB Android Backup
o  Supports processing Android Debug Bridge (ADB) backups and files.
o Supported formats: .ab backup file or folder.



Cloud Evidence

RECON LAB

Select Image Type

G»

Coogle Takeout

e 10.2.4.1 Google Takeout

o Used to add data downloaded from Google Takeout as a source.
o Navigate to the directory containing the Google Takeout data to add it to the case.



Network Acquisition

RECON LAB

Select Image Type

1y

RECON MAC Sharing Mode

[Network Acquisition]

e 10.2.5.1 RECON MAC Sharing Mode
o Network Acquisition refers to acquisitions performed over a connection like SMB.
RECON LAB currently supports one type of Network Acquisition, RECON MAC Sharing
Mode.
Images that were taken in Target Share Mode on Silicon Macs, M1, M2, M3, etc.
Supported formats: DMG, Sparse Image, Folder

10.2.6 Adding Source Information



Please fill the info for source 'fVolumes/Dest/DesktopFiles/2023 Class Image.dmg'

Evidence Mo.* 001

Source Password ssssnnes

Description : This is a new sourcal

*RECON LAR will require source password for some of the artifacts.

When adding a source, you can enter identifying details for the evidence to ensure proper documentation
and processing. Some sources may also require a password to access specific artifacts within the image.

e Evidence No. — Enter a unique identifier for the piece of evidence.
Description — Optional field to provide a brief description of the evidence.
Source Password — If required, enter the admin password from the forensic image. This allows
RECON LAB to access certain protected artifacts.
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Forensics Image

After selecting OK, additional sources can be added or removed as needed.

e Add Source — Click to add another source to the case.
e X Button — Click the X icon next to a listed source to remove it from the case.



10.3 Case Directory

il Case Info

! Source

After adding your sources, you must choose a location for the RECON LAB Case Directory. This directory
will store all case-related data and can grow significantly in size depending on the amount of processed
data.

e Ensure there is sufficient available space on the selected drive.
e Itis recommended to use a macOS Extended (HFS+) formatted drive for best compatibility and
performance.



10.4 Date & Time

’ ® RECON LAB-1.6.5 (A1) - Silicon
il Case Info

Source

Case Diractory

* uTC UTC +0000
Machine Time Zone

Other Time Zone

Date Format ¥y yy -MMi-dd

RECON LAB provides several options to configure how time and date information is displayed. These
settings apply globally in the RECON LAB case.

UTC — Sets the time zone to Coordinated Universal Time (+00:00).

Machine Time Zone — Uses the time zone of the examiner’s system, if detected.

Other Time Zone — Allows manual selection of any global time zone from a dropdown menu.
Date Format — Allows selection of a preferred date format to be used throughout RECON LAB.

10.5 File System

RECON LAB is designed to provide examiners with granular control over the processing of each case.
Examiners can enable or disable individual File System Modules based on the specific needs of their
investigation. By running only the necessary modules, processing time can be significantly reduced,
improving overall efficiency.



10.5.1 Apple Metadata

il C Inf :
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! Source

Case Directory Apple Metadata Extract Apple Metadata

W Date & Time

E File System

Signature Analysis

Exif Metadata

Hashes

Face Analysis

Optical Character Recognition

Skin Tone Detection

Weapons and Fire

To activate the Apple Metadata module for macOS sources, check the box next to Extract Apple
Metadata. This enables the parsing of Apple Extended Metadata from the spotlight database within the
source.



10.5.2 Signature Analysis

e RECON LAB-1.6.5 (A1) - Silicon
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Image Files

Video Files

Hashes
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Optical Character Recognition &
£ 2 Property List Files

Skin Tone Detaction

Weapons and Fira

Selecting Analyse User Defined File Signatures runs a module that identifies files based on their headers
(file signatures). These signatures can be added during the Case Wizard or previously in the RECON
LAB Configuration.

For instructions on how to add or remove file signatures, please refer to the Configuration section of this
manual.



10.5.3 Exif Metadata
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Extract Exif Metadata

D|R| Title
¥ & Author

o o GPS

¥ ¥ MakeModel

Description
Parse author of file
Parse GPS of file

Parse make and model of file

Selecting Extract Exif Metadata instructs RECON LAB to recover any EXIF metadata selected within this
module. RECON LAB will also attempt to recover additional metadata not listed in the table above.

e D - Check this box to add the EXIF metadata to the RECON LAB Sidebar. Files matching the
selected metadata will be automatically filtered and placed in the Sidebar.
R — Check this box to include the selected EXIF metadata automatically in reports.
Title — The common name of the EXIF metadata.

Description — The official description of the EXIF metadata.

For instructions on configuring EXIF Metadata, please refer to the Configuration section of this manual.



10.5.4 Hashes
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Exif Metadata

Hashes

Face Analysis
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Check Analyze Hashes if you plan to use pre-configured hash sets during your investigation or analysis.
RECON LAB will generate both SHA1 and MD5 hashes for all files within the selected sources.



10.5.5 Face Analysis
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Face Analysis scans all image files on the selected source devices to identify and categorize faces by
individual. This process can be time-consuming depending on the size of the source data.



10.5.6 Optical Character Recognition
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This feature scans source media files and attempts to extract text characters contained within those files
using Optical Character Recognition (OCR) technology. Be aware that processing time may be lengthy
depending on the size of the source data.



10.5.7 Skin Tone Detection
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This module analyzes all image files on the selected source devices to identify media containing skin
tones. Be aware that processing time may be lengthy depending on the size of the source data.



10.5.8 Weapons and Fire
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This module analyzes all image files on the selected source devices to identify media containing weapons
and fire. Please note that processing time may be lengthy depending on the size of the source data.



10.6 Artifacts

> @ RECON LAB-1.6.5 (A1) - Silicon
il Case Info

<Plugin Selection>
! Source

Case Directory All Plugins Flugins

I8 Date & Time > & 7 Adum
= File System > N EAEererireEessNemurk

=i Android Installed Applications
¥+ Android Photos
Atvanced Analysis 8% Android Thumbnails
App Ci tibility Cache
B Peia Annh B App Compatibility Cache

W Apple Dock
Apple Logs i i

= Apple Installed Applications
Backups i IEE

; T Apple Mall Extractor
Device

Download Manager #® Application Services

Email Artifacts [ Bash History

BitTorrent
Email Client €

FIP Elii @ BitTorrent Web

Black Hole
Google Takeouwt =

% Bluetooth

PP

RECON LAB automatically processes and analyzes thousands of artifacts using hundreds of plugins for
Windows, macQOS, iOS, Android, and Google, as described in the Configuration section of this manual.

e Select individual artifacts to process by checking the box next to the plugin’s name.
e Alternatively, choose a preset template from the Plugin Selection dropdown menu.

To begin processing all sources with the selected File System Modules and selected Artifact Analysis,
click Start.




11 Loading a case

RECON LAB-1.6.5 (A1) - Silicon
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LOAD CASE ACQUIRE iOS

To open a previously created case, select Load Case from the initial splash screen.

e A popup window will prompt you to navigate to the desired case folder and click Open.
e The case folder name follows the structure:

Case Name-YYYY-MTH-DYTHH-MM-SC

(e.g., Fraud_Investigation_2018-SEP-19T13-25-44)

Next, you will be asked whether to re-mount the original sources for the case.

, Want to mount/locate sources which are not
® accessible?

NO

The sources must be re-mounted for RECON LAB to function properly. If the sources have been
moved since the case was last opened, RECON LAB will prompt you to locate and reattach them.



12 RECON LAB Interface

1 Case: Damy
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& Mobile Backup Case Created Time ; Sep-2

Disk Images
s Apple Metadata
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MIME Type Examiner : Justin

Examiner Phon
File Extensions
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Fite Size Examiner Selected Time Zone : UTC +0000
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£ Faco Analysis
Face Search
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Hashsat
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The RECON LAB Main Interface is designed to be intuitive and simple to use, with the main window
views dynamically changing based on the selected option.



12.1 Processing Status Window
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RECON LAB lets you start working within minutes by automatically running multiple tasks simultaneously,
adjusting their workload based on available system resources to maximize efficiency. The first step is to
add a source to the case, which is required before manual evidence review can begin. Almost
immediately, automated artifact analysis starts extracting data and populating the Sidebar, allowing you to
review results as soon as each plugin completes.

At the same time, RECON LAB begins parsing MIME Types. If selected, Apple Extended Timestamps are
extracted for macQOS file systems—these timestamps, unique to macOS, provide crucial forensic
information that traditional POSIX (Unix) timestamps do not capture. RECON LAB, together with RECON
IMAGER, is the only solution that properly captures and utilizes Apple Extended Metadata timestamps in
a forensic context.

After the Apple Extended Timestamp extraction starts, RECON LAB proceeds with identifying and
categorizing files by MIME type, followed by running the Apple Metadata, Signature Analysis, and EXIF
Metadata modules. Finally, the Hashes module runs to create file hashes.

Each module’s output becomes available immediately upon completion and can be reviewed right away.

Modules can be canceled by clicking the “X” button, though it may take some time for them to fully stop.
The Processing Status Window can be minimized by clicking the triangle icon in the bottom right corner.

Appla Matadata | Exif Metadata | Signature Analysis | Hashes | Face Al cal Character Recognition Skin Tone Datection | Weapons and Fire | Emall Analysls | Verification

To view the status of current or completed processes, click the % icon in the top menu bar. This opens the
Processing Status Window.In this window, the examiner can:

e View the sources currently loaded in the case

e Review which processes have been run



e Run new processes on selected sources

Running a Process
1. Check the box beneath the desired task.
2. Click Start to begin processing.

Available Actions
e Verify — Hashes the selected source to ensure data integrity.
e Remove — Removes the selected source from the case.

12.2 Case View

[t] Case: DemoCase
= Source
U 2023 Class Image.dmg

o Khan_Mac (242209)
B EF1(5)

» =y dataVolume.Sparselmage
E untitled (29975)
» Bl sumuri (13)

> [l Shared (2)

> [ .fseventsd (3)
B EFl1 (0

The Case View can be activated by selecting the “briefcase” icon at the top of the Sidebar.



Case Details

Case No.: 1

Case Name : DemoCase

Location :

Case Motes :

Case Created Time : Sep-27-2024 14:24:20 +00:00

Case Created Machine Timezone : America/New_York-EDT-GMT-4:00
Case Created Version : 1.6.1 (RECON LAB)

Case Path : /Volumes /Dest/DemoCase_2024-Sep-27T10-24-20/

Examiner Details

Examiner : Justin

Examiner Phone : (302) 570-0015

Examiner Emall : Software@Sumuri.com

Agency Name : SUMURI

Agency Address : 40 South Main Street Magnolia Delaware 19962
Examiner Selected Time Zone : UTC +0000

Sources

|‘-‘ 2023 Class Image.dmg
=1 dataVolume.Sparselmage

The Main Window displays key information about the case, including:
e Case Details
e Examiner Details
e Source Information

If a source contains multiple partitions, you can view them by clicking the main source item (e.g., “2023
Class Image.dmg”). Selecting an individual partition will display additional details, such as the operating
system version.

12.3 Menu Options

RECON LAB’s Top Menu is broken up into two parts, those accessible as icons on the top of the tool, and
those that are accessible through macOS’s Menu Bar.

12.3.1 Interface Top Menu

The interface top menu comprises 10 icons, providing examiners with quick access to key case
management functions:
1. Add Source — Add additional sources after the case has begun.
2. Processing Status — Displays all added sources and the status of modules run against them;
sources can also be removed.
3. Configuration — Allows changes to configuration settings.
4. Global Report — Automatic report generation.



5. Story Board — Creates a new report in a WYSIWYG report editor.

6. Examiner Space — Enables examiners to take notes relevant to their case, which can be added
to reports.

7. Screenshot — Allows capturing screenshots to include in reports.

8. Quick Look — Activates the native macOS file viewer supporting hundreds of file types.

9. Show/Hide Sidebar — Toggles the Sidebar visibility.

10. Show Detailed Information — Toggles the Detailed Information Window visibility.

12.3.2 macOS Menu Bar
i RECON_LAB Process Search Timeline Export Report

RECON LAB uses the macOS Menu Bar to organize the interface into five main categories, making
navigation user-friendly and efficient. These categories provide quick access to various features related to
processing, searching, timelines, exporting, and reporting:

12.3.2.1 Process
1. Run Artifacts — Launches the Artifacts and Plugins module for automated analysis.
2. Text Indexing — Enables indexing of files and directories.
3. Hash Sets — Allows creation or importing of hash sets.

12.3.2.2 Search
1. FEile Search — Locate files using criteria like timestamps, names, extensions, and sizes.
Content Search — Opens a configuration window for keyword searches.
EXIF Metadata Search — Search files based on EXIF metadata.
Apple Metadata Search — Search files using Apple Extended Metadata.
Artifacts Keyword Search — Quickly search all parsed artifacts by keyword.
Recognize Face — Search the indexed faces, for a selected face.
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12.3.2.3 Timeline
1. Artifacts Timeline — Generate timelines and graphs from artifact timestamps.
2. Super Timeline — Create enhanced timelines using all available timestamps from files and
artifacts.

12.3.2.4 Export

1. Tagged File Export — Export files that have been tagged or bookmarked.
2. Export Case — Export a portable case version compatible with Windows systems

12.3.2.5 Report

1. Global Report — Automatic Report generation.
2. Story Board — Creates a new report in a WYSIWYG report editor.

12.4 Main Columns

| All Features I € P | Case: X Case Info %




There are three main columns at the top of the Main Window for RECON LAB. These columns can be
used for quick navigation.

When you navigate to different modules or views these columns will keep a history of these. Clicking on
the columns will allow you to return to a previous module or view.

Views or modules can be removed by selecting the “X” button.

12.4.0.1 Sidebar Column

The Sidebar Column allows quick access to the modules and views located in the Sidebar.

12.4.0.2 Select Category Column

Case:

Source

User Defined File Signatures

The Select Category Column keeps a history of modules and sources previously viewed. Clicking the title
of the column will show previous items. Select any item to return to the module or source.

12.4.0.3 Select Feature Column

The Select Feature Column keeps a history of different windows viewed. Clicking the title of the column
will show previous items. Select any item to return to a previous window.



12.5 Case Sidebar

« lil Case: DemoCase
= Source
o 2023 Class Image.dmg
> v Khan_Mac (242209)
> |8 EFI(%)
w = dataVolume.Sparselmage

v B untitied (29975)

> Bl sumuri(13)
> [ Shared (2)
> il .fseventsd (3)
B EFI(0)
> | Mobile Backup
& Disk Images
3 Apple Metadata
. Exif
= MIME Type
- File Extensions
- User Defined File Signatures
Apple Disk Image File - Disk Utili
Property List - Standard (3060)

Property List - Binary (62610)
. ]

The Sidebar is used to quickly access data recovered from processing, analysis, and reporting. It is also
used for manually navigating through the source data. Clicking the triangle next to a category or feature
will expand the category. The Quick Search field can be used to quickly find a plugin or module.

12.5.1 Case Sidebar Options

The RECON LAB interface is organized into several key tabs, each designed to provide you with focused
access to different aspects of your digital investigation. This section outlines the purpose and functionality
of these tabs.

e Source: This tab displays a comprehensive list of all data sources currently added to the active
case.

e Mobile Backup: Here, you will find a list of all mobile backups identified within any macOS
source images. This tab allows you to add these identified backups as individual sources for
analysis.

e Disk Images: This tab lists all disk images detected within your added sources. From here, you
can select and add these disk images as new sources to your case.

e Apple Metadata: This tab displays the parsed results from the Apple Metadata Process. The
specific categories of Apple Metadata shown here are configurable within the application's
settings.



Exif: This tab presents the parsed Exif Metadata extracted from relevant files. The display format
and specific Exif fields shown can be customized in the Configuration settings.

MIME Type: Upon adding a source, this tab automatically populates, categorizing files based on
their detected MIME type.

File Extensions: Similar to MIME Type, this tab automatically organizes files by their file
extension as soon as a source is added. The specific file extensions displayed can be configured
within the application settings.

User Defined File Signatures: After running the Signature Analysis process, this tab will list files
categorized according to user-defined file signatures. You can manage and configure these
signatures within the application.

File Size: This tab automatically categorizes files based on their size.

Unified Logs: Following the execution of the Unified Logs process, this tab will display a detailed
list of the extracted logs.

Email Files: This tab opens the integrated email viewer, displaying all identified email files from
the analyzed sources. This process runs automatically.

Artifacts: This tab provides a list of all artifacts that have been processed. Only artifacts
containing identified records will be displayed here.

Face Analysis: When the Face Analysis feature is utilized, this tab will display all parsed and
identified faces within the analyzed data.

Face Search: This tab lists all face searches that have been performed using the Face Search
functionality.

Optical Character Recognition: After running the OCR module, this tab will contain any files
where text was successfully identified and extracted.

Skin Tone Detection: If the Skin Tone Detection module is run, this tab will display files identified
as containing skin tones.

Weapons and Fire: Following the execution of the Weapons and Fire module, this tab will list any
files identified as potentially containing images of weapons or fire.

Hashset: This tab displays the currently configured hashsets. You can manage and configure
hashsets through this interface.

Bucket: This dropdown menu lists any files that have been manually sent to user-defined buckets
for organization or further review.

Tags: This tab provides a list of all files and records that have been bookmarked or tagged for
specific attention.

Notes: This tab keeps track of all notes that have been added to individual files and records
within the case.

File Search: This tab maintains a history of all file searches performed using the File Search
feature.

Artifacts Keyword Search: This tab displays the results of each Artifact Keyword Search that
has been conducted.

Content Search: This tab lists all Content Searches that have been performed on the data.

Exif Metadata Search: This tab provides a record of all searches conducted on Exif metadata.
Artifacts Timeline: This tab displays any timeline artifacts that have been generated from the
processed data.

Redefined Results: This tab displays various categories of parsed artifacts that have been
reprocessed or refined for more specific analysis.

Saved Redefined Result: This tab lists any redefined analysis results that have been saved
within the application.

Screenshots: This tab contains a list of any screenshots that have been captured and saved
within the application during the analysis process.



Story Board: This tab displays a list of any storyboard reports that have been generated.
Saved Graph Results: This tab lists any data visualizations or graphs that have been created
and saved within the application.

e Saved Maps: This tab displays any geographical maps that have been generated and saved.

12.6 Main Viewer Window

w:| & Record No. |a Inode No./File D |« File Name a  Extension |a File Size ||a Date Modified

135670 185277 [ Script Synopsis- The Man Who Shot . 151529 202207725 23:06:30 +0:00
135671 185278 . United NYC to LAX.png 19102 2022/06/10 18:26:26 +0:00
135672 185243 B LAXto NYC.png 21087 2022/06/10 18 6 +0:00
135673 185275 n reply.ref 867 2022/07/21 21:37:50 +0:00
135674 185237 [k .05 Store 81936 Z022/07/30 15:59:59 +0:00
135675 135238 - Jocalized 0 2022/11/09 18:53:07 +0:00
135676 1585241 ‘ ev-bartery-recycling-fact-sheet.pdf 993704 2022/07/19 19:50:13 +0:00
135677 185276 [ Script Synopis: Tha Man Who ... f 2634 2022/07/08 D01:30:12 +0:00
135678 185239 E charactewriterd .dmg [ 7T766215 2022/07/01 03:59:49 +0.00

|\.n-4 m||.n -a-.|u.|m|.—

The Main Viewer window has a Table View and a Gallery View. The following is an example of the Table
View when a source is selected in the Sidebar. Specifically, this is a user’s Download folder.

The first column with the checkbox is to bookmark the file. The second column with the checkbox is for
marking a file as “seen” by the examiner. Call it the “been there, done that” tag.

In the table, the different columns are:
e Record No. — This is a unique number assigned to a record by RECON LAB.
Inode No./File ID — Shows the Inode, FilelD or CNID number of a file.
File Name — The name of the file.
Extension — The extension of the file.
File Path — The path of the file in relation to the source.
File Size — Size of the file in bytes.

Mime Type Hashset Namea

application/zip 24382565ff0eb6d374ef059d3f3b665d 65b04b09bea7ed933264315079e15bbf0ff60eb0
image/png ce2837adca43374cabbl4d9b4e874870 6ed96650723b5e651d401542f9135c98aa3edafe
image/png 3a775d98f203aba29ff2be2cflc4af91 892b16062f5e82025d0fa619f4f4508aa871882f

application/rtf afalaabbe583de980121d1c658060c45 c4f7 78b8c6474da3a8f6840918415fcc9dal902d
application/octet-stream f4c3c493cebf34f899 8fc6 7ff666b9C 77a75687d0ce4b2092dba4cc? 58e8ba3952f0foe

application/x-zerosize
application/pdf ef059f07d9b8d6d2b4 754d9e7a971410 4a3b75d0c802225e09dda2c4c1969098c79f3a04
application/rtf a4043195915¢01516093cd21c47c7ddc alce815e8f3d34b658e8f77a5729995f225a21b4
application/octet-stream 6070a726354765360598ec3 1cc5331df 4b4caab6fo24ddfb28223fe8el78203541adodab
e Mime Type — Shows the type of file as identified by MIME Types.
e HashSet Name — If the file hash matches a hash found within a HashSet the name of the
HashSet is shown.
e MD5 — The calculated MD5 hash of a file.
SHA1 — The calculated SHA-1 hash of a file.
Decompression Status — Shows if a file (i.e. zip file) has been expanded. If expanded, the word
“Decompressed” will show




e Date Modified — Standard timestamp for Date Modified.
e Date Change — Standard timestamp for Date Changed.
e Date Accessed — Standard timestamp for Date Accessed.

Last Used Date 4+ Use Count | a Date Added Content Creation Date Content Modification Date

2022/07/28 01:30:01 +0:00 1 2022/12/06 22:58:31 +0:00 2022/07/25 23:06:30 +0:00 2022/07/25 23:06:30 +0:00
2022/12/06 22:58:31 +0:00 2022/06/10 18:26:26 +0:00 2022/06/10 18:26:26 +0:00
2022/12/06 22:58:31 +0:00 2022/06/10 18:26:26 +0:00 2022/06/10 18:26:26 +0:00

2022/07/27 14:21:02 +0:00 2022/12/06 22:58:31 +0:00 2022/07/21 21:37:50 +0:00 2022/07/21 21:37:50 +0:00

2022/12/06 22:58:31 +0:00 2022/07/19 19:50:13 +0:00 2022/07/19 19:50:13 +0:00
2022/07/20 02:03:26 +0:00 2022/12/06 22:58:31 +0:00 2022/07/08 01:30:12 +0:00 2022/07 /08 01:30:12 +0:00
2022/12/06 22:58:30 +0:00 2022/07/01 03:59:49 +0:00 2022/07/01 03:59:49 4+0:00

Date Added — macOS Apple Extended Attribute for when a file was added to the volume.

e Content Creation Date — macOS Apple Extended Attribute for when the content of the file was
created.

e Content Modification Date — macOS Apple Extended Attribute for when the content of the file was
modified.

e Last Used Date — macOS Apple Extended Attribute for when the file was last opened by a human
(double-click to open).

e Use Count — macOS Apple Extended Attribute that approximates how many times a file was
opened by a human (double-click to open).

12.6.1 Table View

12.6.1.1 Recursive View

Show Column >~

Table View  Gallery View

= Inode No./File ID | = File Name Extension |a  File5ize Date Modified

3 [ sourcesjson
; [ .05 _Store

B LICENSE 1971945 8 +0:00

9 [ reguireme i » 2021/09719 19:53:08 +0:00

135687 8 I CITATION. F 2021709/19 19: 8 +0:00
135688 1 [ get scripts.py ] 4 2021/09/19 19: 8 +0:00
135689 185253 ™ old < 2021/09/19 19:53:08 +0:00
135690 185254 [ clean files_old.py y 2021/09/19 19:53:08 +0:00
135691 185255 [ get_metadata_old.py Ty 021/09/19 19:53:08 +0:00
135692 185256 [ parse_files_old.py
135693 185258 B README.md 2021/09/19 19
135694 185247 [N .gitignore 2021/09/19 19:53:08 +0:00
135695 185250 [ get_metadata.py y 2021/09/19 19
135696 185260 [ sources 2021/09/19 19 8 +0:00
135697 185262 [ actorpoint.py y 2021/09/19 19 & +0:00
135698 185268 [ seriprsavantpy y 2021/09/19 19:53:08 +0:00
135699 185263 [ awesomefilm.py y 2021/09/19 19:53:08 +0:00
135700 185272 [ weeklyscripr.py y 2021/09/19 19:53:08 +0:00
135701 185261 [ _inn_py ; 1 2021/09/19 19:53:08 +0:00
135702 185265 [ imsdo.py 2021/09/19 19
135703 185270 [ sfrpy ; 2021/09/19 19:53

135684 il
135685 L
135686 185
Ak
1

135704 185266 [ screenplays.oy 2021/09/19 19:53:08 +0:00

The Recursive View feature will recursively expand any subdirectories in the current view. This is
frequently done prior to creating a full file listing. To expand all directories recursively, click the Recursive
View button.



12.6.1.2 Export to CSV

Show Column  »

Table View  Gallery View

w:| s PRecord No. |« (inode No./FilelD |« File Name « Extension |« FileSize |a Date Modified

185273 [} sources json 2021)09/19 19:53:08 +0:00
185246 [ D5 Store 2022)07/22 23:23:04 +0:00
185252 [ UCENSE :
185259 [B requirements.tx b 0 21/09/19 19

135687 185248 B OTATION.Cff off 315 2021/09/19 L

[ g g Lo.on

The “Export as CSV” feature allows an examiner to create a file listing of the current Screen Items or
Current Directory. If you select a directory you have the option of including all files recursively by
checking the “Recursive” button.

Export As

® Screen ltems Current Directory

Fila Name

Directory

Provide a File Name for the report and choose the location for the report. When done, click “Export”.

(=]

(=]

MO NN M
=]

(=]

1



© © Download, : mbeors

Sr. Mo lrode Mo /Flie 1D Fie Name Extension  Fle Path File Size (Bytes) File Size (Units)
1 185273 SOLNCES, [S0N Json SUsers/thenrath MOVIE-SCript-0 ~MIASLEN SOUFCES. Json 228 128 B

2 185246 .DS_Store JUsers/thewrath/Downl \ovia-Seript-Database-master/ DS_Store 6143 6.00 KB
3 185252 LICENSE JUsers/th it/ D loads/M ript-Datab; tar/ LICENSE 1067 1.04 KB
4 185259 requirements, &t ot JUsers/thewrat/| Movie-5cript-Dat ~MAasIer/ reqUirements. 105 058

5 185248 CITATION, cff cff JUsers/thewrath/Downloads/Movle-Script-Database-master/ CITATION cff 315 3156

] 185251 get_scrpts.py Py JUsers/thewrath/| ds/Moviz-Script-0 get_seripts.py 694 694 B

7 185253 old JUsers/thewramm| Movie-5cript-Data, == 0B

8 185254 clean_files_oid.py Py JUsers/thewrath/Downloads/Movie-Seript-Dat fold/clean_files_nold.py BS3T 6.318 KB
9 185255 get_metadata_old.py  py JUsers/thewrath/D loads/Movie-Script-Oi fold/get_ data_sold.py 22320 21.80 KB
i 185256 parse_fles_old.py PY fUsers/thewrath/| Movle-Script-Datab, fparse_flles_old.py 19021 18.58 KB
11 185258 README.md md JUsers/th loads/Moula-Seript-Database-master/ README.md HOGS 78R KB
12 185247 .gitignore JfUsers thewrath/Di Movie-Script-0 master/ .gitig 1829 1.79 KB
13 185250 get_metadata.py Py Jusers/thewrath/| Movle-5Script-Database-master/ get_metadata.py 10027 5.79 KB
14 185260 sourcas JUsers/ thewrath/Downl, Seript-Datab: UFCES - 0B

15 185262 actorpoint.py =% AfUsers/thewrath| Movle-Script-Di -master/sources/actorpoint.py 2342 .19 KB
16 185268 seriptsavant. py By JUsers/thewrath/Downloads/Movia-Script-Datab; / es/seriptsavart.py 1943 1.50 KB
17 185263 awesomafilm. py Py JUsers/th th /D load la-Script-Databagse-| 'ZOUrTH fllm.py 2490 143 KB
18 185272 WeekiysCripL.py py Jusers/thenratn MoviE-Seript-L ~MASIEN SOUMCES, WeeklySCrpLpy | 1839 1.80 KB
15 185261 _nit__.py oy JUsers/thewrath/Downloads/Movie-Script-Database-master/sources) _init__.py 1037 101 KB
20 185265 imsdb.py Py JUsers/th th/ D loads/Movi ript-Datab 7 es/imsdb.py 3395 132 KB
21 185270 sly.py by JUsers/thenraty MovlE-SCript-Date ~MASLEN SUULES/Sly.0Y 2384 L33 KB
22 185266 screenplays, py Y JUsers/thewrath/Downloads/Movie-Script-Datah. aster/sources/screenpliays.py 1735 1.70 KB
23 185269 scriptsiug.py By fUsers/th ! loads/™ Script-Datab Iptsiug.py 2184 213 KB
24 185267 SCriptmar.py By SUsers/thewrath/ MovIE-SCript-Datanase-masier) sources, scriptpdr.py 2032 1.98 KB
25 185271 utllities. py ny JUsers/thewrath/ ds/Movie-Script-Database-master/sources/utllities py 2077 103 KB
2% 185264 dally=cripz.py py JUsers/thewrath/Connloads/Movle-Script-Oi master/sourc cript.py 2523 2.46 KB
27 185257 parse_fies.py py JUsers/thenrath/ Moviz-Script-Database-master/ parse_fies.py 25396 14.B0 KB

A folder will be created in the location you chose and RECON LAB will ask you if you would like to open
the CSV file created. A folder will be created in the location you chose and RECON LAB will ask you if
you would like to open the CSV file created.

Table View Filter and Search

Record No. | &+ Inode No.[File ID File Name 4+ Extension |a File Size Date Modified

IMG_ 05

B IMC_0075jpeg 2022/06/26 17:38:58 +0:00

B IMC_0068.jpeg 2022/06/26 17:38:53 +0:00
B IMG_0049.jpeg 2022/06/26 17:39:34 +0:00
B IMG_0026.Jpeg 99 2022/06/26 17:39:59 +0
B Mc_0076 pag 2 2022/06/26 17:39:02

l&fo =
z

w

Table View includes a search feature with filters. These filters will be located above the search table
column.

12.6.1.4 Navigation Buttons

The Main Viewer window includes backward and forward navigation buttons that work similarly to web
browser navigation buttons.



12.6.2 Gallery View

Files  Gallery View

Thumbnail size.

If any pictures exist within the items listed in the Main Viewer the Gallery View tab can be selected.

Pictures will be displayed as a thumbnail. Selecting the checkbox next to the image name will bookmark
the file. Right-clicking on the picture file will present additional options (discussed later in this manual).

12.7 Viewer Panes

4 Detalled Information B ptical Charactar Recognition ®  Hex View | Text View #  Srrings . FExif1¢|%| & Preview

RECON LAB has multiple viewer panes to assist with presenting additional information or views of files.
The following views available are:
e Detailed Information — Shows the location of a file within the source, dates and times, examiner’s
notes and more.
Optical Character Recognition — Shows the extracted OCR text
Hex View — Shows the file in Hex View.
Text View — Shows the file text view.
Strings View — Shows the text view of a file with binary data removed.
Exif Metadata — Interprets and shows special metadata contained in specific files.
Apple Metadata — Shows all of the Apple Extended Metadata of a macOS file.
Maps — Shows both online and offline maps for files that contain location data.
Preview — Shows a preview of a media file



12.7.1 Detailed Information

Source Name: /2023 Class Image.dmg/Khan_Mac

Record No.: 82567

File Name: [ts going to be mine.jpeg
File Path: /Users/thewrath/Desktop/its going to be mine.jpeg

Inode No./File ID: 185099
File Size: 132.52 KB (135704 bytes)
Mime Type: image/jpeg

Hashset Name:
MD5: 3cda763d39c4dc046a86283a69b6a603
SHA1: 07fef42f1c21f6540832222896fda3000d559b11

Date Modified: 2022-Jul-16 17:57:04 +0:00
Date Change: 2022-Dec-06 22:58:30 +0:00
Date Accessed: 2022-Dec-20 18:54:19 +0:00
Date Created: 2022-Jul-16 17:57:04 +0:00

Date Added{Apple): 2022-Dec-06 22:58:30 +0:00

Content Creation Date(Apple): 2022-Jul-16 17:57:04 +0:00
Content Modification Date(Apple): 2022-Jul-16 17:57:04 +0:00
Tag:

Examiner Notes:

When a file or item is highlighted in the Main Viewer the Detailed Information pane will show as much
information as possible. The content will change depending on what is selected in the Main Viewer.

In the example above, a picture from the Desktop was selected. The file’'s name, path, dates and times,
tags and examiner notes are displayed. Additionally, some useful Apple Extended Attributes are shown
(Date Added, Content Creation Date).

12.7.2 Optical Character Recognition

OCR Text We Know We Know What You Are Doing To: duane.khan.kragency@outlook.com 1:32 PM Khan Ve
know what you are doing with the scripts. Stealing is a crime. Stealing omeone else's work is a mortal sin We
will be contacting ou later. Think about what you are doing and what we can do to you. - Sent with https://
mailfence.com Secure and private email

When the OCR module is run, it analyzes the selected file and attempts to extract English characters from
any text found within images.



12.7.3 Hex View

ﬂﬂSﬁdFd"nl’ﬂﬂ‘lﬂBﬂnﬂﬂanB'\: Q-iﬁml‘i?l’-BPGMF_'ﬂnMém'i @8 86 nanamnsa
20 06 88 1B B4 69 43 5 ] 5 |

45 C5 49 86 79 43 D@ 73
8 10 98 81 80 D@ Be 28
2D Bl 5A 7E DF FF B3 CC
C 1 3E 91 DE Al 28 BE @2
B8 C5 46 45 AC b 5 5 B6 FD 37 70 1A F&
84 ﬂh 48 4B A1 50 =) a1 E i 68 1B 53 9 ] .
0B BC @3 28 3E @@ 7@ DB C 43 43 C3 D7 70 22 BA C5 51 FE 08 14 97 A1 58 CD EB 1F 32 FD FF
43 BE D7 1F F9 14 8A FF 1 AE F5 42 38 AC BC BC @8 A1 C4 FF 1F 50 F3 BF 97 D@ 98 EB OF 3

When a file is highlighted in the Main Viewer the Hex View pane will show its hex view. Both hex and
ASCII will be shown. In the example above an image file was selected.

=

pll 12 pA A0 B AR §
Tag Selected bytes 3
Start Block C
End Block 8
Copy 28

LM wte®

E

C9 C7 37 D2 1B @@

E1l 64 14 B3 50 51 ¢
Hex or text can be highlighted and additional options for tagging, bookmarking or copying data can be
applied with a right-click.

12.7.4 Text View Pane

Author x Search

%FDF— 1.4

<< [Title (Pro Git)

/ {Scott Chacon, Ben Straub)

JCreator {Asciidoctor PDF 1.6.1, based on Prawn 2.4.0)
/Producer {Scott Chacon, Ben Straub)

/ModDate (D:20220620151648+00'00"
/CreationDate (D:20220620151757+00'00"

>

endobj

2 0 obj

<< [Type fCatalog

When a file or item is highlighted in the Main Viewer the Text View pane will show the file as text (ASCII)
or Unicode. This can be changed with the dropdown box in the upper right corner.

The Text View pane also includes a quick search feature. Any matching keywords will be highlighted in
red.



12.7.5 Strings View Pane

layers| ®  Search

# Portions of this file auto-generated by usdGenSchema.
# Edits will survive regeneration except for comments and
# changes to types with autoGenerated=true.

“Plugins™: [

“Info”™ {
“SdfMetadata”: {
“renderSettingsPrimPath": {
“appliesTo": “ I
“default": "=,
“type”: "string”
]
h
Types": {
“UsdRenderProduct™: {
"alias™ {

When a file is selected from the main viewer, the String View pane displays the contents of the file as a
string of readable characters.

Once the String View is open, the examiner can perform keyword searches within the displayed data to
locate relevant text quickly.

12.7.6 EXIF Metadata View Pane

List In Report | Key | Value
MajorVersion 1
MinorVersion 4
Title Pro Git
Author Scott Chacon, Ben Straub

Creator Asciidoctor PDF 1.6.1, based on Prawn 2.4.0
Producer Scott Chacon, Ben Straub

CreationDate 2022/06/20 15:17:57 +0:00
MaodificationDate 2022/06/20 15:16:48 +0:00

When a file or item is highlighted in the Main Viewer, the Exif View pane displays any parsed Exif
metadata associated with the file.

To include specific metadata in the final report, check the “List in Report” box next to the desired key. This
will mark that metadata for inclusion when generating the report.



12.7.7 Apple Metadata View Pane

List In Report | Attribute
kMDItemDateAdded
kMDItemKind
kMDItemDis playName
kMDItemContentModificationDate
kMDItemContentCreationDate
kMDItemComment
kMDItemLastUsedDate
kMDItemBitsPerSample
kMDItemColorSpace
kMDItemContentType
kMDItemContentTypeTree

When a file or item highlighted in the Main Viewer contains Apple Extended Metadata, the Apple
Metadata pane will display the available attributes.

To include a specific extended attribute in the final report, check the “List in Report” box next to the

corresponding item.

12.7.8 Maps Preview Pane

| Value
2022-Dec-06 22:58:30 +0:00
PNG image
Screen Shot 2022-07-21 at 2.32.33 PM
2022-Jul-21 21:32:39 +0:00
2022-Jul-21 21:32:39 +0:00
Screanshot
2022-Jul-21 21:32:39 +0:00
a2
RGB
public.png
public.png
public.image
public.data

public.item
public.content

e o line Maos
O OIpRRSITEEIM 33 COMFIbUTars
lasiwde | £3.3514

ongitude - -19.5112
Coapls Maps = Open with Ceagle

Sawe

B Deraliud infermatine E s vies T Tane Vias S Sy

®

o Cni Mitssaes B Appls Mardsen & Map @ Predss

When a file or item is highlighted in the Main Viewer contains the location information the Maps Preview

Pane will show the location in offline maps.




If the examination system is connected to the Internet there is the option to “Open with

« %= Saved Maps
Saved Maps (1)

Google”.

Clicking the “Save” button will bookmark the location and add the information to “Saved
Maps” in the Sidebar.

13 Removing a Source

Apple Matadats | Exif Memadata | Signature Analysis | Hashas | Fi cal Character Recognition | Skin Tone Detection | Weapons and Fire | Emall Anakysis | verification

If necessary, it is possible to remove a source after the case has been processed. Pressing the Remove
button will remove the selected source from the RECON LAB case.




14 Right-Click Options

Right-clicking on a file in the Main Viewer provides a host of options and features. The menus will change
depending on the current window or item selected.

Bookmark
Tags
MNotes

Quick Look

Open With

Open Detailed Information
Copy to Clipboard

Send To Bucket
Add To Text Indexing Queue

Run Filesystem Modules
Face Search

Add file to hashset database
Search file with same hash
Export Hashes As

Export

Seen

Bookmark — Adds or removes a basic bookmark to a file or item.

Tags — Allows the examiner to “tag” a file with a color or custom name.

Notes — Allows the examiner to enter or remove notes for a file or item.

Quick Look — Activates the macOS file viewer to preview a file or show additional information.
Open With — Opens the file in RECON LAB’s built-in Plist, Hex, SQLite or Registry Viewer.

Open Detailed Information — Opens a floating window with the file or artifact’s detailed
information.

Copy to Clipboard — Copies the detailed information about the file to the clipboard.

Send to Bucket — Sends the file to RECON LAB’s built-in Plist, Hex, SQLite or Registry Viewer in
the Sidebar in the “Bucket” category.

e Add to Text Indexing Queue — Adds selected files or folders to the queue as an item to be
indexed.

Run Filesystem Modules — Run file system modules against individual files or directories.

Face Search — Search the faces that have been indexed for a selected face

Add file to hash set database — Add selected file to a pre-configured hash set database.

Search file with the same hash — Finds any files with the same hash in pre-configured hash sets.
Export as Hashes As — Exports selected hashes and a selected files

Export — Allows the examiner to export the selected file or directory

Seen — Allows the examiner to mark, and show / hide files that have been marked as seen



e Decompress File — Opens a preview of the zipped file

15 Previewing Files

¥+ ® ©

W System (8]
o mot (0

W fseventsd (3)

B Applications (10)
> M opt )
B dev ()
+ M PreviousSysteminform

B Volumes (0)

e 000 | 1

FORENEC TITE
ﬂJMLIlU

Show Column

iR

=
[

(1
Fa
8
I
10
u
1
13
14

sc Khan_Mac: [l Userss il thewrz

| Source Name: /2023 Class Image dmg

Record Mo 81

File Name: Khan Productions
File Path: /Users /the

| Inode No./

File Size:

RECOMN LAB-1.6.8 (T1) -

£ @ Khan Productions Business Pla...

Extension

0 2022/

993704 2022/
2634
77766215
6208326
72207

18672492 2022/

No Preview Available

RECON LAB supports previewing hundreds of file types even if the parent applications are not installed.
For example, if MS Word is not installed, RECON LAB can still preview the MS Word document file. As
RECON LAB is designed on a Mac it takes advantage of macOS’s Quick Look. To activate Quick Look to

preview a file right-click and select “Quick Look” or tap your spacebar.

Additionally, you can highlight a file and click the Quick Look in the Top Menu.

16 Plugin Selector

RECON LAB includes hundreds of plugins that recover thousands of artifacts automatically from
Windows, macOS, iOS, Android and Google Takeout.



RECON LAB - Plugin

Select All

Plugins

W * Adium
Alrport WirelessNetwork
Android Contacts
Android Installed Applications
Android Photas
Android Thumbnails

Advanced Analysis

App Ci tibility Cach
Apple Apps pp Compatibility Cache

Apple Dock
Apple Logs PRISERE

. Apple Installed Applications
Backups PR PP

Apple Mail Extractor
Device i

Application Services
Download Manager PP

[ Bash History

Emalil Artifacts

& 8 88 8 88 88 88 S

Email Cliant & BitTorrent

To have RECON LAB automatically recover artifacts click the “Run Artifacts” button to bring up the
configuration window. For more information, please see Artifacts.

Select the artifacts of interest and click “Start”. Once completed the recovered artifacts will populate in the
sidebar under the “Artifacts” category. Each artifact group can be expanded by clicking its triangle icon.
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§id Calendar (10) 8 135677

B Contacts 291) 9 135678

B Notes (45) 10 135679

» Apple Apps _| 11 135680

12 135681

13 13568
> Email Artifacts B 135082

> Apple Logs

» Messenger
» Advanced Analysis ¥ o Khan_Mac> [l U

» Device
Source Name: (2023

> Web Browsers
Record No.: 135711
Face Analysis

Face Search File Name: progit.pd
File Path: /Users/thg

[ ] :
Inode No./File ID: 14
File Size: 17.81 MB (
?{) IRECCOM | AB | Mime Type: applicat
=== | FORENSIC SUTTE
Hashset Name:
MDS: 13cB424247F4

SIJMIJ@ CHAT: AREaARF7s0nx
[ % Detailed Infor

The number listed next to the plugin is the number of artifacts recovered. Double-clicking on the plugin
opens the data in the Main Viewer window.

Plugins can have multiple artifacts that are usually separated into tabs. In the previous example, the
Google Chrome plugin is selected and the “History” tab is highlighted. The “History” tab is showing all of
the Google Chrome history recovered from the sources.



16.0.0.1 Filtering Data with Keyword Searches

There is the ability to search within plugins to filter the data using the Keyword Search box. These
Search Boxes will be located below each column. If more than one Keyword is entered, it will be treated
as an AND search.

Ardfaess x| Safar (573) x|

Shovw All ¢ Export  (HIML o Tags # Repon

History (668}  Bookmarks (5]  Downloads (4} Local Svornge (4] Recent ltemns (10)  Last Session {0} Browsed Session (1) Topsied (12)  Coockles (D)  Reading List(0)  Opened Tabs (D) Extensions (00 Push Noufications (2 RS . 3

= Record No. | = Systel Tele - Last Visied Date - Wisic Count - URL

712

16.0.0.2 Setting a Timeline to Filter Data

An examiner can refine the results of a data query to a specific date range by clicking the “TimeLine”
button.

RECON - Timeline

Start Time 2000/01/01 05:00

End Time 2025/05/09 18:48

o Set

Data can be filtered by setting a Start Time and an End Time and clicking the Set button. Activate the set
timeline by checking the box next to the “Time Line” button and click Search.

16.0.0.3 Generating Reports from Plugin Window

# Export ./ HTML
PDF

Opened Tabs (0) CSV
XML
URL KmML

Reports in various formats can easily be generated from the plugin window. Reports can be in HTML,
PDF, CSV, XML or KML formats. (Note: KML formatting is only supported for plugins with location data)



art HTML v / Tags Report

Full
B (0] Extensions (0) Screen ltems 5 (2) RS < (D

Reporting options include Tags (bookmarks), the Full module or just the items on the screen. If interested
in exporting associated files the examiner can click the “Export” button.

filesifVolumes/Dest/DemoCase_2024-Sep-27T10-24-20/Reports! (&

() Standnrd HTML REPORT

Safari (Web Browsers)

History

Top

SroNo. | History Detail

Source Name ; /2023 Class image.dmg/Khan_Mac

Wecord Mo, : &

System Account : thewrath

Tithe : how 5o formar a ush drive on mac - Coogle Search

Last Visited Date - 2022-jun-10 14:33:42 +0.00

Visit Count : 2

URL 1 hifps:/ fwww.goagle. comj searchiclient=safaribels=en&q=how+to-+-farmat+a -+ ush+arve +on 3 mackie=UTH- ERoe=UTF-8

Artifacis Source : /Users/thewrath/ Library/Safari/History.db

Once you have bookmarked items of interest and you have chosen your reporting settings click “Report”.
RECON LAB will ask if you want to open the report once it is generated.

17 Bookmarks and Tagging Evidence

17.1 Bookmarks

Bookmarks are the simplest way to mark items of interest in RECON LAB. In almost every area of
RECON LAB there will be a checkbox next to any item that can be bookmarked. To bookmark a file just
check the box with the “bookmark” icon in the column.



«|a Record No. |« Inode Ne.fFileID |« File Name « bxtension |«  FileSize |« Date Modified

135538 185146 [ Swindlers of Darkness.pdf pdf 6629385 2022/07/16 17:26:11 +0:00
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135562 185108 ‘ D Khan - Actor 1o Screenwriter . f 150921 Z0ZL1/04/07 23:16:20 +0:00
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Files can also be bookmarked via the right-click options or by using the “B” key.

17.2 Tags

Tags are custom bookmarks. Tags can be colored markers, custom names or both.

Record Ne. |« Inode No.(File ID |« File Name ~ Bxtension |« File Siza - Date Modified

135538 185146 [ Swindlers of Darknass_pof pdf 6629385 2022/07/16 17:26:11 +0:00

135539 TRE120 W8 Cot Rid OF -~ 2022/j07/35 13:41:11 +0:00

135542 Brustians r s 8604 2022/07/21 22:15:35 +0:00
Tags | 3 Create New Tag :

135543 Nates o NerONE TS 10244 2022/09/11 14:17:10 +0:00

135544 § 0 2022/11/09 18:53:07 +0:00
Quick Look Red

135545 : -- 2022/07/22 23:15:15 +0:00

- + Bl

135562 Open Detailed Information e ':: 150921 2021/04/07 23:16:20 +0:00

B Copy to Clipbazrd il - _—

135563 e 34 40:00

135573 2 J24 00:57:06 +0:00
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DeclETag

Record Mo 135539 @ FicturesOfCars
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Run Fllesystem Modules

Source Name: (2023 Class Image.dmg/Khan_Mac

File Name: Cet Rid OF Export Hashes As

Tags are created by right-clicking on the item of interest and selecting “Tags”. An examiner can select
one of the four colors to tag the file or “Create New Tag”. Selecting “Create New Tag” allows the examiner
to create a new Tag Category and assign a color (optional).

17.3 Finding Tags and Bookmarks in Sidebar

Tags
DecleTag (1)
Red (3)
@ PicturesOfCars (1)
InteiDemo_Car {5)
Bookmarks (13)
/| Motes

File Search

Artifacts Keyword Search

Tags and bookmarks can always be located, accessed and sorted in the Sidebar.



17.3.1 Exporting Tags

Tags can be exported as CSV or SQLite files when opened in the Sidebar pane.

Export As
csv
SQOLite
Item 4

image/jpeg

17.4 Removing Tags and Bookmarks

To remove a Tag or Bookmark from any item of interest simply right-click and select “Remove Bookmark”
or “Tags -> Remove Tag’.

18 Indexing

With the increased size of media and the number of sources seized RECON LAB takes a different
approach to indexing. Traditionally, forensic tools gave the examiner the option of indexing everything or
not at all. The examiner dreaded the thought of a full index due to long processing times.

RECON LAB handles index at a granular level using the leading indexing and search solution — dtSearch.
With RECON LAB an examiner has the ability to index a single file, the entire source or any combination
in-between. Additionally, with the ability to white-list or black-list files RECON LAB’s indexing is intelligent
and useful.

The goal is to perform surgical indexing and searches to find the information needed in less time.

18.0.1 Indexing Example with RECON LAB

Let's use this as an example. You are tasked with finding any emails containing information about a
company named “SUMURI” and we know the person of interest uses the Apple Mail client. You had the
ability to image his company MacBook and are now performing the analysis.

The caveman approach is to index everything and wait days for the indexing to finish.

Or, we can use RECON LAB’s indexing in a more intelligent way.



P O @ Configuration

User Defined Extensions
No Filter ‘@ Index these files Do not Index these files

= User Defined File Signature

# Keyword List Category Extensions

o . Documents emlx
Filename List

Mail .mbox
T Text Indexing Filters
.eml

v Apple Metadata Filters

I Exif Metadata Filters

‘! System Password

“ External Applications

) Time Zone

.* Preferences

= Debug

We start by setting up a white-list in the Configuration Text Indexing Filters. Here we create a category for
“Mail” and add Apple Mail file formats (.eml, .emix. .mbox), select “Index these files”, then “Apply”.

Quick Look RECON LAB-1.6.6 (T1) -

Open Detailed Information @ [%
Copy to Clipboard

(¢l swm g Khan_Mac 2023 Ciass mage.dm) [Source1]

Show Column Add To Text Indexing Queue
Run Filesystem Modules Table View  Gallery View

#:| o  Record No. |a File Name s Extension | a File Size

Export Hashes As

135252
135254 Export

135256 e

135260

135350

135537 185105 M Documents
135668 184893 M .swiftpm
135669 185236 [ Downloads
135712 185082 B8 .zsh_sessions

We now navigate to the folders where the Apple Mail client stores emails and “Add to Text Indexing
Queue” using the right-click option.



® Text Indexing
Show Processed Flies

File Path Status Source Name

JUsers/thewrath/Library/Mail Not Processed Khan_Mac

s
Remove Start Indexing

We now select Text Indexing from the Top Menu and confirm that the files or directories that we want to
parse are there. We now click “Start Indexing”.

1040.partial emlx aemix 212653
1047.embx emix 138079
1055.embx emlx 128385 1 industry
1137.emlix emix 62500
1139.emix emix 120627
1140.embx emlx 34255
1162.emix emix B7823

1224, partial.emlx emix D1739

1230.emix emix 117221

After indexing is complete we can now perform a Content Search for the keyword “production” and review
the results. We can preview the email hits using Quick Look or any of RECON LAB’s other viewers.

19 Search Options

RECON LAB has many different ways to search for files and data. They can be broken into two
categories. The first are “local” searches that relate to individual Plugin results and Viewers. The second
are “global” searches that search across all sources and their data.

19.0.0.1 Local Search Options

e Keyword search and filters within the Plugin results view.
e Keyword search and filters within viewers (Hex, Text, Strings, etc.)

19.0.0.2 Global Search Options
e File Search

Content Search

EXIF Metadata Search

Apple Metadata Search

Artifact Keyword Search

Recognize Face



19.1 File Search

RECON LAB’s File Search can be used to search by file and folder names along with file size and their
dates and times. This is not a content search.

To start a File Search, select Search > File Search from the Menu Bar.

File Name

Target Directory

File Size

OCR Text

Date Change

Date Modified

Date Accessed

Date Created

& Date Added

& Date Content Creation

& Date Content Modification

& Date Last Used

& All Source Select Source

® All Filters Any Filter

A search can be performed with the following criteria:
e File Name — The examiner can search for a file name of interest. To select a File name list
entered in the configuration window press on the Category dropdown. Searches of the names
can be performed with the following criteria:



Contains

Matches

Starts With

Ends With

e Target Directory — This allows the examiner to set the scope of their investigation. If selected, the
examiner can select the source they would like to search for the file in. By pressing Browse the
examiner can choose what directory within that source they would like to analyze
File Size
OCR Text
Date Searches — The examiner can perform a date search of any of the following timestamps:

Date Change

Date Modified

Date Accessed

Date Created

Date Added

Date Content Creation

Date Content Modification

Date Last Used

o O O

o

O O 0O 0O 0O 0 0o ©°

19.2 Content Search

There are several steps required before conducting a search by content in RECON LAB. Some of these
steps have been explained in the previous sections of this manual.

Create your list of keywords (Top Menu — Configuration — Keyword Lists).

Create and apply any Text Indexing Filters (Top Menu — Configuration — Text Indexing Filters).
Selected data from the source (Right-click on a source and “Add to Text Indexing Queue”).
Indexed selected data (Menu Bar - Process — Text Indexing).

Reminder: RECON LAB utilizes dtSearch for indexing and content searches.

aobrwbd=

dtSearch’s Quick Reference Guide can be found here:

Once you have prepared and configured RECON LAB with the steps above start a Content Search by
selecting Search > Content Search from the Menu Bar.


http://support.dtsearch.com/Support/forms/iframes_advanced/default.html

Content Search

Category Keyword

IT Keywords

' Zshell

others

Keyword Search Cancel Start

The Content Search selection window will appear allowing the examiner to select pre-configured
categories and/or edit keywords prior to the content search. To begin the search enter a label for the
search than click “Start”.

Record No. |« File Name 4+ Extension | = File Size - MNumber of hits - Keyword Hit

82560 [ .zsh_history
88749 W 1275.emlix
o166 W 232.emix

82560 [ .zsh_history 30 python

After the Content Search is complete the results will be available in the Main Viewer window and the
search will be added to the Sidebar.



19.3 EXIF Metadata Search

EXIF metadata is contained in many file types. RECON LAB includes the ability to find or filter files by
Latitude, Longitude, Author, Make and Model EXIF metadata.

@ RECON_LAB Process Search Timeline Export Report

' .Exif Metadata Search

To start a search for EXIF Metadata, select Search > EXIF Metadata Search from the Menu Bar.

Exif Metadata Search

' Latitude From 40.0000 To  50.0000

+" Longitude From -70.0000 To -60.0000

Contains <
Conrains

Contains
* All Source Select Source

Any Filter '® All Filters

Location Search|

Enter information for any of the following filters:

e Latitude - In Decimal Degrees (DD) notation from lowest to highest
Longitude - In Decimal Degrees (DD) notation from lowest to the highest
Author - Author of a file
Make - Make of the device creating the file
Model - Model of the device creating the file

The examiner has the option to search all sources or select individual sources as well as applying
all filters or any filter. Click Search after entering a name for the query to complete the search and
to see the results.



Note: Using both Latitude and Longitude filters will allow filtering data to a known geographical
area.

19.4 Apple Metadata Search

If a source in RECON LAB is macOS, it is possible to search for files using Apple Extended Metadata.

Before using this feature make sure that you have:

1. Selected Apple Extended Metadata using the “D” or “Display” option (Top Menu — Configuration —
Apple Metadata Filters).

2. Processed the Apple Extended Metadata in the Source (Top Menu — Processing Status).

‘ RECON_LAB Process W Timeline

File Search
Content Search
Exif Metadata Search

Apple Metadata Search

Artifacts Keyword Search

Recognize Face

To begin a search for files using Apple Extended Metadata, select Search > Apple Metadata Search from
the Menu Bar.

Apple Metadata

-~

City matches ~ ManhattanBeach

® All Filters Any Filter

Search Label City Search Cancel Search

The Apple Metadata File Search window will appear with the ability to select, add, remove or configure
filters for Apple Extended Metadata.

Use the dropdown boxes to select available Apple Extended Attributes and conditions and then enter a
keyword.

Use the “+” and “-” buttons to add or remove filters.



Next, choose “All Filters” or “Any Filters”. Provide a Search Label and click “Search” to find files.

In the previous example, we used the “City” extended attribute with the keyword “ManhattanBeach”.

Record No. | « File Name ~ Extension |« File Size - Date Modified

81728 . insane prices.jpeg 9295 2022/06/26 18:09:53 +0:00 2022712706 22:55
135556 [ insane prices.jpeg i 9295 2022/06/26 18:09:53 +0:00 2022/12 /06 22:5§

Once the search is completed you will have the option to review the results which will appear in the Main
Viewer window.

19.5 Artifacts Keyword Search

As mentioned earlier, RECON LAB can automatically parse and recover thousands of artifacts from
Windows, macOS, iOS, Android and Google Takeout. An examiner can quickly search through these
results using the Artifacts Keyword Search.

The Artifacts Keyword Search can be used to create custom searches by selecting any combination of
artifacts. To start a search of the recovered artifacts select Search > Artifact Keyword Search from the
Menu Bar.
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Search Name Music Production

Enter a keyword and select the plugins of interest for the search. If you would like to enter more than one
keyword at a time, separate the keywords with a comma and no space. For example, if you want to
search for the keywords “apples, oranges and bananas” enter the keywords as:

apples,oranges,bananas

After entering your keywords, provide a name for the search then click “Start”.

In the example above the examiner is searching for the keyword “Music”. All Plugins were selected using
the dropdown box and the name for the search was “Music Production”.



‘Search for Bitcoin Evidnece' search has been

processed. Do you want to open it?

NO

YES

Once the search is complete you will have the option of reviewing the results.
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If you select “Yes” the results will appear in the Main Viewer. Any plugin with a keyword hit will be
displayed in a table view for review. As you can see above the keyword “bitcoin” was found in many

plugins (i.e. Safari, Skype, Spotlight, Trash).

The results can now be reviewed, examined in more detail or bookmarked.

» & Artifacts Keyword Search

B Music Production (112)

All Artifacts Keyword Searches are saved to the Sidebar for review at any time.




19.6 Recognize Face

The Recognize Face search option allows the examiner to search for an individual, based on a picture,
through the list of the indexed faces in that case. This can be accessed through Search > Recognize

Face.

[i3 Recognize Face

fUsers/zoraiz/Downloads/The_Rock.jpg

Extract Faces

Save Result As: The Rock|

The Recognize Face menu provides tools to search for matching faces within your face indexed files.
Before using this search functionality please ensure the Face Analysis function has been run. Use the

following steps to perform a face recognition search:

1. Click the three dots “...” to navigate to and select a photo of the person you want to search for.
2. After opening the photo, press Extract Faces to isolate the face within the image.



3. To save your search, enter a name in the Save Result As text box.
4. Press Start to initiate the search process.

19.6.1 Reviewing Results

=
4+ ® o
TR ()

1l Case: Facelndexes Gallery View
™ seures
© Mobile Backup R
Disk Images
U Apple Metadata
w Exif
= MIME Type
& File Extensions
— User Defined File Signatures
* & File Size
5] unifizd Lags
Emall Files
¥ Artifacts
» & Face Analysis
~ |2 Face Search
m Dwayne_johnson_Event_Cinemas_Sydney_Austr
o Optical Character Recognition

5kin Tone Detection

5 IRECOMNLAB

SIJMIJ!U

After performing a face search, the results can be reviewed in the Face Search tab. This tab contains two
viewing options for examining the results:

e Files — Displays a list of files that contain matching faces.
e Gallery View — Shows thumbnails of the matching faces for visual comparison.

To view the original image used in the search, click Searched Face.

20 Advanced Viewers

Integrated into RECON LAB are five advanced viewers.
e Property List Viewer — for Apple binary and standard plist files.
e HEX Viewer - a full Hex viewer with advanced functions for forensic investigations.
e SAQlLite Viewer — a forensic SQLite viewer with the ability to create custom SQLite
queries.
e Registry Viewer - for analysis and documentation of Windows Registry files.
e Log Viewer — Allows the examiner to view .log files from macOS.




20.1 Plist Viewer

The Property List Viewer (Plist Viewer) works with both standard and binary macOS Property Lists (.plist
files). Property List files are one of two common storage formats for Mac data.

Quick Look
Open With Open with External Application
Open Detailed Information

Copy to Clipboard Plist Viewer

Hex Viewer
Send To Bucket S50Lite Viewer
Add To Text Indexing Queue Registry Viewer
Log Viewer

Gallery View

Show Column ~
Run Filesystem Modules
Face Search

Add file to hashset database File Name s Extension |a  FileSize

Search file with same hash
Export Hashes As
m.apple.DictionaryServices.plist 2022
Export ppl rys: p
m.apple.Spotlight.plist 2022
=t m.apple.identityservicesd.plist 2022
m.apple.messages.pinning.plist 2022
237493 @ com.apple.finder.plist 2022

237433 B com.apple.assistantd.plist 2022

237440 [B com.apple.bookstoreagent.plist 2022

To examine a file using the Property List Viewer, right-click on a property list file and select “Open With
Plist Viewer”.

Quick Look

Open With

Open Detailed Information
Copy to Clipboard

Send To Bucket Plist Viewer
Add To Text Indexing Queue Hex Viewer
SQLite Viewer
Registry Viewer
Log Viewer

Show Coli Export As v
Run Filesystem Modules

Face Search

Add file to hashset database File Name a Extension |a  FileSize

Search file with same hash
Export Hashes As

e B com.apple.DictionaryServices.plist plist 2022

B com.apple.Spotlight.plist plist 2022
Seen B com.apple.identityservicesd.plist plist 2022
B com.apple.messages.pinning.plist plist

237493 - com.apple.finder.plist plist 2022

237433 B com.apple.assistantd.plist plist 2022

237440 [ com.apple.bookstoreagent.plist plist 2022

If you would like to add the file to review later in the Sidebar Bucket select “Send to Bucket — Plist
Viewer”.
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The Property List Viewer opens the plist in the Main Viewer window. Search options and reporting

options are available.

In the example above, the “com.apple.finder.plist” was opened in the Property List Viewer. The keyword

|
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“Desktop” was entered for a search term. All hits are highlighted in yellow.

The Property List Viewer also allows you to see the raw data of any plist that has already been sent to the
viewer. To see the different display methods, right click on the column name section and select “Manage

Key”.

From the “Manage Keys” window, you can select which of the data keys you would like converted to a

different display method. Select your desired format from the dropdown menu.

Mo Preview Avaliable




After selecting the conversion type, select the data key to see the conversion in the main window of the

Property List Viewer.
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20.2 Hex Viewer

The Advanced Hex Viewer within RECON LAB is extremely powerful and full of helpful features.

Data Conversion | ﬂ

./ Select Conversion

Unix Timestamp

Cocoa Core Data Timestamp
WebKit/Chrome Timestamp
ASCII

Unicode

FEFELL AT 3T
Salect Conversion
Select Conversion
Select Conversion
Select Conversion
Select Conversion
Select Conversion
Select Conversion
Select Conversion
Salect Conversion

Select Conversion




20.2.0.1 Open File in Hex Viewer

Record No. |« Inode No./File ID

28185 171383
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171355
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Bookmark
Tags
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Quick Look
Open With

Copy to Clipboard
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Add To Text Indexing Queue

- File Name
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2022/10/28 08
2022/10/28 08

heic
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To open a file in the Hex Viewer, right-click and select “Open With — Hex Viewer”.
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Bookmark >

Quick Look

Open With

Open Detailed Information
Copy 1o Clipboard

Send To Bucket

Add To Text Indexing Queue

Source Name: /2023 Class Image.dmg/Khan_mac

Run Filesystem Modules

Record No.: 28204

Face Search

2022/10/28 08
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2022/10/28 08
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Flist Viewer
Hex Viewer
SQLite Yiewer
Registry Viewer
Log Viewer

If you would like to add the file to review later in the Sidebar Bucket select “Send to Bucket — Hex Viewer”.
The Hex Viewer will open in the Main Viewer window. The number of “Bytes per line” can be adjusted
using the dropdown box with values between 2 and 32.

20.2.0.2 Search in Hex Viewer

To search within the hex select the “Search” button to present with the Search options box. Options allow
for the search term to be entered as hex, ASCII, or UTF-16 (Unicode).

Search

After entering the search term click “Search”.
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Hits will be highlighted in yellow. Use the backward and forward buttons (next to the Search button) to
move between hits.

20.2.0.3 Jump to an Offset

Go to Offset

Multiplier 1

® From Start Fram Cursor Position From End

Jump

To jump to a specific offset click the “Go to Offset” button at the top of the Hex Viewer. Enter a value and
select a multiplier (between 1 and 8192). Select where to begin:

e From Start — from the beginning of the file.

e From Cursor Position — from where the cursor currently sits.

e From End — From the end of the file.

20.2.0.4 Tag Selected Bytes

46 49 46 @0 01 @1
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20 23 26 27 29 2A
13 28 1A 16 1A 28

28 28 28 28 28 28
-~ 0

Tag Selected bytes
Start Block
End Block
i Copy »
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Data can be tagged within the Hex Viewer by “swiping” over or highlighting the data. Right-click on the
data to be tagged and select “Tag Selected bytes”.



Start Address 162
End Address 168

Saved Tags <Select Tag>

Create New

Cancel

Assign the data to an existing “Saved Tags” or create a new tag by checking the “Create New” box,
entering a name and selecting a color. The tagged data will appear in the Sidebar under “Tags”.

|
-~

|Bytes per line | 32 < Go to Offset Hide Tags
Tags

Start Address End Address Tag Name Tag Color Tag Data
162 168 Red 0802A303840301

Remave

Tags can also be recalled by selecting the “Show Tags” button at the top of the Hex Viewer.



20.2.0.5 Hex Viewer Information Pane

Use Little Endian format for Integers

Data Type Value

8 bit binary 00000011
8 bit signed 3

8 bit unsigned 3

16 bit signed 769

16 bit ... 769

32 bit signed 50405888
32 bit ... 50405888

&4 bit signed 216491640520...

1
2
3
4
s
=
7
8
9

216491640520...

L T s B !

Selection Count :
Cursor Position : 167 (0xa7)

Fila Name : Its going to be mine.jpag
File Path : JUsers/thewrath/Desktop/Its
File Size : 132.52 KB

The Information Pane on the right side of the Hex Viewer will display the values of swiped or highlighted
data. It can also be used to toggle Little Endian/Big Endian interpretation on and off using the checkbox.

20.3 SQLite Viewer

The Advanced SQLite Viewer within RECON LAB has the ability to search, filter and execute SQLite
queries to make it easier to document evidence found in SQLite files.



20.3.0.1 Open File in SQLite Viewer

Record No. | »  Inode No[Fike 1D | & Flie Name a - File Size Date Modified Date Change
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o Khan_Mac: B Users: ary s B Copy ta Clipboard

Source Name: /. i ¥ _Mar Send To Bu

Record He: 858 = Log Viewer

To open a file in the SQLite Viewer, right-click and select “Open With — SQLite Viewer”. If you would like
to add the file to review later in the Sidebar Bucket select “Send to Bucket — SQLite Viewer”.
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The SQLite Viewer will open in the Main Viewer window.



20.3.0.2 Filtering Table Data
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Individual SQLite tables can be selected by using the Tables dropdown box.
Columns can be turned on and off by checking or unchecking the box underneath “Column Name”.

Keyword searches can be performed by entering a keyword in the Searchbox underneath the individual
columns.

20.3.0.3 Executing a SQLite Query
Instruction for SQLite queries is beyond the scope of this manual. However, there are many great
resources available online.
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To execute an SQLite query first select a table then click the “Execute SQL” tab.

RECON LAB will pre-populate the work area with existing column names from the table. This can be
modified to using common SQLite syntax.

Once the query has been entered click the “Execute Query” button to view the results.

20.3.0.4 Data Conversion

The SQLite Viewer also allows you to see the raw data of any SQL table that has already been sent to the
viewer. To see the different display methods, right click on the column name section and select “Manage
Column”.

Bookmark
Tags
MNotes

Open Detailed Information
Copy to Clipboard

Manage Columns




From the “Manage Column” window, you can select which of the columns you would like converted to a
different display method. Select your desired format from the dropdown menu.

Columns ction

history_ltems
| Column Name Data Conversion
T | Select Conversion
url Select Conversion

domain_expansion Select Conversion

visit_count Select Conversion

daily _wvisit_counts Select Converslon
weekly visit_counts Select Conversion

autocomplete_triggers ./ Select Conversion
Unix Timestamp
e Cocoa Core Data Timestamp
visit_count_score WebKit/Chrome Timestamp
status_code File

Size Human Readable

ASCII

Unicode

should_recompute_derived_vis...

After selecting the conversion type, select the desired entry to see the conversion in the main window of
the SQLite viewer.



20.4 Registry Viewer

v o Bucket

» # Plist Viewer
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v 58 Registry Viewer
NTUSER.DAT [File System 9162]
BCD-Template [File System 27229]
COMPONENTS [File System 27231]
DEFAULT [File System 27238]
DEFAULT [File System 27244]
SAM [File System 27247]
SECURITY [File System 27250]
SOFTWARE [File System 27253]
SYSTEM [File System 27256]

When a source is added to RECON LAB that contains Windows registry information it is automatically
parsed and added to the Sidebar Bucket under Registry Viewer.

< > Source &%) Windows Registry (Windows Registry) ¢ x
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n < Record No.  Inode No.(File ID File Name Extension File Path
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Remove Note
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Quick Look
Source Name: /Windows Registry Blist Viewer
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Record No.: 5 Export SQLite Viewer
File Name: SYSTEM Add To Text Indexing Queue Registry Viewer

File Path: /SYSTEM Carve Files

FJ T




If you need to manually load a Windows registry artifact right-click on the file and select “Open With —

Registry Viewer”.

Export

Open With
Send To Bucket

Add To Text Indexing Queue
Carve Files
Carve Data

>
>

Plist Viewer
Hex Viewer
SQLite Viewer

Registry Viewer

To add the registry artifact to the Sidebar choose “Send to Bucket — Registry Viewer”.

Plugin: Registry Viewer
Tab Name: Registry Viewer

Somrce Mame: /ofreds 2015 _data_leakage poEQl/mifs

File Fath: /WindowsSystem 32 /config/RegBack [SYSTEM
Node Path: HKEY LOCAL MACHINE [HKLM)
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Node Timestamp: 2015=par=24 09 38:00 CMT=3:00
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To examine Windows registry artifacts select a registry hive to open in the Sidebar. The registry hive will
open in the Registry Viewer in the Main Window. The registry hives and keys can now be explored and

bookmarked.
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To search inside a hive enter a keyword in the search field and click “Search”.

Select the “Searched ltems” tab to

In the example above the keyword,

review the results.

“SanDisk” was used as the search term.



20.5 Log Viewer
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When a “.log” file from macOS is opened in the Log Viewer, RECON LAB displays the file’s contents in a
readable format. Once the log file is loaded, the examiner can:

e Perform a keyword search using the Keyword Search text box

e Navigate through each match using the < and > buttons

This functionality helps examiners quickly locate relevant entries within large log files.

21 Hash Sets

RECON LAB has the ability to create and import commonly used forensic hash set databases. The hash
sets can help an examiner identify files and/or remove files from a case.




sing Status
Face Analy:

Proce
| Apple Metadata | Exif Metadata Signature Analysis Hashes
Completed Complated

select to Re-Run

Source No. | Source Name
/2023 Class Image.dmg/ Compiced

Completed

1 Sourcel Khan_Mac
/2023 Class Image.dmg/EFI

2 Source2

Refrash

Before using hash set databases RECON LAB will need to hash the files in the source first. To find out if
hashing is completed for a source click the Processing Status icon in the Top Menu.

If the hashes have not been calculated for a Source click the checkbox and “Start”.

21.1 Creating Hash Sets

Before working with hash set features, a hash set category must be created and file hashes must be

Search Timeline Export Report

added.
Process

@ RECON_LAB

=
N

Hashset

L

To create a new hash set, select Process > Hashset from the Menu Bar.



Impaort i

Hashset Name Hide Matched Files

The Hash Set main window will appear.

Hashset
Import b Create Remave

Hashset Name Hide Matched Files
1 Test_Hashset

Click “Create” and enter a name for your new hash set and click “Create” again. The new hash set
category is nhow created.

To add files to the new category right-click on any files that have previously been hashed and select “Add
file to hashset database”.
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Detalled Information

Any files matching the hashes within the hash set database will be identified in the Table View
Column “Hashset Name” and in the Detailed Information pane.



21.1.0.1 Archiving the Hash Set Database

If you want to archive your newly created hash set database so it can be imported into other cases
navigate the “Lab_Conf — Hashset” directory in your RECON LAB Case Folder. Here you will find the

AirDrop

Demo_Case_2025-May-13T10-00-37

Name

» B Artifacts_Result

Recents

Applications

) @ Caches
* @ Exported_Content

? @ Exported_Files

Desktop

Downloads

B Extracted_Content

* [ icons

« [ Lab_Conf

Documents
Macintosh HD
zoraiz

RECON Imager

sumuri-recon-ima...

Cloud Drive

" Shared

> @ Artifacts_Timeline

> @ Case_Configuration

> @ Chat_View

> [ CSVS

< 8 Hashset
B hashset_index sqlite
B Test_Hashset.cqlite

> @ Manage_Columns

* @ Redefined_Result_Filters

> Sources

' @ Lab_Features
! @ Reports

> @ Result.recon
! tmp

= RECON Imager...
= Macintosh HD
=]

Khan_Mac

~ Licenser

hash set databases to archive.

21.2 Importing Hash Sets

RECON LAB can import the following hash set database formats:

RECON LAB SQLite
Project VIC

NSRL

Csv



Hashset

Create Remaowve

50Lite Hide Matched Files

Project VIC

NSRL

CsvV

To import a hash set database click on the “Hashset” icon in the Top Menu. Use the dropdown box to
select a hash set database format.

Navigate to the location of the database and click “Open”.

Tables Columns
saved_hashsets bookmark 1
software INT 1
® md5_hash 25f4a847ea66854bc19d05f13cf5f380
shal_hash

You may be prompted to select a specific table in order to import. For RECON LAB SQLite databases
select the “saved_hashsets” table and the “md5_hash” column. After clicking “Save” the new hash set will
be available for use.



21.3 Removing Files From Case Using Hash Sets

RECON LAB provides the option of removing (hiding) files in a case that match hashes found in a hash
set database. This is useful for hiding benign system files that are irrelevant to your investigation.

To remove files from a case with hashes click on the “Hashset” icon in the Top Menu.
Hashset

Import ™ Create Remove

Hashset Name Hide Matched Files

1 1 Test_Hashset

Click the checkbox next to the hash set under the column “Hide Matched Files” and then “Apply”.
Files matching the hashes in the hash set database will be hidden.

To unhide the files, uncheck the checkbox and hit “Apply” again.

22 Hide or Show Files

RECON LAB includes a feature to “Mark files as Seen”. This is a way of tracking files that you have
already reviewed. To mark a file as seen click the checkbox in the “Seen” column.

Record No. | & Inode No./File ID | File Name s Extension | a File Size | & Date Modified

185102 [@ Screen Shot 2022-06-26 at 9.59.21... png 40373 2022/06/26 16:59:26 +0:00

185096 [ Jocalized
185099 [ hs going 1o be mine.jpeg ] 135704
185104 [ Screen Shot 2022-07-21 at 6.5L.40... png 46522 2022/07/22 01:51:46 +0:00

185100 [ Producton Presentation allas 960 10710, 4 +0:00
185098 B IMG 0144.Jpeg 4160010 2022707/ 1 1:13 +0:00




Files marked as seen can also be “hidden” from the case view. To “Hide Seen Files” or “Show Seen

Files” right-click on any file and make a selection.

Mark As Seen
Mark As Unseen

Hide Seen Files
5how Seen Files

In the below image “Hide Seen Files” was activated. Only the files that were left unchecked above are

still visible.

4 s Record No. (& Inode No.JFileiD |« File Name a

185102 B Screen Shot 2022-06
185095 [ 05 _Store

185096 [ Jocalized

185104 B Screen Shot 2022-07-21 at 6.51.40...
185100 [£3 Production Presentation alias

185098 B ™ 4.]peg

185101 B progit.pdf

-26 at 9.59.21...

Extension

File Size Date Modified

626 16:59:26 +0:00

2/07f18 16:41:13 40:00
18672432 f 00 00

23 Project Vic

RECON LAB supports Project VIC database formats Versions 1.1, 1.2 and 1.3.
For more information about Project VIC please visit their website here: https://www.projectvic.org

z:| & Fecord No. | & Inode NoFileiD | - File Name a  Extension

185102
185095
185096

B Screen Shot 2022-06-26 at 9.59.21... png

B D5 stwre Bookmark

B iocalized

B screen Shot 2022-0

B} Production Presenta
3 B IMG_0144 jpeg

185101 B progitpdf

185104
82569 185100 Quick Laok
= i Open With
BI570

82571

Run Filesystem Modules

o Khan_Mac Face Search

Source Name: (20 Add file to hashset database
Search file with same hash
Record No. Export Hashes As

File Na

File Path: Expart

seen

Mime Type

File Size |« Date Modified

40373 2022/06/26 16:59.26 +0:00

VIC Version 1.1
VIC Version 1.2

L% ANBENE O LS WEEEs

w2 443 s Mg

To export files in one of Project VIC formats select the files of interest and right-click. Select “Export

Hashes as VIC” and select the version of choice.


https://www.projectvic.org

Name

v [ VIC
> @ Screen Shot 2022-06-26 at 8.69.21 AM.png
B vic.json

Today at 11:48 AM

The above picture is an example of a Project VIC export using RECON LAB.

24 Email Analysis

There are two ways to conduct email analysis in RECON LAB.

1. Automated Artifact Analysis using plugins.

2. Email Files Module

mail|

[il Case: Demo Case

& Apple Metadata

Email Addresses (85)

~ Email Files

Email Parser (530)

Artifacts

+ Email Artifacts

m Mail (27)

24.0.0.1 Automated Artifacts Analysis

There are a variety of automated plugins for various email clients. If an automated analysis is run and
artifacts are found for a specific email client the results will be loaded in the Sidebar for access. To view
the results in the Main Viewer window select the plugin in the Sidebar.



Artifacts.

Sherw AB * Export HTML 3 Tags

VI Contacts 00) M| Armachments (31 Open Arechenents (5;  Sigeatere (00 Smart Mallboxes (00 Rules (D) Recelved Mmachments Flles (D) Seterms (0 Mall Dans (00 Appoinements (00 Call History (0F Prefaiences G20 ¢

. s |a Record Mo s Sysem Accoint ey - Value

L thewrath C g omatically
awrith esult from . YES
thewrath e s O
thewrath = i type
rath 8 YES
6 thewrath
T thewrath
B hewrath
thewrath
0 thewrath
thewrath
whewrath
thewrath
shewrath
shawrath
thawrath Flag Namas

Accourt Display Grdar

5 Detalled informasion

24.0.0.2 Email Files Module

A separate “Email Files Module” can be found in the Sidebar. This module attempts to unify as many mail
accounts as possible into one review platform.

& b Email Files x Emall Parser X

Filters Show All Advanced Search

Atcounts Subject '

nada.shadiyah.hadd: Anished cript
FRe: Draft Script Synopsi..
Re: Travel S-HUR
phibl14. uniteggm c Super Fan
rock.kragenc: (| ' IMDE
i nada.shadiyah. haddad. Ftnl;;ed Secripe
New |dea for a Script

[Users thewrath, Library/Mail/V10/DFARI A3 3-E802-452F-A334-55803FF1C2E7 | Drafts. mbax /029503 15-FEF3-4043-BB48-3DEDE FD1 9BFC/Data/Mes sages (727 emlx
Message  Attachments  Raw Data
Search
From: duane.khanKRAgency@outlook.com
To: kyle-rock.kragencyi@outlook.com
Cc: nadashadiyah.haddad@hommall.com
Subject: Finished Script
Dare: 2022/07/19 06:48:00 +0:00

——-Message Body—

Mo Freview Avallable

Here is my finished script. It is under my pen name, Chris Grettenberger. Take a read and give me some feed back. This was a work of love for me.

| think it has award potential.

(#13




The upper left panel is the “Accounts” pane. All supported mail accounts will be found here along with
their mailboxes.

The right panel contains a table view of supported mail messages.
Additional information is provided below when a mail message is selected.

The “Message” tab seen above shows the message in HTML view.

24.0.0.3 Attachments

| fUser jUsers/thewrath/ Library/Mail V10 /DFASLA3 3-EB02~452F-A334- 558D3FF1C2ET [ Drafts. mbox /D285 C3 15-FEF3-4943-8348-3DBDGFD 19BFC Data/ Messages 72 T.emix.
Massage  Attachments  Raw Data

| Filename Quicklook | Open in Finder Flle Exist

1 Final Script Submisson - Feb 2022 if | - Yes

No Preview Available

If an attachment exists they will be listed in the “Attachments” tab. Two links are provided for opening the
file in the source (“Open in Source”) and to preview the file with “Quick Look”.



24.0.0.4 Viewing Message As Raw Data

| Fiers v Search Show Al Advanced Search

Accounts Subject [ ]

duane.khan. KR Agencyde ak.com Re: Beawtiful Cars

duane.khan{@icloud.com kyle.rock ki + ¥ nada h.haddad... Finished Seript

Orphan

8. was had

fUsers/thewrath /Library/MailiV10/DFABLA3 3-EB02-452F-A334-55BD3FF1C2ET /Drafts. mboxn /D295C3 15-FEF3-4543 -BB4B- 3DBD6FD 1 98FC/Dat
Message Attachments Raw Data

Search

393.60.0,L1Y)

20D-CB55-460C-902A-46CEBCEGBITZ"

X-Appla-Aut
X-Apple-Base- Ui
N-Apple-Mai

No Preview Available

X-Apple-Mall-Signatun
Message-Id: <EEER4BF3-7305-45CC-BE3A-EFEDEA4D2FC2@outlook com:=
form-Type-idzntifier: com.apple.mall-draft

The last tab interprets the message as text. This view is commonly used to see email header information.

24.0.0.5 Advanced Searching

Show All Advanced Search

Accounts From Subject [ ]
duane.khan KRAgency@outlook.com duane.khan KRAge - Re: Beautiful Cars

g kha Finished Scripe

Orphan

Re: Draft Script Synop:

I a i i, KR Agen: Re: Travel B6/11/22
== e e . hanKRAgency.. R Supmfan |
IMDE
|
Subject v i New Idea for a Script
C Shoat
From NYC Shoat
To = Iwas hacked

Cec
Contain Atrachments

uTe)

Advanced Search can be found at the top right of the Email Files interface and helps examiners to narrow
down email files, allowing them to search specific fields, and date range of extracted email data.



25 Timeline Analysis

The ability to sort data by timestamps is found throughout RECON LAB. RECON LAB includes two
special ways to create amazing timelines with support for hundreds of unique timestamps.
1. Super Timeline — creates a CSV or SQLite database of standard system timestamps and/or
Artifact Plugin timestamps.

2. Artifacts Timeline — visual view of events based on timestamps from automated analysis.

25.1 Super Timeline

The Super Timeline can be activated by selecting Timeline > Super Timeline from the Menu Bar.

RECON LAB - Super Timeline

QOutput Format '@ SQOLite CsV

Records: File System Records Artifact Records '® Both

File Name |

File Path /Volumes/Dest/

Start Time 1999/Dec/3101:30 '~ End Time 2025/May/13 13:59 ¥

Cancel oK

Once selected the Super Timeline configuration window will appear.

The Output Format can either be SQLite (recommended) or CSV. If you choose CSV the number of
records is limited to 1,000,000.

An examiner can choose to include the standard timestamps of File System Records, timestamps of
Artifacts Plugin Records or both.

A Start Time and an End Time can also be provided.

To create the Super Timeline provide a File Name, File Path and click OK.



o
® Open Database 1) L o0 Projact B Attach = ¥ Close Database
Datsbsse Structure  Browse Dats  EditPragmas  Execut
Toble: | MlEmelina_data T = - R4 B

INT Timestame Stamp_Name | Stamp_Typa Saurca Phigin

Puslish Timastancy

1
a
=
1

Once the Super Timeline is created you will be prompted to review the results.

25.2 Artifacts Timeline

In order for the Artifacts Timeline to create a timeline make sure that you have run some or all of the
Artifacts and Plugin modules for automatic analysis.

@ RECON_LAB Process Search Timeline Export Report

',! Artifacts Timeline

An Artifact Timeline can be created by selecting Timeline > Artifact Timeline from the Menu Bar.



Artifacts Timeline

Type

Start by selecting the artifacts of interest in the Artifacts List and timestamps of interest in the
Timestamp List.

Timestamp List

Type
CNCRT Content Creation l
CNMOD Content Modifica
CONCR Conversation Cre
CONMD Contact Modified
CREAT Creation Date
CSCAN Consistency Scar
DLFCH Date Last Fetche
DOWND Download Date
DTADD Date Added

"HEEEREERNNIE-

-

Note: FS Events artifacts can contain millions of records. Be aware that this will take time to load.
31-Dec-2012 19:00:00
13-May-2025 12:11:46

Apply

Next, select your Start and End dates and click Apply to create the Timeline.



Once complete you will have a graphical view of all the parsed and selected artifacts along a
graphical timeline.

Artifacts Timeline

Monthly ® Daywise Hourly Duration: Jul-2022 Page 73 of 78 Go to Page

The timeline can be viewed by Year, Month, Day wise and Hourly.

To move backward and forward through the timeline pages use the navigation buttons or go
directly to a page by using the “Go to Page” option.

Go to Page Save Export Open in Tableview

In the graphical view, you can save a picture of the current graph by clicking the “Save” button.
To export the data into a CSV file click the Export button.

To review the results in a table view click the “Tableview” button.

Events - 10
Category - Sat 16-Jul-2022

11 12 i Plugin - iCloud




Each color in the graph represents a different artifact. Hovering over the color will display a popup
window with additional information about the plugin.

Antifacts List Craph View Contacts=Jun-2022 iCloud-Men 25-Jul-2022

Timestamp Type a Record No. | a Flugin

4

1 Contacts Duane

Apple Installed Applications
Bash History

|
Airport WirelessNetwork I
Calendar J 1565 0 CONCR L 0 ... EAAQALES-...

DTCRT 76 Contacts # 5 Duane

Connected 05 Devices v b DTADD cts Accounts duane khan@icloud.co
Contacts J :58: 0 T Contacts Croups Al iCloud

Deleted Users 31 +0:00 DTADD 2 Contacts Accounts thewrathofduana@ami
FS Evants
FaceTime

Finder

HF5+ Devices Logs

DTCRT Contacts Croups All Coogle
DTCRT 2 cts DB Contacts
DTCRT Car DB Contacts
DOTCRT DB Contacts

TeSeLegQew

DTCRT Contacts DB Contacts
Timestamp List
DTCRT 3 Contacts DB Contacts

DTCRT Contacts DB Contacts
Type

CNCRT Conwent Cn‘:a[iurl
CHRMOD Content Modifica

DTCRT Contacts DB Contacts
DTCRT 9 Contacts DB Contacts
DTCRT 0 Comacts DB Contacts

CONC Ci 2 C N .
COMCR Conversation Cre DTCRT Contacts DB Contacts

CONMD Contact Modifiec
CREAT Creation Date

DTCRT 2 Comacts DB Contacts

DTCRT Contacts DB Contacts
CSCAN Consistency Scar

DLFCH Date Last Fetche

DTCRT Cantacts DB Contacts

DTCRT 5 Contacts DB Contacts
DOwWND Download Dare

DTADD Date Added

DTCRT 6 Contacts DB Contacts

s Eesseueal

DTCRT ¢ Contacts D8 Contacts
DTCRT L DB Contacts
DTCRY Ce DB Contacts
DTCRT Can DB Contacts
DTCRT 2 1S5 DB Contacts

31-Dec-2012 19:00:00
13-May-2025 12:11:46
Apply

Double-clicking on a plugin in the graph will open its results in a table view.

Export As v Save Close

The results can be exported to a CSV file using the “Export” button.
Selecting the “Save” button will save this table to the Sidebar and can be found under “Artifacts Timeline”.

Clicking the “Close” button will close the graph.

26 Redefined Results

Redefined Results are a way to collate data across different devices that use different applications. It
allows a complete picture of events even when a person is using a mobile device, laptop, and a computer
in a single day.

Redefined Results are available for Web History, Messaging and Location Data.
Redefined Result

E3 Messenger (205)

EBrowser History (66 8)




Redefined Results can be found in the Sidebar and viewed by double-clicking on the result of your choice.

26.1 Collated Location History

Show Coldmn  ~
Flles Gallery View

5 - ‘. = Recond Mo ‘. e Marme File Size a Latttide ‘. Langimde

03259
33T

&2169 [B O2EDE4L

Source Mam

Record Mo B2163

Any data containing location data will be collated in the Redefined Results for Location History.

26.2 Collated Messaging

Messenger Redefined Results collate different messenger applications from different sources into one.



4« FRecord No. |«

Messages
Messages
Messages
Messages
Messages

B Messages
Message

i Messages
Messages
Messages
Me ssages
Messages
Messages
Messages
Messages
Messages
Messages
Messages
Messages
Mes5ag
Messages
Messages
Muessages
Messages
Messages

Messages

EventView  Graph View  Ple View

Sender Recelver

loud.com
loud.com barry.rahman@icloud
barry.rahma:

barry.rahman@idoud .com

loud.com
barry. rahman@icloud.com
barry, rahran@icloud.com
barry. rahman@icloud .com

icloud.com
barry, rahman@icloud.com
barry. rahrman:

icloud.com

nada. shadiyah.haddad@icloud . com

nada.shadiyah.haddad@icioud.com

duane.khan@icioud.com
duane.khandicloud.com

kyle rockivificloud .com

Meszage

Heading back tomerrow. | have 10
Hey
ere?

Hey

RahRah are you getting my messa
Hey

Barry!

Hey, Finally got the iMessage doni
What's up? Was in NYC last week {
Cool. Are you going to the Temec

bought this rwa weeks ago

Excellent condition, runs grear

Sweet ride, we will have to take it
That's an idea and can see what's
Gotta go, off to warch the nephew
Larer

Hey, Nada.

MNada

Tosting

Hey, wh. up?

Waruup Kyle?

Have you heard from Nada. She is
She Is having kssues with her lapte
Ok

Here is the start of my script.

OK, | will take a look at it tonight

The Event View tab provides a table view of all the data. The results can be filtered using the Search

box.

Start Time

End Time

A Start Time and End Time can be applied to the results by clicking the Timeline button.

N - Timeline

2000/01/01 05:00

2025/05/13 18:34

Set




Event View  GraphView  Pie View 2022

Messenger

Daywisa Hourly Duratlon: 2022 Page 1 of 1 Go o Page

The Graph View provides a visual view of the messaging data in a timeline.



Evarnt View Graph View Ple View 2022 Accounts

duane.khan@icloud.com

Chat of Account "duanekhan@icloud.com’

barry.rahman@icloud.com , 23.33%
® nada.shadiyah haddad@icloud com |, 1..

m kyla rockhviicloud.com | 15.00%

® michaal.z.poms@icloud.com | 43.89%

The Pie View tab provides another visual analysis of the data based on percentages.



26.3 Collated Web History

Safari
Safari
Safari
Safari
5 Safari
Safarl
Safari
Safari
Safari
Safari
Safari
Safari
Safari
Safarl
Safari
Safari
Safari
Safari
Safari
Safari
Safari
Safarl
Safari
Safari

EventView  Graph View Top URLs

URL

i/ [support.apple.com/HT201222
ie.comfen-us/HT201222

1/ 'www.google.com/searc

www.apple.com/macos /continuity/
www.google.com/search?...
'www.google.com/search?...

| [www.google.com/search?...
www.google.com/search?...

'www.techsolutions.support.com/how-to/. .

'www.google.com/search?...

https:/ ['www.google.com/search?...

https:/ [ norshare.com/usb-recove ry/ fix-us.

https:/ 'www.google.com/search?...
https:/ 'www.google.com/search?...
https:/ /www.instagram.com/

ank

Linstagram.com/?...

itunes.apple.com/app/instagra
https!/ fapas.apple.com/app/instagram/...
https:/ /apps.apple.com/app/instagram/...
https:/ lapos.apple.com/us/charts/iphon:
https:/ lapps.apple.com/us/chart
about:blank

Browser History Redefined Results collate different web browsing applications from different sources into

one.

The Event View tab provides a table view of all the data. The results can be filtered using the Search

box.

Start Time

End Time

IN - Timeline

Apple security updates - Apple Support

continulty everlay - Google Search

continuity overlay - Google Search

macOS - Continuity - Apple

birria - Google Search

birria - Google Search

how to format a usb drive on mac - Google Search
how to format & usb drive on mac - Google Search
How to Format a USB Drive on a Mac - Support.com...
I den't see my ush drive on the desktop on my mac .

I don't see my usb drive on the desktop on my mac ...

[2022] 10 Solutions to B Not Showing up on ...
how to change mac user name - Google Search

how to change mac user name - Google Search
Instagram

Instagram on the App Store

Instagram on the App Store

Top iPhone Photo & Video apps on the App Store — .
Top iPhone Photo & Video apps on the App Store — ...

2000/01/01 05:00

2025/05/13 18:39

Set

A Start Time and End Time can be applied to the results by clicking the Timeline button.



Manthiy

The Graph View provides a visual view of web browser data in a timeline.

® Daywise

Duration: Jun-2022

Event View

Top URLs

Gragh View

Browser Histary

Page 1 of 5

2022

Go to Fage

4 2

Redefined Result

-
*

Brawser Histery

Evint View

Top Vislted Domalns

Graph view [RESIEIEY

50
WikiE Conusnt

A

Save

The Top URLs tab is a graphical view that shows the most visited websites based on frequency.




27 Acquiring and Processing iOS Devices

In the initial Splash screen, examiners have the ability to acquire an iOS image from an iPhone,
iPod, or iPad that is connected to their forensic Mac. The examiner will need the authentication
credentials for the iOS device and the ability to interact with the iOS display (i.e. a functioning
screen).

RECON LAB-1.6.5 (A1) - Silicon

) RC:CON LAB Justin

== | roneuze o

LOAD CASE ACQUIRE iOS




27.1 Acquiring an iOS Device

LN ] RECON LAB-1.6.5 (A1) - Silicon

5 RECOMNLAB Justin

[ g |

£

LOAD CASE ACQUIRE iOS

Unlock the iOS device to be acquired. Start RECON LAB and select the Acquire iOS Device button. The
iOS Device window will appear.

) < William's iPhone

£ acets B William's iPhone
A Applications B iPhone 7 Plus

=] Desktop

[ Documents

@ Downloads

Trust “William's iPhone"?

iCloud Drive To sync this Mac with your iPhone, click Trust, then tap Trust on the device.

o BN

0 William's iPhone

£=s Macintosh HD
& Licenser

& Network



Connect the unlocked iOS device to the Mac and make sure that the iOS device as been authorized to
connect to the Mac by clicking the Trust button. If the Trust button does not appear automatically select
the iOS device from the Finder Sidebar. A prompt to Trust may also appear on the iOS device as well.

Sr.  Device Class Device Name Phone No. Phone Serial No. uuin

iPhone William's iPhone D7M76FFW?] 00008110-001A0BAA3CEBBOLE

Refresh

Once the device has been authorized click the Refresh button to see any connected iOS devices.
Select the iOS device to acquire from the list and click the Acquire button.
Select the Destination for the output to begin the acquisition. Once completed a prompt will appear

asking if you would like to open the output. This iOS Backup may be analyzed as a source when you
generate a new RECON LAB case.

28 Reporting

RECON LAB includes a variety of reporting options from the granular level (single artifacts or plugins) to
the global level (all artifacts or plugins included) and anything in-between.

Additionally, RECON LAB includes the first of its kind WYSIWYG (What You See Is What You Get)

reporting mode called StoryBoard. Story Board allows the examiner to have full control over the reporting

process and is as easy to use as a word processor. The examiner has the ability to add, remove or
annotate bookmarks anywhere in the report at any time.

Story Board also allows the examiner to add his/her bookmarks and tags in chronological order to make
easier to understand the timeline of events.

28.1 Plugin Reports

RECON LAB supports automatically processing thousands of artifacts using hundreds of plugins.
Processed artifacts can be found by expanding Artifacts in the Sidebar.

Selecting any Plugin category will open a results window. Every Plugin has the ability to create a variety
of reports depending on the type of artifacts recovered.

it




Show All * Expart HTML g Tags g Repart

History (6681  Bookmarks (6]  Downloads (4)  Local Storage (4)  Recent ftems (10)  Last Session (0)  Browsed Session (D)  Topskes (12)  Cookies (0)  Reading List (0)  Openet >

- s Record No. |« System Account | a Title a Last Visited Date . Visit Count - [ ]

thewrath
2 thewrath
3 thewrath

thewrath

Apple security updates - Apple Support
continuity overlay - Google Search

continuity overlay - Google Search

B:41 +0:00
B4l +0:00
6 +0:00
7 +0:00

/ [suppert.apple.com,
https:} /support.apple.com;
heeps:/ /www.geogle.com/s

ww.google.com/s

thewrath macOs - Continuity - Apple z | 5 i wWw.apple.com/m:
b thewrath birria - Google Search 0:0 2 hetps:/ jwww.google.com/s
thewrath birria - Google Search | Jwwaw_google comj's
thewrath how to format a usb drive on mac - Google ... heeps:/ jwww.google.com/s
9 thewrath how to format a ush drive on mac - Google 2 https:/ jwww.google.com/s

Plugin reports can be generated by selecting a few options found in the upper right-hand corner of the
plugin results window.

The type of report can be selected from the first dropdown list. The options are the following:
e HTML - Report which can be easily opened with a web browser

PDF - Portable Document Format

CSV - Comma Separated Value (spreadsheet)

XML - Extensible Markup Language

KML - Keyhole Markup Language file used for files that contain geotags

v o Tags
Full
Screen ltems

The second dropdown list allows the examiner to select what will be included in the report. The options
are the following:
e Tags - a report with only the items that have been bookmarked in the current plugin and its tabs
e Full - a report of all artifacts from all tabs of the current plugin
e Screen ltems - includes what is currently displayed in the list of results including the results of any
filters

* Export HTML Tags

Store Downloaded (0) Software Updated (6)

Any items selected with the previous settings that include exportable data can be included with the report
by checking the Export checkbox.



7 file: ffUsers/zoraiz/Desktop/Demae_Case_2025-May-13T10-00-37Repor’ ¢

(¥} Standord HTML REPORT

Contents Messages (Messenger)

b

DB Messages

Tap
Source Name ; (2023 Class Image.dmg/Khan_Mas

Record No. : |
System Account ; thewrath

Message : Heading back wanorrew. | have 1o come back in September for more shooting. Let KR know.

Sender - duane khan @icloud.cam

Receiver 1 nada shadiyah, haddadiicloud . com
Timestamp : 2022-jun-25 1B:17:18 40.00
Flag : Sent

Has Attachment : NO

Date Read :

Date Delivered :

Artifacts Source @ /Users/thewrath/LiboaryfMessages /chat.db

Tag: Hed

Once all the settings have been selected the report can be generated by clicking the Report button.

28.2 Global Report

The Global Artifacts Report automatically creates reports from bookmarks and tags.

To begin creating a Global Artifacts Report and to open the Global Report Case Information window click
on the Global Report icon from the Top Menu.



28.2.1 Case Information Window

Global Report- C nformaion

Case No. 001

Case Name Demo Case

Examiner Examiner

Agency SUMURI

Location SUMURI HQ

Case Notes Examination performed on Person Of Interest's MacBook

Encrypt Report

The Global Report Case Information window allows the examiner to adjust and enter additional

information to be included in the report. To proceed to the Global Report - Report Category selection click
the Next button.

28.2.2 Customizing Global Reports

The Global Report can be customized using the Report Scope and Report Type options in the Global
Report - Report Category window.



Report Scope
® Tags
L]
|| Bookmarks
Red
Blue
@ vellow

Green

. SkinTone

o Scresnshors
Report Type
B Advance HTML [ Standard HTML I PDF
M Export Files |

Report Name

Report Path

Encrypt Report

If Tags is selected under Report Scope the examiner can then choose any category of bookmarks or tags
to include in the report.

If Full is selected under Report Scope then the Report button will change to Next to allow the examiner to
select individual Plugins to be included in the report.

Note: Make sure to set the Report Type, Report Name and Report Path options before proceeding.
These options will be discussed later.



Global Report - Plugin S

<Plugin Selection>

All Plugins Pluains

L i

v ™ apple Dock

Advanced Analysis

Abkin AneE = Apple Installed Applications

Bash Histol
Apple Logs = Y

+ & & Calendar
Device

¥ Calend
Email Artifacts SR

» DB Events
Messenger

ICS Events
Native Apps

Attachments
Network

Subscription
System P

Web Browsers Plibisto
Accounts

Praferances

Encrypt Report

From the Global Report - Plugin Selection window individual plugins and their artifacts can be selected for
inclusion in the report by checking the boxes.

If there are any files that can be exported during report creation the examiner can activate the checkbox
under the Export column.

To create a Global Report from the Plugin Selection window just click Report.

28.2.3 Global Report Type

Report Typa

[C]advance HTML B standard HTML [ PDF

The Report Type can be selected in the Global Report - Report Category window. The following report
types are available:

e Advanced HTML - Report which can be easily opened with a web browser and have advanced
navigation
Standard HTML - Report which can be easily opened with a web browser in a linear format
PDF - Portable Document Format
CSV - Comma Separated Value (spreadsheet)
XML - Extensible Markup Language



[C]Export Files

Report Name |

Report Path

Encrypt Report

Ol censor SkinTone Tag Images

To create the Global Report from the Report Category window select whether or not to Export Files by

activating the checkbox.

Optionally, the Report Name and Report Path can be changed.

B

#f Contents
Airport WirelessMNetwork

Bash History

HFS+ Devices Logs

Messages

Metwork Prefere
¥ Natifications
N Orline Accounts

Trash RecycleBin

= file:)j{Usersfzaraiz/DesktopfDemao_Case_2025-May-13T10-00-37

RECOM
LAB

SUMURI

Case Detalls Soureel
RECON Version

Report Scope

Case No.

Case Name

Location

Case Notes

Examiner

Examiner Phone
Examiner Email

Agency Name

Agency Address

User Selected Time Zone
Report Generated Time

Report Generated Machine
Time Zone

) Advance HTML Report

RECON LAB

Source2

1.6.5

Tags

001

Dema Case
SUMURI HO
Investigation

Justin

SUMURI

UTC +0000

2025-May-14 14:03:32 +0:00
America/New_York-EDT-GMT-4:00

Once all options have been selected click Report to generate the report.

28.3 Story Board - WYSIWYG Reports

RECON LAB includes the first ever “What you see is what you get” (WYSIWYG) reporting option in a
forensic suite called Story Board. With Story Board, the examiner has full control over reporting allowing
a user to add text, tags, bookmarks at will. Additionally, Story Board includes the ability to sort and add
bookmarks and tags chronologically. Chronological reporting is proven to increase understanding of

factual events.



To create a report using the Story Board reporting mode click the Story Board icon in the Top Menu.

REPORT-001|

Create

Enter a name for the report and click Create and the Story Board main interface will open.

Censor SkinTane Tag Images Blur image

items Timellne

‘ - ‘ - Record No. |« Plugin - TAB Nama

2 Messages DB Messages Hey No Preview Avallable
Messages D8 Messages You there?

HFS+ Devices Logs HFS Device unmoul ated on untitied on dewi...
2 Online Accounts Accounts Messages
and

5 Mezwork Interfaces Interfaces

|r.n|v~ - Pdl»—-

REPORT-001

[

LAB

Font

Case Detalls
JEELON Varwion L T —] Helvetica
Case No.
Case Name & 5

B

Alignment

Examiner Emall
Agency Name

Standard

Sources Details

The Story Board interface is divided into two sections. All tags and bookmarks from the case are

accessible and found at the top. The report is found in the bottom section.



28.3.1 Editing a Report

Font

Helvetica

Alignment

Standard

The Story Board interface includes a word processor with common formatting options which can be found
to the right of the report.

e Edit - Undo, Redo, Cut, Copy, Paste

e Font - Installed Fonts, Font Size, Bold, Italic, Underline, Font Color

e Alignment - Left-centered, Centered, Right-centered, Justified, List Options

28.3.2 Adding Tags and Bookmarks to a Report

& a Record No. a TAB Name

Messages DB Messages Heading back tomorrow. | have ta co...

Messages Ni Macesnae Hey

Quick Look
=
Messages Copy to Clipbaard You there?
HFS+ Devices Logs unmount initiated on untitied on devi...

Online 2 % Add Record %
LS. L\ SREpA Add Record with File(s) £asages

Network Interfaces Add File(s) end

Go to Record

To add an item (record) to the Story Board report, place the cursor at the location where the item is to be
placed. Right-click on an item from the bookmarks and tags list and select from one of the three options:
e Add Record - adds details about the record (bookmark, tag) to the report without the file



e Add Record with File(s) - adds both the details of the record to the report with the file (export)
Add File(s) - adds the file only to the report (export)
Detailed Information | File Preview
Source Name: /2023 Class Image.dmg/Khan_Mac

|Record No.: 33225

(File Name: shark-wide-scale-to-height@ 2x.jpg

|Flle Path: /System/LibraryfAutomatorCrop

|images. action/Contents/Resources/shark-wide-scale-to-
height @2x.jpa

(inode NoJ/File ID: 146197

|File Size: 10.64 KB (108599 bytes)

[Mime Type: image/jpeg

'Hashset Name:

MD5: c60010d5c3c9b02d6e7c5b167bIEERTS

|SHA1: c96d3ab0fE888D1 58c4al390cdBE 132994 d4ef0
|Date Modified: 2022-Oct-28 08:43:33 +0:00

|Date Change: 2022-Dec-06 22:58:18 +0:00

\Date Accessed: 2022-Nov-16 19:24:40 +0:00
\Date Created: 2022-Oct-28 08:43:33 +0:00

|Tag:

|Examiner Notes:

The above is an example of a record added to the report with the file.

28.3.3 Adding External Files to a Report

To add external files to the Story Board report click the Add File button found above the formatting options
to the right of the report. Navigate to the file to add and click Open to add the file to the report.



28.3.4 Filtering Records In Story Board
7 SIOry soara
All
Bookmarks
Red
Motes

Artifacts Timeline Graph

Saved Maps

Messenger Graphs
Browser History Graphs
Screenshots

Examiner Space

14 = 332L9
Categories of records can be selected and filtered by using the dropdown list.

Record No. | « TAB Nama

trash

4 Trash RecycleBin Swindlers of Darkness.pdf

3 Trash RecycleBin Systems

Additionally, records can be filtered by entering a keyword in the Search box.

28.3.5 Adding Records in Chronological Order

Items  Timeline

Timestamp Record No. | & Piugin a Category ftem !

2022 j06/25 18:17:14 +0:00 Messzges DB Massagas Heading back tomorrow. | hav.. duane khan@icloud
2022/06/25 03 5 F Messages DB Messages Hey duane.khan@icloud
2022Z/06/25 03:12:01 +0:00 3 Messages DE Messages You there? duane.khan@icloud
20221109 19:33:08 +0:00 T HFS+ Devicas Logs HFS Device unmount initiated on untitled ... 1668022388

=

Selecting the Timeline tab allows records to be sorted chronologically. Records can then be added to the
report in sequence of occurrence.




28.3.6 Blur / Censor Image in Report

Censor SkinTone Tag Images & Blur Image

To blur and image that is to be added to a Story Board report check the Blur Image button before adding
an image to the report.

If the image contains skin tones that should be censored, press the “Censor Skinetone Tag Images” item.
This will blur all files that had been tagged with SkinTone.

28.3.7 Saving and Exporting a Story Board Report

File

Use the Save button to save the current state of the Story Board report.

¥

Export HTML

Edit Export PDF
Export ODT

To export the report in a HTML, PDF or ODT format click the Export button and select one of the options
from the dropdown list.



29 Exit RECON LAB

R AB  Process Se

Services

Hide RECON_LAB
Hide Others

Quit RECON_LAB

To quit RECON LAB select “Quit RECON_LAB” from the top menu

30 Disk Manager with Write-Block

Disk Manager allows the processing and analysis of connected devices and their volumes by using
RECON LAB’s Disk Manager and software write-blocking features.

RECON LAB-1.6.5 (A1) - Silicon

HRECOMNLAB Justin

LOAD CASE ACQUIRE iO




Disk Manager can be accessed from the RECON LAB Welcome Screen by clicking the Disk Manager
button.

2 0 Disk Manager
| Device Size Type Name File System Derived |
disk4 29.88 GB GUID_partition_scheme
disk4s1 200.00 MB EFI EFl

disk4s2 29.56 GB Apple HFS Licenser

disk5s1 200.00 MB EFI

disk5s2 1862.70 GB Apple HFS

-——no-e
Refresh Unmount Mount-R Disk Arbitration Turn OFF

The Disk Manger window will open showing all connected disks and volumes that can be accessed by
RECON LAB.

30.1 Write-Blocking

Disk Arbitration Turn OFF

Mac computers in Target Disk Mode and other disks can be connected safely (write-block) to RECON
LAB by disabling the Disk Arbitration daemon. To turn off Disk Arbitration click the Turn Off button at the
bottom right of the Disk Manager.

Once disabled hard disks and Mac computers placed in Target Disk Mode can be connected safely to
your examination Mac.



& Enter a password to unlock the disk
. o=~ . "Macintosh HD"
ﬂ Password: |

Remember this password in my keychain

Show Hint Cancel

If the Mac being connected contains a T2 Security Chipset there will be prompt to enter a
password for an active account on the Mac being connected in Target Disk Mode.

Refresh Unmount Mount-R Disk Arbitration Turn OFF

After connecting the device click the Refresh button to show the new devices. With the new
devices displayed, the following options exist:
e Refresh - re-poll for changes to connected devices
e Decrypt - allows an examiner to decrypt FileVault volumes with a password or Recovery
Key
Unmount - unmount any previously mounted volume
Mount-R - mounts a volume or disk read-only

31 Tagged File Export

The Tagged File Export feature allows the examiner to export selected files from the source to a new
location. Examiners can define export criteria and choose the desired destination file format. This feature
can be accessed from the top menu via Export > Tagged File Export.



Tagged File Export

Tags
|| Bookmarks
Red
Elue
@ velow

Grean

. SkinTone

7| Notes

* Exportto Zip

Export to Folder

Export to Dmg

In the Tagged File Export interface, the examiner can customize what types of tagged content to export,
the format to export it in, and whether to include hash values.

Types of files available for export:
e Files that have been bookmarked
e Files that have been tagged
e Files where notes have been added

Available export formats:
e Zip — Optionally encrypted with a password.
e Folder — Allows preservation of the original directory structure.
e DMG - Also supports saving the original directory structure.

Additional options:
e MDS5 and SHA1 hashes can be generated for all export types. These will be included in the
exported package.

32 RECON LAB Case Exporter

RECON LAB’s Case Exporter feature allows examiners to collaborate with one another by using a
portable case. This feature gives teams the ability to export all of the important information to a
standalone application that can be reviewed by a Windows computer.



32.1 Exporting a Case

Exporting a case is a simple process that allows examiners to export findings in a way that can be further
analyzed without the need for a RECON LAB license.

@ RECON_LAB Process Search Tii‘nelihe_ Report

Tagged File Export

Export Case

Select Export > Export Case in the Menu Bar, and the Export Case window will appear.

® Quick Mode Custom Export

Category
Internet History
Messages
Emails
Image
Multimedia
Document

Other Artifacts

1
2
3
s
s
6
7

Blur Image

QOutput

RECON LAB has two options when exporting a case:
e Quick Mode - Allows examiners to quickly export data from the case using RECON LAB’s preset
configurations from automated plugins
e Custom Export - Allows examiners to selectively include data for their case from bookmarks and
tags

32.1.1 Quick Mode

In Quick Mode, select the Category options with their corresponding automated plugins under List to
export and analyze in RECON CASE READER.



Export Case

® Quick Mode Custom Export

Category

Internet History Mercury

Messages UC Browser
Emails Chromium
Image Opera Mini
Multimedia TorBrowser
Document Mozilla Firefox

Other Artifacts Opera

1
2
3
4
s
6
7

Microsoft Edge

Internat Explorer

N B8 R 8 8 8 8 8 8

Google Chrome

SN Il Bl Bl I i el Bl B B
- |2

s

Blur Image

Output

Note: Automated plugins need to be processed before exporting a case in Quick Mode. For more
information about RECON LAB’s automated plugins, see Artifacts

32.1.2 Custom Mode

In Custom Mode, select the specific data marked by tags and bookmarks to export and analyze in
RECON CASE READER.



Export Case

Quick Mode & Custom Export

Tags
Bookmarks
Red
Blue
Yellow
Green

SkinTone

Blur Image

Output

For more information on bookmarking and tagging, see Section 17

32.1.3 Exported Case Output

Select the desired Output directory to export the case, and click Export.



Quick Mads

Book marks

o Yellow
GCreen

SkinTane

fvalumas Dest

The case will output to a folder named Export_Case in the selected directory and will include a
RECON_CASE_READER.exe and a Case_Data Folder.

v ¥ | 1_Expart_Case -
— + » ThisPC * DEST (G * 1_Export Case v O O Search 1 _Export Case

b Music L Mame Date modified Type
i Videos

& OneDrive || .DS_Store
€3 RECON_CASE_READER

Case Data

| This PC

B 3D Objects

B Desktop

B Documents

¥ Downloads

B Music

= Pictures

H videos

&3 Dperating_System ()
- D12GB_SSOH{D:)

w- 1TB_S5D (E)

~~ SODGE_Storage (F)
. DEST (G}

we DEST (G
¥ Network

3 items

33 CASE Reader

The RECON_CASE_READER.exe is included every time a case is exported. The executable is used to
install the RECON LAB Case Reader application onto a Windows machine. The application only needs to
be installed one time. After installation, any exported case can be loaded into the RECON LAB Case
Reader.



33.1 Minimum System Requirements

Windows 10 with Intel i5 processor with 8GB of RAM.

33.2 Installation

To install the RECON CASE Reader double click on the RECON_CASE_READER.exe. Windows may
ask to allow the application to make changes to your device. If so, select yes.

v ¥ | 1_Expart_Case -
Kl o s e
— ! » ThisPC * DEST (G * 1_Export Case v O O Search 1_Export_Ca
b Music ~ Name
ﬂ Videos

& OneDrive || .05 Store
€3 RECON_CASE_READER

Case Data

W This PC

B 3D Objects

¥ Deskrop

B Documents

¥ Downloads

b Music

= Pictures

i| Videos

&3 Dperating_System ()
- 512GB_SS0 (D)

- 1TB_SSD (E)

~- SODGE_Storage (F)
. DEST (G}

< DEST (G2
b Network
3 items
The next step in the installation will ask if the examiner wants to create an additional desktop

shortcut on the user’s desktop. Check the box to add a desktop shortcut or uncheck it to not add
one.



Setup - RECON CASE READER version 1.0.5 (A2) == pd

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing RECON CASE READER, then
click Mext.

Additional shortcuts:

[ ] Create a desktop shortcut

Click Install to begin installing RECON CASE. The default installation path is C:\Program Files
(x86)> RECON CASE READER




Setup - RECON CASE READER version 1.0.5 (A2) == pd

Ready to Install
Setup is now ready to begin installing RECON CASE READER. on your computer,

Click Install to continue with the installation, or click Back if you want to review or change any settings.

Additional tasks:
Additional shortcuts:
Create a desktop shortcut

Back Install Cancel

Click Finish to complete the installation. Keeping the Launch RECON CASE READER box
checked will automatically launch the RECON CASE READER once the installation is complete.




Setup - RECON CASE READER version 1.0.5 (A2) ==

Completing the RECON CASE READER
Setup Wizard

Setup has finished installing RECON CASE READER on your computer. The
application may be launched by selecting the installed shortcuts.

Click Finish to exit Setup.

Launch RECOM CASE READER




RECON CASE READER - 1.0.5 (A2) =5 X

0. IRCCONLAB
Y./ GO CASEREADER

SUMI.JIO

The RECON CASE READER splash screen gives the examiner the option to load any case that is
exported from RECON LAB. Clicking Load Case will give the option to select previously loaded cases or
Other Case.

E:/Export_Case/Case_Data

Other Case

Other Case will open a File Explorer window where examiners can navigate to exported RECON LAB
case folders. Exported case folders are named Case_Data by default.



B Case
« v > ThisPC » ExFatTransf(E:) » Export_Case »

Organize * MNew folder

A
G This PC Mame

B 30 Objects Case Data
[ Desktop

‘r Downloads
J? Music

&= Pictures

m Videos

‘o Operating_Syste
s 1TB_SSD_Data (C
- ExFatTransf (E:)
e DEST ExFat (H:)

== CuickBooks (\\q

wes DESTExFat (H)

Date modified

7/22/2021 10:36 AM

fledfaue

Type

File folder

] Z Search Export_Case

Folder: | Case_Data

Select Folder Cancel

Once a case folder or previously loaded case is selected RECON CASE READER will begin to

load results.

33.3 RECON CASE Reader Interface

The RECON CASE Reader interface is designed to mirror RECON LAB’s simple and intuitive design.
Many features in the RECON CASE READER function the same way as they do in RECON LAB.




B RECON CASE READER

mEY

~ |Ml Case; Campbell Image on mact ( B | case: | Casa Info w
> @ Source
1 Case Details
17 Case No. : 12343
- Case Name : Campbell Image on macos 12 pt 3
Location -
- Case Notes :

Case Creabed Time : Nov-03-2021 15:05:31 +00:00
Result Path : G:f1_Export_Cacs/Case_Datal

Bxaminer Details

Examiner : Chris

Examiner Phone :

Examiner Email :

Agency Name :

Agency Address :

User Selected Time Zone : America/Mew_York-EDT-GMT-4:00

Sources

. Willism_Campbell_MacBook.dmg

33.4 Case View

Once a case is loaded examiners will be greeted with the Case View Screen. The Case View
screen can also be accessed by clicking the “briefcase” icon at the top of the sidebar



Case View displays information about the case including information about the case and the
examiner. *Note* This information is taken from RECON LAB at the time of the export and can not

be changed.

The Case Info screen displays the sources used when exporting the case. More information about
each source can be found by clicking on the name of the source.

33.5 Top Menu

s 2l Y

RECON CASE Readers Top Menu has 3 buttons two of which have sub-menus.
e Artifacts - contains the “Search Artifacts” and “Artifact Timeline” sub-menus

RECON CASE READER >
N [T
mE Y
1' ~ |Ml Case; Campbell Image on mact @: % | case: | Casa Info v
> Q Source
EE Case Details
[ 1 1 Case No. : 12345
Case Name : Campbell Image on macos 12 pt 3
Location -
- Case Notes :
Case Created Time - Nov-03-2021 15:05:31 +00:00
Result Path : Gi/1_Export_Cace/Case_Data/
Bxaminer Details
Examiner : Chris
Examiner Phone :
Examiner Email :
Agency Name :
Agency Address :
User Selected Time Zone : America/Mew_York-EDT-GMT-4:00
Sources
. Willism_Campbell_MacBook.dmg
< >
oo



e Search Artifacts - allows the examiner to conduct a single keyword search quickly within all
exported artifacts. Section 19.1 has more information about Artifact Keyword searching.

07 Artifacts Keyword Search —

Keywords |kevwards for search

| <Plugin Selection= ~ Plugin Search

Plugins

> [ Brave Browser

> [] & Google Chrome
» O e Mail

» [ L) Messages

> [ @ safari

Search Name |Search label |

e Artifacts Timeline - Opens the Artifacts Timeline module used for generating timelines and
graphs for timestamps recovered from the exported Artifacts and Plugins module. Section 27.2



has more information on Artifacts Timeline.

By

> B saurce

©:=:il

[afio]

8 RECON CASE READER

[~ Wl Case: Campbell Image ¢ § || 3| Artfacts Timelina

Artifacts List

T
| Artifacts Timeline

Plugin Search
Flugins

[ Brave Browser

» [#] Google Chrome

L4

» [] Man
+ [#] Messages
- [ safari
Timestemp List
Timestamp Searct
< Type 2
ATTM Active Timestan
] acsma Access Timestar
| amLup Account Trackee
[1 cracrr Cantent Creatio
[ v Carttent Modific
[ comel Camplated Dats
[l concr Comversation 01

¥

N1-Jan-2021 00:00:00 =

Start
End 05-Now-2021 16:26:42
3 Apaly |

1500

1000

500

() earty

i

() Monthiy

‘M

W) Daywise

o3

(3 Hourly

= (m] =
%
Artfacts Timaling
- - I-
| - = =
s % oz 5 ] 10
{ Foga 2 of & $ | wawEe

Duration: Apr-202L

Generate Report - contains the “Automated Report” menu
Automated Report - automatically generates reports from bookmarks or plugins. Section 32.2

has more information about Global Reports



& Giobal Report - Report Category — [ *

Report Scope

@ Tags () Full
L] Tags

|:| N Bookmarks

|:| A Red

|:| A Glue

|:| Yellow

|:| A Green

|:| @ Screenshots W

Report Type
[ ] Advance HTML [ | Standard HTML [ | PDF [ ] csv [ ] xmL

[ | Export Files
Report Name Report 2021-Now-05 16:30:10

Feport Path G:f1_Export_Case/Case_Data/Reports/Global_Reports/

Back Report

File Search - Allows for locating files based on a combination of timestamps, file names, extensions, file
sizes, and more. Section 19.2 has detailed information about File Search.



B rile Search ? *
File Name || | Contains w
[ ] File Size | Greater than w | | | Bytes
[ ] pate Change Between 01/01/2018 12:30:00 - |31/12/2018 12:30:00 =
D Date Modified Between 01/01/2018 12:30:00 5| [31/12/2018 12:30:00 =
D Date Accessed Between 01/01/2018 12:30:00 : 31/12/2018 12:30:00 :
Sourcel Source2 Source3 Sourced

SourceS Source6 Source?

@ AllFilters () Any Filter

|Search Label | | Search
33.6 Main Columns
There are two main columns at the top of the Main Window for the RECON CASE READER. These
columns can be used for quick navigation.
<< > Case: ~ | Case Info -

When you navigate to different modules or views these columns will keep a history of these.
Clicking on the columns will allow you to return to a previous module or view. Views or modules

can be removed by selecting the “X” button.

€ ) [soma o | APPLE S50y fiilam Camphal MacSiecks. dng]

Saarch Fiters = | Show All

File Hame ExtEnsion

Desktap

Dacument

5L G22615

Users wiligmeampaeil/Liorary

BI2RFE Juseryfwibamearrpbel Misic

Ll

File 5ze Mime Type

Hasrset Name

Export au BV | |8

M3 FHAY

Detompres

o APPLE S50 Uers + ilancengied ¢



:_’_»_§_.6.0.1 Selec;_pgtgg_gry Column

€ ) [smra [ ez 520 o Carcoas escsockangy 1 %
|| “elect Catmgery [ | Semch | | Fikers = | Showal Export au oV ||
Tabie W
1| [fect timclne Fiz 10 File Name Erension File Patn FleSze | MmeType  Hashast Name MD3 A Decomares
o e ——F 2ui [ Deikap Atzarspwiliameamphsll/Desktap -
200 s7N71 12384 || Dacument JUserspwibaencan bl Documents
120 BT3I00 IZIE6 Dawnloads Jusersfwiliamcampbel/Dawnloads -
n| 73156 22886 | BV Des JUsersfnifamcamphel £V Dacs =
50 622615 az3az [ Ltrary JUsers wiRgmcampbEl Lirary
|0 Gioaes s2336 [ Mmic Sutsersilamcarpbe Music
le »
| APRLESED Y | Uinerss nlamcamgied ¢ |

The Select Category Column keeps a history of modules and sources previously viewed. Clicking the title
of the column will show previous items. Select any item to return to the module or source.

33.6.0.2 Select Feature Column

€0 e o= o ot i tn | &
el e ” Expart as 5V ([
Talie en ey tem I;l:m{ Dista (¥¥illiarn, :!l"lr::eLI MacBookdmg)
L Recard M Inode MNa) LEamphen ! File Sz hime Type Hashaet Mame MDS5 SHAY Decomares
({Em] 822617 32340 || Desktap Juserswiliameampbei/Desktap
|20 BT 32384 || Pacuments Mz pwiBameampbell/ Documents
a0 675200 32386 Download: JUserspwibamcampbel, Dovwnload:
140 673196 282596 _ EV_Dacs JUsrswiliareanpb el EY_ Dacs 5
sO 622513 3234z | Library fusers/wiliamcampbeil/| Braey
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The Select Feature Column keeps a history of different windows viewed. Clicking the title of the column
will show previous items. Select any item to return to a previous window.
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The sidebar is used to quickly access data found from processing and analysis. It can also be used to
manually navigate through the exported source data.

Clicking the dropdown arrow next to a category or directory will expand it.

The case sidebar is broken up into three sections.
e Source - Displays the exported data allowing for manual review and analysis.
e Artifacts - Displays data parsed from artifacts at the time of export as well as artifact keyword
search results and artifact timeline results
e File Filters - Displays information about file types and File Search results
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The source tab shows the exported files in a directory structure. Examiners can easily manually navigate
through the directories of the exported data.

33.7.2 Artifacts

The artifacts tab displays information from exported artifacts along with the results from Artifact Keyword
searches and Artifact Timelines.
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33.7.3 File
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The File Filters tab contains data relating to file extensions and results from file searches. Files will be
sorted by extensions or categorized by searched keywords.
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Source Name:
Record No.: 104973

File Name: Battery Decarbonization and Cell LIfe.pdf

File Path: /Users/williamcampbell/Documents/Battery Research/Battery Decarbonization and Cell Life.pdf

Inode No./File ID: 414817

File Size: 5.24 MB (5494202 bytes)

Mime Type:

Date Modified: 2021/04/09 16:46:56 +00:00

Date Change: 2021/04/10 00:29:39 +00:00

Date Accessed: 2021/04/09 19:24:32 +00:00

Date Added(Apple): 2021/04/10 00:29:39 +00:00

Content Creation Date(Apple): 2021/04/09 16:46:56 +00:00
Content Modification Date(Apple): 2021/04/09 16:46:56 +00:00
Last Used Date(Apple): 2021/04/09 19:24:32 +00:00

Used Dates(Apple):
2021/04/09 04:00:00 +00:00

Use Count: 1
Tag: Green

Examiner Notes:

33.8 Main Viewer Window

The RECON CASE Reader main view is designed to mirror the interface of RECON LAB. See section
12.6-12.8 for more information about the main view, covering the Details, Hex Viewer, Text Viewer, Apple

Metadata, and more.
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34 Importing your Case into RECON LAB

Case folders exported and analyzed in RECON CASE READER can be loaded back into RECON LAB for
further analysis or more robust report generation.

Simply select to Load Case when starting RECON LAB and point to the case folder used in the RECON
CASE READER.

35 Weapon and Fire Analysis

The Weapon and Fire analysis file system module allows RECON LAB to automatically identify and
categorize pictures that have firearms and fire in them. Pictures will be categorized as either Guns or
Rifles, or Fire and put into their own category.

35.1 Processing for Weapon and Fire Analysis

Weapon and Fire is processed as a file system module and is accessed by right-clicking a file or directory
in the file system. The screenshot below shows the file system module processing options including
Weapons and Fire Analysis. This can also be accessed through the Process tab.
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35.2 Analysis Results

B weapons and Fire
Gun (1)
Rifles (6)

Fire (7)

Results are put into their own category on the left menu. The results are broken into three subcategories
of Guns, Rifles, Fire.

After selecting a category results are displayed in the main pane. Results can be viewed as either a list of
files or in a gallery view.
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36 Skin Tone Detection

The Skin Tone Analysis File System Module allows RECON LAB to automatically identify and categorize
pictures that have a detected skin tone in them. Detected pictures will be put into their own category for
easy analysis.

36.1 Processing Skin Tone Detection

Skin Tone Analysis is processed as a file system module and is accessed by right-clicking a file or
directory in the file system. The screenshot below shows the file system module processing options
including Skin Tone Detection.

36.2 Skin Tone Detection Results

Results from Skin Tone Detection results are displayed in their own category in the left menu. After
selecting Skin Tone Detection results are split into different file types.

& Skin Tone Detection
« [mage

image/jpeg (8)

image/webp (1)




After selecting a file type results are displayed in the main pane and can be viewed in a file list or a
gallery view.

Record No. | = File Name ~  Extension | « Flle Size - Date Modified Date Change

s B 5100208660c62140ad 7fodfSebbda. .. 124251 2025/0114 15:06:00 +0:00 2025(/01/14 15:06:00 +0:0
B Getryimages-1351875002-420833. .. 702922 2025/01/14 15:05:47 +0:00 202501714 15:05:47 +0:00
B streichholzjpg 175017 2024/06(23 04:00: : 2024/06/23 0400
B 27-Hollywood-Actors-Whove -Been. .. 139787 +0: 2025/05 /19 16

3 B Images-5./pg g 5 20250519 16:07:25 +0:00 2025/05/19 16:
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B download-4.jog ing 5719 16 : 2025/05/19 16:09: 0:00
B download-5 .jpg 2025/05/19 16:09:06 +0:00
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Source Name: jAC
Record No: 9

File Name Hollywood -Actors-Whove-Been-in-Th
File Path: ywood-Actors-Whove-Been-In-Th

Inode No_/Fi
File Size: 136.51 K
Mima Type: im

Date Modifie
Date Chang:
Date Access
Date Created: 2

Tag: SkinTone

Examiner Notes:

37 Face Analysis

The Face Analysis File System Module allows RECON LAB to automatically identify and categorize
pictures that have a detected face in them. Detected pictures will be put into their own category for easy
analysis. After faces are identified examiners can then search for faces using the Face Search Feature.

37.1 Processing for Face Analysis

Face Analysis is processed as a file system module and is accessed by right-clicking a file or directory in
the file system. The screenshot below shows the file system module processing options including Face
Analysis.
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*Note* Faces must be indexed using the Face Analysis Feature before the Face Search Feature
can be used.

37.2 Face Analysis Results

Results from Face Analysis are displayed in their own category in the left menu. After selecting Faces all
of the detected faces will be displayed in one section. The identified faces can be displayed as either a list
of files or a list of faces.
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Record Ne: 2

File Name: 471

%  Dewiled Information

The Faces option for displaying results will show a list of faces and all images associated with
each face. Simply click on each face to show a gallery of all images associated with the detected

face.
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38 Optical Character Recognition (OCR)

The Optical Character Recognition File System Module allows RECON LAB to automatically identify and
index pictures that have text in them. Detected pictures will be put into their own category for easy
analysis.

38.1 Processing Optical Character Recognition (OCR)

Optical Character Recognition is processed as a file system module and is accessed by right-clicking a
file or directory in the file system. The screenshot below shows the file system module processing options
including Optical Character Recognition.

38.2 Optical Character Recognition (OCR) Analysis

Results from Optical Character Recognition are displayed in their own category in the left menu. After
selecting Images all of the pictures with extracted text will be displayed in the main pane. Files can be
displayed as either a list of files or a gallery view.
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Source Name: /Logical_Folders

Record No: 32

File Name: New’
Fila Path: fDem a/Mawyork JPG

Inode No./File |
File Size: 1.50 M 121 bytes)
Mime Type: image

OCR Text: Mew &k COMCAST JENNIFER LOPEZ NYC O THETA Betwe OMMERCIAL EHICLES Y THERS NO STANDING londay - Friday 3m -
6pm onday - Friday m - Midnight turday m - Midnight DRY CHAS C E O CHASE O JAN CHA TIGERS

Date Acces

| Tag:
Examiner Notes:

4  Detailed Information -  Praview

A preview of the extracted text is shown in red under the OCR Text column. Running OCR on a file
or directory, allows those files to be searched via the OCR search in the File Search window.

39 Examiner Space

RECON LAB’s examiner space is a feature that allows examiners to easily take notes about their case
and add those notes to their final reports. The Examiner space has an Examiner comments note-taking
area and a to-do list.

39.1 Examiner Comments

The Examiner comments tab acts as a general note-taking option where examiners can add notes about
their current case. Examiners can edit their text using the options in the top left for bold, italic, underline,
and font color.

The export button in the center of the window allows examiners to export their report in either a PDF or
HTML format.



Examiner Space

Examiner Comments To Do List

B I u o Use UTC Add Timestamp

May-19-2025 12:20 GMT-4:00 : This area is for the examiners notes!!

The Add Timestamp button will inset a timestamp of the current machine time as either UTC (by
checking the Use UTC box) or the current timezone offset of the examination machine.

39.2 Adding Examiner Notes to a Report

Examiner Notes can be added to a storyboard report as their own item. Once examiners create a
storyboard report (see section 31.3 for how to generate a storyboard report) the same way any other
bookmark is added.

Simply choose the Examiner Space option from the dropdown menu and add the record by right-clicking
and selecting Add Record.



40 Terms and Conditions

RECON LAB

Copyright 2013-2024 — SUMURI LLC

www.sumuri.com

IMPORTANT, PLEASE READ CAREFULLY. THIS IS A LICENSE AGREEMENT

This RECON LAB is protected by copyright laws and international copyright treaties, as well as other
intellectual property laws and treaties. This RECON LAB is licensed, not sold.

End-User License Agreement

This End User License Agreement (‘EULA)) is a legal agreement between you (either an individual or a
single entity) and SUMURI LLC with regard to the copyrighted software (herein referred to as RECON
LAB or ‘software’) provided with this EULA. The RECON LAB includes computer software, the
associated media, any printed materials, and any ‘online’ or electronic documentation. Use of any
software and related documentation (‘software’) provided to you by RECON LAB in whatever form or
media, will constitute your acceptance of these terms, unless separate terms are provided by the software
supplier, in which case certain additional or different terms may apply. If you do not agree with the terms
of this EULA, do not download, install, copy or use the software. By installing, copying or otherwise using
RECON LAB, you agree to be bound by the terms of this EULA. If you do not agree to the terms of this
EULA, SUMURI LLC is unwilling to license RECON LAB to you.

Eligible License — This software is available for license solely to software owners, with no right of
duplication or further distribution, licensing, or sub-licensing.

License Grant — SUMURI LLC grants to you a personal, non-transferable and non-exclusive right to use
the copy of the software provided with this EULA. You agree you will not copy or duplicate the software.
You agree that you may not copy the written materials accompanying the software. Modifying, translating,
renting, copying, transferring or assigning all or part of the software, or any rights granted hereunder, to
any other persons and removing any proprietary notices, labels or marks from the software is strictly
prohibited. Furthermore, you hereby agree not to create derivative works based on the software. You
may not transfer this software.

Copyright — The software is licensed, not sold. You acknowledge that no title to the intellectual property
in the software is transferred to you. You further acknowledge that title and full ownership rights to the

software will remain the exclusive property of SUMURI LLC and/or its suppliers, and you will not acquire
any rights to the software, except as expressly set forth above. All copies of the software will contain the



same proprietary notices as contained in or on the software. All title and copyrights in and to RECON LAB
(including but not limited to any images, photographs, animations, video, audio, music, text and "applets,”
incorporated into RECON LAB), the accompanying printed materials, and any copies of RECON LAB, are
owned by SUMURI LLC. RECON LAB is protected by copyright laws and international treaty provisions.
You may not copy the printed materials accompanying RECON LAB.

Reverse Engineering — You agree that you will not attempt, and if you are a corporation, you will use your
best efforts to prevent your employees and contractors from attempting to reverse compile, modify,
translate or disassemble the Software in whole or in part. Any failure to comply with the above or any
other terms and conditions contained herein will result in the automatic termination of this license and the
reversion of the rights granted hereunder to SUMURI LLC.

Disclaimer of Warranty — The software is provided ‘AS IS’ without warranty of any kind. SUMURI LLC and
its suppliers disclaim and make no express or implied warranties and specifically disclaim the warranties
of merchantability, fitness for a particular purpose, and non-infringement of third-party rights. The entire
risk as to the quality and performance of the software is with you. Neither SUMURI LLC nor its suppliers
warrant that the functions contained in the software will meet your requirements or that the operation of
the software will be uninterrupted or error-free. SUMURI LLC is not obligated to provide any updates to
the software for any user who does not have a software maintenance subscription.

Limitation of Liability — SUMURI LLC’s entire liability and your exclusive remedy under this EULA shall not
exceed the price paid for the software, if any. In no event shall SUMURI LLC or its suppliers be liable to
you for any consequential, special, incidental or indirect damages of any kind arising out of the use or
inability to use the software, even if SUMURI LLC or its supplier has been advised of the possibility of
such damages, or any claim by a third party.

Rental — You may not loan, rent, or lease the software.

Transfer — You may not transfer the software to a third party, without written consent from SUMURI LLC
and written acceptance of the terms of this Agreement by the transferee. Your license is automatically
terminated if you transfer the software without the written consent of SUMURI LLC. You are to ensure that
the software is not made available in any form to anyone not subject to this Agreement.

Upgrades — If the software is an upgrade from an earlier release or previously released version, you now
may use that upgraded product only in accordance with this EULA. If RECON LAB is an upgrade of a
software program which you licensed as a single product, then RECON LAB may be used only as part of
that single product package and may not be separated for use on more than one computer.

OEM Product Support — Product support for RECON LAB is provided by SUMURI LLC. For product
support, please call SUMURI LLC. Should you have any questions concerning this, please refer to the
address provided in the documentation.

No Liability for Consequential Damages — In no event shall SUMURI LLC or its suppliers be liable for any
damages whatsoever (including, without limitation, incidental, direct, indirect special and consequential
damages, damages for loss of business profits, business interruption, loss of business information, or
other pecuniary loss) arising out of the use or inability to use this ‘SUMURI LLC’ product, even if SUMURI
LLC has been advised of the possibility of such damages. Because some states/countries do not allow
the exclusion or limitation of liability for consequential or incidental damages, the above limitation may not

apply to you.



Indemnification By You — If you distribute the Software in violation of this Agreement, you agree to
indemnify, hold harmless and defend SUMURI LLC and its suppliers from and against any claims or
lawsuits, including attorney’s fees that arise or result from the use or distribution of the software in
violation of this Agreement.

Jurisdiction — The parties consent to the exclusive jurisdiction and venue of the federal and state courts
located in the State of Delaware, USA, in any action arising out of or relating to this Agreement. The
parties waive any other venue to which either party might be entitled by domicile or otherwise.
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